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BAXXHO!
BHUMATEJIbHO O3HAKOMbTECbH NEPEA UCIOJIb3OBAHUEM.
COXPAHUTE 3TO PYKOBOACTBO ANA byAYLWIUX CTPABOK.

MNMpuMeyaHue: HacToawmii AOKYMEHT SAB/ISIETCS CMPaBOYHbIM PYKOBOACTBOM AN CEPUN
npoaykToB. COOTBETCTBEHHO, HEKOTOPbIE (YHKLMNOHAIbHbIE BO3MOXHOCTU UK
OMuuK, ONMCaHHbIE B HACTOSALLIEM PYKOBO/ICTBE, MOIYT OTCYTCTBOBaTb B KOHKPETHOM
npoaykTe.

CHUMKM 3KpaHa n rpadmyeckmne nobpaxxeHms B 3TOM pyKOBOACTBE MOIyT OT/IMYATbCA OT peasibHoro
BMAA NpoAYyKTa M3-3a pa3/inymii BO BCTPOEHHOM NporpaMMHoOM obecneyeHum mnm B onepaunoHHOM

cucrteme, yCTaHOBIEHHOM Ha KOMMblOTEpPE Nosib30oBaTesNisl. Hamu caenaHo BCce BO3MOXHOE Ass Toro,

yTo6bl MHDOPMaALMSA, NpMBEeAEHHAsA B HacTosILLEM PYKOBOACTBE, bblia TOYHOMN.

MpumMmeyaHue: [na HaCTPOMKM KOMMyTaTopa npeanoytTutTensHee ncnonb3osaTtb Web-
KoHdUrypartop.

e MHTepakTuBHasa cnpaska Web-koHdburypatopa

YTo6bl MONYUYNUTb MHPOPMALIMIO O HACTPOMKAX HAa KaXXAOM 3KpaHe, a TakXe A0MO/HUTENbHYHO
MHbOPMaLIMIO MO NapaMeTpaM, HaXXMUTE Ha 3HAYOK MOMOLLUK Ha No6OM U3 SKPaHOB.
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B 3Tol rnaBe onMcaHbl OCHOBHbIE XapaKTEPUCTUKN U CHOCO6bIHpMMeHeHMﬂ KOMMYyTaTopa.

1.1 BBegeHue

3HAaKOMCTBO C KOMMYTaTOpPOM

Cepus GS1900 BkntoyaeT B cebs kommyTaTopbl Gigabit Ethernet (GbE) HoBoro nokoneHus c
NoAAEPXKOWN ynpaBneHus Yepes Beb-nHTepdenic.

B AaHHOM pyKoBOACTBE MNoJib30BaTesNs pacCMaTpUBAlOTCA creayowue Moaenu:

Tabnuua 1 CpaBHuTenbHas Tabnunua

yCTpOoMCcTB cepmn GS1900

MOJENb

GS1900-8

GS1900-
8HP

GS1900-
16

GS1900-
24E

GS1900-
24

GS1900-
24HP

GS1900-
48

GS1900-
48HP

MopToB 100/1000 MéuT/C

8

16

24

24

48

24

MopTtos 100/1000 M6wuT/C C
PoE

24

24

CnoTtoB AN onTUYecKuX
SFP-TpaHcuBepoB 1 6uT/C

BO3MOXHOCTb HacTONbHOM
YCTaHOBKM

B0O3MOXHOCTb KpenseHns Ha
CTeHe

BO3MOXHOCTb MOHTaxa B
cTolke

Bbik/toUuaTeNb NUTAHUS
Bkn./Bbikn.

MoNHbIA NepeyeHb hyHKUMIA BCTPOEHHOIO NPOrpaMMHOro obecrneyeHms, AOCTYMHbIX Ha

KOMMYyTAaToOpe, MOXXHO HaWTN B TEXHMYECKOM OMMUCaHUK.

1.1.1 Mpnmep MocTOBOU KOHhUrypauum

B 3TOM npuMepe KOMMyTaTop COEAMHAET pasfnyHblie oTAe bl koMnaHun (MccnepgoBaTeibCKU

otaen n OTaen npogak) C KOPNOPATUMBHOM MarncTpasblo. 3TO NO3BOMASET YMEHbLUNTb

«COCTA3aHMEe» 3a NPOMNYCKHY CNOCOBHOCTb M YCTPaHUTb «y3KMe MecTa» B CETU U MOAKIOYEHUN K
cepBepy. Bce nonb3oBaTtenu, KotopbiM TpebyeTcs 6onbluas NponyckHas cCnocobHOCTb, MOryT
MOAKYATLCA K BbICOKOCKOPOCTHLIM CEpBEpPaM CBOMX OTAEIOB Yepe3 KOMMYTaTop.
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naea 1 3HaKoMCTBO C KOMMYTaTopOM

PucyHok 1 [pvMeHeHMe B MOCTOBOM KOHpUrypaumm

/IVIarMCTpaanaﬂ
I \eTb

OTtpen npopax J

—-_—— . . . . . . .

UccnepoBaTenbckun otaoen

/ N

N e ——————

1.1.2 MNoaknoyeHne HacTonbHbIX cucteM K cetu Gigabit Ethernet

KOMMYTaTop SIBASIETCS uaealnbHbIM pelleHneM ans MasnblX ceTein, o6cnyxmBarowmx rpynny
nonb3oBartenen, notpebnsawwmx/reHepmpyowmx 6onbwne obbvembl Tpadurka 1, Kak cneacTesune,
HY>XA3LWNXCA B BbICOKOW MNPOMYCKHOM cnocobHocTu. K nopTaM KoMMyTaTtopa MOXHO NoAK4YaTh

KOMMNbKOTEPbLI NN Apyrme KOMMyTaTOpbI.

B 3TOM npuMepe BCe KOMMbIOTEPLI MOFYT COBMECTHO MCMO/1b30BaTh BbICOKOCKOPOCTHbIE MPUIOXKEHUS
Ha cepBepe 1 obpallaTbcs B IHTepHeT. [ns pacluMpeHnst CETU A0CTaTOYHO NPOCTo A06aBUTL Apyrue
ceTeBble yCTPOMCTBA, HanNnp1MMep, KOMMYTaTOpbl, MapLIPyTM3aTopbl, KOMMbIOTEPbI, MPUHT-CEPBEPLI U

T.4.

PucyHok 2 TlogkntouyeHme HacToNbHbIX cucTeM K ceTun Gigabit Ethernet

UHTepHeT

N

17

PykoBoacTBo nonb3oBartens ans cepun GS1900




naBa 1 3HakoMCTBO C KOMMYTaTopoM

1.1.3 lNMpumep npumeHeHnsa B cetax VLAN Ha 6a3e IEEE 802.1Q

BupTyanbHble nokanbHble cetv (VLAN) N03BONAIOT pasaenntb oaHy pU3NUECKYIO CETb HA HECKOJIbKO
nornyeckmx. CTaHUMM B JIOTMYECKON CeTU NpUHAANEXaT K OAHOW WM HECKOJIbKMM rpynnam. Mpu
ncnosb3oBaHuu ceteit VLAN cTaHLMA He MOXET OTMNpPaBiATb UM MPUHUMATb AaHHbIE OT CTAHUMiI, He
npuHaanexalwmux K Toi xe rpynne (rpynnaM); 3To BO3MOXHO fiMlb B TOM Ciy4yae, ecnu Tpaduk
NPOXOAWT Yepes MapLIpyTM3aTop.

JononHUTeNbHY MHDOPMaLMIO O BUPTYasbHbIX JIOKANbHbIX CETSIX MOXHO HamTh B /1. 8 Ha cTp. 66.

1.1.3.1 lMpumep BUpTyanbLHOM NoKanbLHOM ceTn Ha 6ase TeroB

MopTbl B 0aHoM rpynne VLAN npuHaanexaT K 04HOMY AOMEHY WMPOKOBeELLATeNbHOM nepeaayn
KagpoB. DTO NMO3BOJISET NOBbICUTb NPOM3BOANTENIBHOCTb CETU 3@ CYET YMEHbLUEHUS
wrpokoBelwartenbHoro Tpaduka. Npynnel VLAN MOXHO M3MeHATb B Nt0b6on MoMeHT, nobasnss,
nepemMeLlas uan n3MeHsas nNoptel 6e3 nepenoaknoyeHns kabenen.

Obwme pecypchbl, HanpuMep, cepBep, MOryT UCMNOSb30BaTbCA BCEMU NOPTaMu B TOM xe cetu VLAN,
uTO 1 cepBep. Kak nokasaHo Ha NpuBeAeHHOM HUXe pucyHke, B ceTb VLAN 1 Heo6xoaMMO BKAOUUTL
TONbKO T€ NOPThbl, KOTOPbIM TpebyeTca AOCTYyN K cepBepy. MopTbl TakXe MOryT NpUHaAnNexaTtb K
apyrmm rpynnam VLAN.

PucyHok 3 [NpumMep ncnonb3oBaHus obuiero cepsepa B VLAN
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1.1.4 NMoppepxka IPv6
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IPv6 (Bepcusi 6 npoTtokona IP, Internet Protocol) 6bina pa3spaboTaHa C Lenblo yBeENMYEHUS pa3Mepa
n dyHKUMoHanbHocTK IP-agpecoB. YBenmueHune pasmepa agpeca IPv6 no 128 6mutos (Mo cpaBHEHMIO
Cc 32-6MTHbIMKN agpecamun IPv4) Nno3BONSIET YBEINYNTbL KONMMYECTBO AOCTYNHbIX IP-agpecos Ao 3,4 x
1038, Ha MOMEHT HanucaHusl 3Toro OOKYMeHTa AaHHbI KOMMYTATOp NOAAEPXUBAET cneaytowme

dYyHKUMN.
e HasHaueHMe cTaTMYecKMX aApecoB M aBTOMaTUUecKasi HacTpoiika napaMeTpoB 6e3 coxpaHeHus
COCTOSIHUS

e [Ipotokon NDP (Neighbor Discovery Protocol, npoTtokon o6HapyxeHus cocenemn), UCrnosib3yeMbin
Ana obHapy>XeHnsa Apyrnx yCTpPoOWCTB B CETU

e YaganeHHoe ynpasfieHne c ncnonb3oBaHnem npotokonos PING, SNMP, HTTP n TFTP
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naea 1 3HaKoMCTBO C KOMMYTaTopOM

e lcnonb3oBaHue npotokona ICMPv6 ansa nHdopMmnposaHms 06 owmnbkax, KOToOpble BCTPETUAIUCH
npun o6paboTke NakeToB, U BbIMOSHEHUS APYTUX ANArHOCTUYECKMX PYHKLMIA, TaKMUX, Kak
oTnpaska 3anpocos «PING»

e [1BoMHOM cTek IPv4/IPv6; KOMMyTaTOp MOXET noaaepxusatb NpoTokosbl IPv4 u IPv6
OZlHOBPEMEHHO

e KnneHt DHCPv6

e OTcnexuBaHue Tpadumka no npotokony MLD (Multicast Listener Discovery, npoTtokon
obHapyxeHus noay4varenen 3anpocoB Ha MHOrOaAPECHY paccblsiky)

1.2 Cnocobbl ynpaBrneHnsa KOMMyTaTOpPOM

[ns ynpaBneHuss KOMMyTaToOpOM AOCTYMHbI CleayoLlme crnocobbl.

e Web-koHbuUrypaTop. MMeHHo 3TOT cnocob pekoMeHayeTcs NPUMEHNATb AS1 MOBCEAHEBHOMo
ynpasfeHMsa KOMMyTaToOpoM npu nomotum (nogaepxusaemoro) 6paysepa. CM. ri. 4 Ha cTp. 32.

e TFTP. MNMpoTokon nepenaumn darnos Trivial File Transfer Protocol MoXxHO ncnonb3oBaTb Ans
06HOBNEHMSA BCTPOEHHOIO NpOrpaMMHOro obecnevyeHuns U pe3epBHOro KonnposaHus/
BOCCTaHoOBNEHMA KoOHdUrypaumnum. CMm. pasg. 31.1 Ha cTp. 226, pa3a. 31.3 Ha cTp. 229 1
pa3a. 31.4 Ha cTp. 231

e SNMP. NapameTpbl 4@aHHOIrO YCTPOMCTBA MOXHO HACTPOUTb C MoMoubio MeHeaxepa SNMP. Cm.
pa3a. 30.3 Ha cTp. 210.

1.3 MNMone3Hble coBeTbI NO ynpaBrieHUIO KOMMYTaTOPOM

YT06bI CAenaTb KOMMyTaTOp 60/ee 3aWueHHbIM, a ynpasieHme KommyTaTopom — 6onee
3(pdeKTUBHbLIM, HEO6X0AMMO perynspHO BbINOMHATL ClieAyoLlmne 4enCTBusS.

¢ MeHsaANTe naposnb. icnonb3yiiTe Naposb, KOTOPbIN TPYAHO yragaaTh, U KOTOPbIV BKJOUaeT B cebs
pa3nuyHble BUAbl CUMBOJIOB, BKO4Yas 6ykBbl U LMdpbI.

e 3anuwunTe naposib U COXpaHUTE ero B HaLEeXHOM MecTe.

e OcylecTBnanTe pesepBHOE KONMpOBaHWe KOHPUrypaumm (M 03HakoOMbTeChb C MOPSAKOM ee
BOCCTaHOBNEeHUA). BoccTaHoBneHme 6onee paHHelr Bepcnn KOHOUrypaumm MoXeT OKas3aTbCs
nonesHbIM B clyvyae HecTabunbHon paboTbl UM 0TKasa yCTpPOnCTBa. Ecnm 3abbIT naposb, MOXHO
BOCCTAHOBWUTb HA KOMMYyTaTope 3aBOACKME HACTPOMKKN MO yMoN4YaHuto. [Mpn Hannunum pesepsHOm
Konuun 6onee paHHeln Bepcun danna KoHGUrypaumm He NpMAETCA NOBTOPHO HacTpameaTb
KOMMYTaTOp OT Hayana n A0 KoHua. MoxHo 6yaeT NpoCcTo BOCCTAHOBUTL NOCIEAHION
KOHpUrypaumio.
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YcTaHOBKa M noAgKno4veHue ycTpomncTea

B naHHOM rnaBe onucaHsbl npoueanypbl YCTAHOBKU U NOAKJTIOHEHNA KOMMYTaTOpa.

2.1 YcTtaHOBKa Ha cTone

Y6eantecb, 4TO KOMMYTaATOpP CYXOM U YNCTbIN.

YCTaHOBUTE KOMMYTATOpP Ha POBHOM FOPM30HTANIbHON MOBEPXHOCTU, JOCTATOYHO YCTONYMBON, UTOObI
BblAEepXaTb BEC KOMMyTaTopa M MOAK/IUEHHbIX K HEMY Kabeneit. Y6eauTech, UTo psaaoM ecTb
poseTka.

Y6epuTtech, 4TO BOKPYr KOMMyTaTOpa MMEETCA A0CTAaTOYHO csobogHoro NpoCTpaHCTBa And
UMPKYnaunm Bo3ayxXa U NOAKNIHYEHNA kabenen v WHYpa nnTaHun4a.

Ypanute Hakenkun c PE3NHOBbLIX HOXEK.

MpukpenuTe pe3nHOBbIE HOXKM K KaXXAO0OMY Yriy AHULLA KOMMYyTaTtopa. DTU HOXKM 3alimwatoT
KOMMyTaTop oT Bubpauum n obecneymsatotT Hanmume cBO60AHOIrO MecTa Mexay YCTPOMCTBaMu,
YCTa@HOBJ/IEHHbIMW ApPYT Ha Apyra.

PucyHok 4 TlpukpenseHne pe3nHOBbIX HOXEK

!

MpumeyaHme: HE 3acnoHsanTe BEHTUISUMOHHbBIE OTBEPCTMS. MNpu yCTaHOBKE YyCTPOMCTB
Apyr Ha apyra ybeauTtecb, UTO MeXAy HMMUK eCcTb cBO60AHOE MPOCTPaHCTBO.

MpuMmedaHme: YTob6bl 06ecneynTb HOpMasbHY0 BEHTUISILUIO, OCTaBbTe 3a30p Kak
MUHMMYM B 4 atonmMa (10 cMm) cnepeauv u 3,4 aonma (8 cM) c3agm KommyTaTopa. 310
0co6eHHO BaXHO NMpu YCTAaHOBKE B 3aKpPbITON CTOMKE.
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MaBa 2 YcTaHoBKa M NOAKMOYEHWe YyCTPOUCTBa

2.2 YcTtaHOBKa YCTPOUCTBA

CpaBHUTENbHbIV aHannM3 cnocoboB U3nYeCcKon yCTaHOBKM KaXKaon 13 Mmoaenemn npveedeH B tabn. 1
Ha cTp. 16:

MpuMeyaHune: [1na yCTaHOBKW KOMMYyTATOpa B CTOMKE uUnu KpenneHna Ha CTEHY
O6paTVITer K KBaJ'IMCbMLI,MpOBaHHOMy TEXHUYECKOMY Cneunanuncry.

NHCTpYKUMKN NO yCTAaHOBKE B CTOMKY NMpuBeAeHbl B pasa. 2.2.2 Ha cTp. 22. Heobxoammo obpatntb
BHMMaHMe Ha cneayoulee:

e /1N HOpManbHOM BEHTUASILMN PACCTOSTHUE MeXAYy KOMMYTaTOpPOM U APYrMMU 06beKTaMu LOSIKHO
6bITb HE MeHee 25 MM.

e HeobxoamMo, uTo6bl KOMMYTATOP 6bIS1 YCTAHOB/EH Ha CTO/E C POBHOM MOBEPXHOCTbIO, I0CTAaTOYHO
YCTOMUMBOM, YTO6bI BblAEpXaTb BEC KOMMyTaTopa.

YT06bI NPUCTYNUTL K paboTe, NPOCTO NoAKAOUMTE Kabenv NUTaHus U BKIKOYMTE KOMMYTaTOp.

2.2.1 KpenrneHue Ha CTeHy

[na KpenneHna KOMMyTaTopa Ha CTeHY BbIMOJIHUTE cneaylouwme nencreums.

B Tabnuue, ﬂpMBEAEHHOVI HWXeE, YKa3aHbl paCcCToAaHNA MeXay KpenexxHbIMN BUHTaAMU.

Tabnuua 2 PaccTosiHMa MexAy LeHTpaMu OTBEPCTMIl NpU KPErieHMmn Ha CTeHy
GS1900-8 GS1900-8HP GS1900-16 GS1900-24E
176 MM 176 MM 148 MM 207 MM

3aBUHTUTE ABa BUHTa, NOCTaB/IIEMbIX BMECTe C KOMMYTaToOpOM, B CTEeHY (CM. PUCYHOK AN wara 2).
CneayeT ncnonb3oBaTb BUHTbI C LULMPUHOWN FOMI0BOK OT 6 Ao 8 mm (0,24" ~ 0,31"). He 3aBuHumBamnte
BWHTbI B CTEHY A0 YyNnopa; oCTaBbTe MeXAy rosloBKaMn BUHTOB U CTEHOW HebonbLLOoW 3a30p.

3a30p AoMKeH 6bITb AOCTAaTOYHO 60/bLUMM, YTOObI FOTIOBKM BUHTOB MOM/IM BOWTU B CNOTbI A4S
BWHTOB, a kabenn — cBo604HO NMOAKIIIOYEHBI CHU3Y KOMMyTaTopa.

NMpuMmevaHue: Y6eauTtecb, YTO BUHTbI HAAEXHO AEPXATCA B CTEHE U CrocobHbl BblAEPXATb
Be€C KOMMyTaTopa C NoAK/TIKOYEHHbIMUA kabensamu.

MpuNoXnTe KOMMYTaTOp K CTEHE TaK, YTO6bl OTBEPCTUSI Ha ero NaHenn coBnajanu ¢ BUHTAMU Ha
cTeHe. MoBecbTe KOMMYTATOP Ha BUHTHI.
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KpenneHue koMmmyTaTopa He0O6X0AUMO NPOM3BOAUTL B FOPU3OHTaNIbHOM
nonoxeHun. BeHTUNALNOHHbIE OTBEPCTUS Ha OOKOBLIX NaHensax
KOMMyTaTopa He AOMKHbI ObITb HanpaBrieHbl BBepPX UNKU BHU3, TaK Kak
Takoe nonoxeHue MeHee 6e3onacHo.

2.2.2 YcTaHOBKa B CTOMKe

Bo3MOXHa ycTaHOBKa KOMMyTaTopa B CTaHAapTHYHO 19-A410MMOBYIO CTOMKY Wian B WwWkKad BMecTe C
apyrum obopyaosaHueM. [1ns yCTaHOBKM KOMMyTaToOpa B CTaHAApPTHYIO CTOMKY C MCMOIb30BaHMEM
KOMMJIEeKTa 4151 MOHTa)ka B CTONKY BbIMOJIHUTE C/ieAyoLne AenCTBmS.

Tpe6OBaHMH K yCTaHOBKe KOMMyTaTopa B annapaTtHyro CTOﬁKy
e [1Ba KpOHLWTENHaA.
¢ BoceMb BMHTOB M3 C N/0CKOM roI0OBKOM M KpecToBas oTBepTka #2.

e YeTbipe BUHTaA M5 C niiockon rosIoBKOM M KpecToBas oTBepTka #2.

Mcnonb3oBaHMe BUHTOB HENPaBUITLHOIO TUMNAa MOXET NOBpeaAUTb
YCTPOUCTBO.

Mepbl NpeaoCcTOPOXHOCTHU

e Ybegutechb, UTO CTOMKA MOXET BblAepXaTb 06LWniA BeC BCcero o060pyaoBaHus, KOTOPoOe B Hee
YCTaHOBJEHO.

e Y6eautechb, 4UTO MONOXKEHME KOMMYTaTOpa HE HapyLllaeT YCTOMUYMBOCTb CTOMKN N He cMeLlaeT
LIEHTp TSXKECTU K ee BepxHel yacTu. lNepen yCTaHOBKOW NpuMuTe BCe HEO6X0aMMblE MeEpbI
NpenoCTOPOXHOCTM AN HAAEXHOr0 3aKpenjeHns CTONKK.

KpenneHue KpOHLWITEAHOB K KOMMYyTaTopy

1 TpUAOXUTE KPOHLUTENH K OAHON U BOKOBbIX MaHesei KOMMyTaTopa, COBMECTMB UeTbipe OTBEpPCTUS
L7191 BUHTOB Ha KPOHLLUTENHE C TaKMMK XXe O0TBEPCTUAMU Ha 6OKOBOW NaHesn KoMMyTaTopa.
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PucyHok 5 KpenneHune kpoHwTenHoB (GS1900-16 n GS1900-24E)

PucyHok 6 KpenneHune kpoHwTtenHoB (GS1900-24, GS1900-24HP, GS1900-48, GS1900-48HP)

2 C noMoLblo KPecTOBOM OTBEPTKM #2 NpUKpenuTe KPOHLWITENH K KOMMyTaTopy BUHTamm M3 ¢
MJI0CKON rOI0BKOW.

3 TMosTopute warn 1 n 2, ytobbl 3aKpPeNUTb KPOHLUTENH Ha APYroi CTOPOHE KOMMYyTaTopa.

4 Tenepb KOMMYyTaTOp MOXHO yCTaHaB/MBaTb B CTONKY. [lepexoauTe K creaylowemy pasgeny.
2.2.2.1 YctaHOBKa KOMMyTaTopa B CTOMKY

1  MNpunoxuTte KpoHWTENH (yXXe NPUKPENNEHHbIN BUHTAaMU K 6OKOBOW NaHenm KoMMyTaTopa) K OA4HOM
CTOpPOHE CTOMKW U COBMECTUTE ABa OTBEPCTUA AN BUHTOB Ha KPOHLUTEHE C TaKMMU Xe ABYMS
OTBEPCTUSIMU B CTOMKeE.
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2

3

24

PucyHok 7 YcTaHOBKa kKoMMyTaTopa B cTolike (GS1900-16 n GS1900-24E)

48HP)

/

C NoMoLWbI0 KpecToBOM OTBEPTKU #2 NpuKpenuTe KPOHLITENH K CTOMKe BUHTaMn M5 ¢ nnockom
rOSIOBKOM.

MosTopute warn 1 n 2, ytobbl 3aKpPenUTb KPOHLUTENH Ha APYroi CTOPOHE CTOMKM.
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O630p ycTpoucrtBa

B naHHOI rnaBe onucaHbl NepeaHsis U 3aAHss NaHeb KOMMyTaTopa, @ TakXXe nokasaHbl
NOAKJ/IIOYEHUS! K YCTPOMCTBY.

3.1 lMNMoakno4yeHUsa Ha NnepegHen NaHenun

Ha pucyHkax Huxe U306paxkeHbl nepefHne naHenn pasnnyHblX Mojenein KoMMmyTaTopa.

PucyHok 9 T[lepeaHsaa naHenb: GS1900-8
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PucyHok 14 lepepHasa naHenb: GS1900-24HP

ZyXEL Gs1900-24HP
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3.1.1 NMopTbl Ethernet

JaHHbIn KOMMyTaTop ocHaweH noptamMmn Ethernet 1000Base-T ¢ pyHKUMAMM aBTOCOr1acoOBaHMS m
aBTOMaTM4ecKoro onpeaeneHuns Tmna kabensa. Ckopoctb noptoB Gigabit Ethernet Ha 10/100/1000
M6éut/c moxeT coctaBnaTb 10, 100 M6ut/c nnn 1000 Méut/c. PaboTta Ha ckopoctn 100 MbuT/c
BO3MOXHa B NONyAYynJeKCHOM W AyNAeKCHOM pexuMax, a Ha ckopoctu 1000 Méut/c - Tonbko B
OYNJIEKCHOM pexume.

MopT c PyHKLUKMEN aBTOCOIIaCoOBaHMUS MOXeT onpenensaTb U HacTpaMBaTb ONTUMasbHY CKOPOCTb
(10/100/1000 M6uT/C) 1 pexum gynnekca (Nonyaynnekc nam Aynnekc) kaHana Ethernet ans
NOAK/IIOYEHHOrO YCTPOMUCTBA.

MopT ¢ dyHKUMEN aBTOMaTUYECKOrO onpeaesieHns Tuna kabens (aBToMaTnyeckoro Bbibopa pexunma
MDI/MDI-X) no3BO/ISET UCMNO/b30BaTb A/ NOAKIIYEHMS KaK CTaHAApPTHbIM (NpsiMoi), Tak n
KpoccoBepHbIl (nepekpeleHHbin) kabenun Ethernet.

3.1.1.1 Hactpouku Ethernet no ymonyanuto

26

Mo ymonuaHuto anst noptoB Ethernet koMMyTaTOpa ycTaHOBMEHbI CrieayloLne 3aBoACKME
HaCTpOWKN:

e CKOpOCTb: ABTOCOr/1acoBaHue
e PexknM gynnekca: ABTocoriacoBaHue

e YnpaBfieHne NoTokoMm: Het
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3.1.2 Cnotbl SFP

OTK CnoTbl NpeAHasHadeHbl ans SFP-TpaHcmBepoB. TpaHcMBep — 3TO YCTPOWCTBO, COBMeLLatoLlee B
cebe dyHKUMM NepeaaTymKa 1 npmeMHuKa. TpaHcuBep obecrneymBaeT BO3MOXHOCTb NOAKIOYEHUS K
KOMMYTaToOpy ONTOBOJ/IOKOHHbIX Kabenen. TpaHCMBEpPbl HE BXOASAT B KOMMIEKT NOCTaBKu
KOMMyTaTopa. Pa3peluaeTcs MCNosb30BaTb TOIbKO TpaHCUBEPLI, OTBevatowme TpebosaHmsam SFP
Tranciever MultiSource Agreement (MSA). bonee nogpo6Hyto MHpOPMaLMIO MOXHO HalTK B
cneundukaumm INF-8074i Rev 1.0 komuteta SFF.

TpaHcMBEpPbl MOXXHO MeEHSITb BO BPeMsi paboTbl KOMMyTaTopa. Ans noakntoveHus k Ethernet-
KOMMYyTaTopaM C pas/iMyHbIMU TUMAaMM ONTOBOJIOKOHHbIX Pa3beMOB MOXHO MOJIb30BaTLCS

Pas3/IM4HbIMN TUNAMUN TPAHCUBEPOB.

e Tun: UHTepderic nogknoveHmnsa SFP

e CKopocCTb nogkntoyeHus: 1 rurabut B cekyHay (1 réemt/c)

Bo nsbexaHue Bo3MoOXHoM TpaBMbl rna3 HE cmoTtpuTte B pasbeMbl
paGoTarollero onToBONIOKOHHOro MOAYnA.

3.1.2.1 YctaHOBKa TpaHcuBepa

[na ycTaHOBKW TpaHCMBEpa BbIMNOJIHUTE cneaytowme AencTBus.

1 BcTaBbTe TpaHcuBep B CrOT OTKprTOVI ceKkuuneln nevyaTtHoM niaTtbl BHUS.

PucyHok 17 [puMep yCTaHOBKMU TpaHcMBepa

2 HapaBuTe Ha TpaHcMBep, NOKa OH He 3allesIKHETCH Ha MecTe.

3  [aHHbIN KOMMYTaTOp aBTOMATM4YECKN OBHAPYXUT YCTAaHOBMIEHHbI TpaHcMBep. [TpoBepbTe COCTOAHUE
CBETOAMOAHbIX MHAMKATOPOB, 4T0bbl Y6eanTbcsi, UTo OH paboTaert.

PucyHok 18 YCTaHOBNEHHbI TpaHCUBep

3.1.2.2 YpaneHue TpaHcuBepa

Onsa ynaneHusa TpaHCuBepa BbINOJHUTE cneaylwme Aencreus.
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1 OTKpoiTe 3allenky TpaHcueepa (UX BUA MOXET pasnnyaThbcs).

PucyHok 19 [puMep OTKpbITUSA 3allesikn TpaHcmBepa

2 BblHbTE TpaHcuBep M3 cnota.
PucyHok 20 [puMep yaaneHus TpaHcueepa

3.2 3agHAA naHenb

Ha pucyHkax Huxe M306pa)KeHbI nepegHne naHenun pasinyHbiX mMoaenen KOMMYyTaTopa.

PucyHok 21 3agHsasa naHenb: GS1900-8

PucyHok 22 3aaHsasa naHenb: GS1900-8HP

PucyHok 23 3agHaa naHenb: GS1900-16

(o]
|

g
SomER : AC INPUT 100-240YAC
e 50/60Hz 0,258 MAX
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PucyHok 24 3anHaa naHenb: GS1900-24E

1
- %

AC IMPUT 100-240VAC
S0/60Hz 0324 MAX

AC INPUT
100-240VAC 50/60Hz

0.32A MAX

ACINPUT
100-240VAC 50/60Hz
2.18A MAX

AC INPUT

100-240VAC 50/60Hz
0.68A MAX

PucyHok 28 3aaHsaa naHenb: GS1900-48HP

ACINPUT

100-240VAC 50/60Hz
2.6AMAX

3.2.1 MopgknioyeHUe K UCTOYHUKY NMUTaAHUA

YpocTtoBepbTeCh, YTO BbibpaH Haanexawmnii ICTOYHUK NUTaHus, U NOTOKY BO34yXa OT BEHTUNATOPOB
HWYTO HE MELUaET.

[aHHbI KOMMYTaTOp OCHaLleH ABYMSl 6/10KaMKU MUTAHUS, OAWH U3 KOTOPbIX CIYXWUT ANs uenen

pe3epBnpoBaHund, TO €CTb B CZlydae HENCNPaBHOCTU OAHOIO U3 6/10KOB NUTAHUA cUCTEMA npoao/IXNT
paboTy c Apyrmm 6/10KOM NUTaHKUS.

MogknioyeHue K UCTOYHUKY NUTaAHUA Ha 3agHen naHenu

MoAKUYMTE OANH KOHEL, MOCTaB/SIEMOro B KOMMJIEKTE WHYpa WX ajanTtepa nuTaHusl B PO3eTKy
NMUTaHUS Ha 3a4HeN NaHenn KoOMMyTaTopa, a APYrol KOHeL, — K CeTU MUTaHus.
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Ecnu Ha komMMyTaTope nmeetcs nepektodatens nutaHns POWER ON/OFF (cMm. Tabn. 1 Ha
cTp. 16), BkAwounTe (MM BbIKKOYUTE) €ro.

MoaknoyeHue K UCTOYHUKY NUTAHUNA

YT06bl NOAKOUUTL KOMMYTATOP K UCTOYHUKY MUTAHMA MOC/E YCTaHOBKKU B CTOMKe, npoaenanTte
cneayloulee.

MNpuMeyaHue: Bocrnonb3yiTecb NOCTaBISEMbIM B KOMMJIEKTE LWHYPOM MUTAHUA ANS
NOAK/TIOUYEHUS K CETU NMEPEMEHHOMO TOKa.

1 MoakntounTe KoHel kabens ¢ pas3beMOM TUMNa «MaMa>» K pa3beMy NepeMeHHOro Toka.

2 T[lopkntounTe Apyron KoHel kabens K po3eTke CeTU NUTaHMS.

OTKnroYeHne OT UCTOYHUKA NUTAHUA

PazbeMbl MUTaHNA MOXHO OTKJ/1HOYATb OT UCTOYHMKA MUTaHUA MO OTAENbHOCTMU.

1 OTcoeanHUTE WHYpP NUTaHUA OT PO3ETKU CeTU NMUTaHUs.

2 OTKAIUYNTE WHYP NUTaHUA OT pa3beMa NepeMeHHOoro Toka.

3.3 UHpukaTopbl

[Mocne noagkntoYeHUA NUTaHMA K KOMMYyTaToOpy C NOMOLbIO MHAMKATOPOB MOXHO Y6e,D,VITbCF| B
Haanexatiemn pa60Te KOMMYTATopa, a TakKXe MCNoJib30BaTb UX B NpoUecce yCTpaHEHNA HENOJ1aA0K.

Tabnuua 3 OnucaHne MHAMKATOPOB

WHOUWKATOP LIBET COCTOAHUE | ONMUCAHUE
PWR 3eneHbii | Foput Cucrtema paboTtaert.
HeTt Cucrtema BbIK/lOYEHa WAN HeUcnpasHa.
SYS 3eneHbin | Foput Cucrtema BKIOYEHA U PYHKLMOHUPYET HOPMasbHO.
Mwuraet Cucrema nepesarpyxaeTcs M BbINOJHAET CaMOAMarHOCTUKY.
Het MuTaHne OTKOYEHO MK cucTeMa He rotoea / paboTaeT ¢ owmnbkamu.
MopTbl Ethernet
LNK/ACT 3eneHbii | Muraert OcywecTBnsercsa nepegada/npmveM aaHHbIX Ha ckopoctu 100/1000 M6uTt/c.
Foput YcTaHOB/IEHO coeamHeHme ¢ ceTbto Ethernet Ha ckopoctn 100/1000 MéuT/c.
HeTt CoeaunHeHune c ceTblo Ethernet He ycTtaHoBneHo.
PoE 3eneHbii | Floput MutaHne noaaeTtcs Ha Bce nopTbl PoE Ethernet
(cM. pasa. 1.1 Het OTcyTcTBYEeT 610K NUTaHUS.
Ha cTp. 16)

Cnotbl SFP 1 F'éut/c (onTnyeckme nopTbl — CM.

pa3a. 1.1 Ha cTp. 16)
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Ta6bnuua 3 OnucaHue MHAUKATOPOB (MPOAOSIKEHME)
MWHOUKATOP LUBET COCTOAHUE | ONNCAHUE

LNK/ACT 3eneHbii | Muraet OcyuwecTBnsieTcs nepeaaya/npmMeM aaHHbIX Ha ckopocty 100/1000 M6uT/c
Mo OMTOBOJIOKOHHOW CeTH.

Foput YCcTaHOB/IEHO COeAMHEHME C ONTOBOJIOKOHHOW CeTblo Ha ckopocty 100/1000
MéuTt/c.
HeTt CoeanHeHne C ONTOBOSIOKOHHOM CETbIO HE YCTaHOB/IEHO.
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Web-koHurypaTtop

4.1 O630p

Web-koHdurypatop kommytatopa (Web Configurator) npeacrasnser cobon yaobHbinn nHtepderic
ANa aAMUHUCTPUPOBaHUS YCTPOKMCTBa C noMolbio 6pay3epa.

Onsa ncnonb3oBaHnsa Web-koHdurypatopa notpebyercs:

e Cnepyet ucnonb3oBaTb Internet Explorer 7.0 (unn 6onee no3aHen sepcun) unu Firefox 1.5 (nnu
6onee nosgHen Bepcumn)

e PaspewuTe BCnbiBalOWME OKHA

e PaspewmnTe ncnonb3osaHue JavaScript (N0 yMON4YaHUO paspeLleHo)

e PaspewnTe ncnonb3oBaHme Java (MO YMOSIYaHUIO paspeLleHo)

e Bknwouute cookies

PekoMeHayeMoe pa3pelleHune skpaHa: 1024 x 768 nukcenen u Bbile.

4.2 Mony4yeHue poctyna

1 Yb6egutecb, UTO KOMMYyTaTOp Haanexalwmm obpasom nogkntodeH. CM. KpaTkoe pykoBoACTBO MO
Hayany paboTbl.

2 Habepute B 6pay3epe agpec https://192.168.1.1 n nepeinante no Hemy. [osaBUTCS 3KpaH BBOAA
MMeHn nonb3oBaTena n napons (Login).

PucyHok 29 >SKpaH BXo4a B CUCTEMY

ZyXEL

GS1900-8HP Enter User Name/Password to login Switch.

User Name: |

Password:

Login ] | Reset
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3 Bseaute umsa nonb3oBatens (No ymondaHuio «admin») n naposb (Mo yMonyaHuo «1234»).

4 HaxmwuTe Login. MNpu ncnonb3oBaHum 4515 BX0o4a UMEHM MOJib30BaTeNs M Napoas No yMOAYaHUo
nosiBUTCS 3KpaH Hadvana pabotbl Getting start. DkpaH Getting Start oTkpeiBaeTcs Bceraga npum
nonbITKe BXo4a B CUCTEMY C UCMOIb30BAaHMEM MMEHW MNONIb30BaTeNs M NApOosist MO YMONYAHMUIO.

4.3 MepemeweHue no meHwo Web-koHcurypartopa

Hwxe onuncaH npouecc paboTbl ¢ MeHto Web-koHdUrypaTopa, KOTopoe AOCTYNHO Ha akpaHe Getting
Start. B 5TOM pyKOBOACTBE A/19 NpMMepa UCMosb3oBaHbl 3kpaHbl GS1900-8HP. Ansa apyrux
Mozesnen aKpaHbl MOTyT UMETb HEMHOIO APYro BuA.

PucyHnok 30 OcHoBHo#i 3kpaH Web-koHdurypaTopa
ZyXEL cs1900-8HP .

E Getting Start
—

= Virtual Device

@) Device Information

System Name Switch

Model Name: GS1900-8HP

Serial Number. S130H16000032

MAC Address Range: ~

Firmware Version VA.00(ARHLO)b4_20130610

System Up Time: 0 days, 0 hours, 28 mins, 51 secs

Current DatefTime: 00:28:51 UTC+0 Jan 01 2000

OcHoBHoW 3KkpaH Web-koHburypaTopa pasaefnieH Ha creaylollme 4actu:

e A - CTpoka 3arosioBka
e B - [laHenb HaBurayum

e C - OCHOBHOE OKHO

4.3.1 BepxHsasa naHenb

CTpoKa 3arosioBKa COAEPXUT HEKOTOPLIE MOME3HbIE CCbISTIKW, KOTOPbIE BCErAa NPUCYTCTBYIOT Ha
3KpaHax, NpMBEAEHHbIX HMXXE, HE3aBMCMMO OT TEKYLLEro YpoBHS MeHo Web-koHdurypatopa.

PucyHok 31 BepxHasa naHenb
Welcome: user | L it ZAbout PHelp

3HaukKW B BEpXHEN NaHenu obecneunsBatoT AOCTYN K CNEAYOWNM hYHKUNAM.

Tabnuua 4 BepxHsas naHenb: 3Hadkn Web-koHdurypaTtopa

MOnE OMNMUCAHUE

Logout HaxkaTne Ha AaHHYI0 CCbINIKY Bbi3biBaeT Bbixoa 13 Web-koHdurypaTopa.
OK Haxmnte OK, 4TObbl NPUMEHUTL U3MEHEHMUS.
Cancel Haxxmnte Cancel, 4To6bl OTMEHNTL U3MEHEHMS.
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Tabnuua 4 BepxHsas naHenb: 3Hadykn Web-koHdurypaTtopa (npoaonxeHue)

NOJIE

OMNCAHUE

Save

HaxxMnTe 3aecb, UTO6bI COXPaHUTb U3BMEHEHMS B NaMATU BPEMEHMU BbIMOHEHUS
KOMMyTaTopa. DTU HacTpPorKM ByayT yTepsiHbl B C/lydae BbIK/IOYEHUST KOMMyTaTopa unm
nepebosi B nogaye NUTaHUs, NOSTOMY MO 3aBepLUEHNUM HACTPOMKM HEOOXOAMMO HaxaTb Ha
CCbllke Save B BepXHel HaBUraLUMOHHOW NaHenn ANns COXpaHeHUs U3MEeHeHU B
3HEproHe3aBUCUMON MaMaTy.

About

HaxaTne Ha AaHHYI0 CCbIIKY NO3BOssieT 0TO6pa3nTb OCHOBHYO MHGOPMaLMIO O
KOMMyTaTope.

Help

HaxaTue Ha AaHHYI0 CCbINIKY OTKPbIBAET CTPaHMLY CMpPaBKM Mo TEKYLUEMY SKPaHY.

YTo6bl BbINTU M3 Web-KkoHdurypatopa, HaxMuTe Logout Ha 3kpaHe. [115 NOBTOPHOrO BXoAa nocne
BbIXoa HeobxoanMo 6yaeT 3aHOBO BBECTM Naposib. [laHHOe AeCTBUE peKOMEHAYeTCs BbIMOMHUTL
nocrie OKOHYaHUA ceaHca yrnpasneHus no coobpakeHnaM 6e30MnacHoCTu.

Haxxmute OK 1 noaTBepamTe BHOCUMbIE U3MEHEHUS Ha BCMJbIBaOLWEM 3KpaHe. Haxmute Cancel n
noaoTeBepaAnNTE OTMEHY M3MEHEHMN Ha BCMJbIBAOLLEM SKpaHe.

PucyHok 17 Web-koHdUrypaTop: aKkpaH BbiXoaa

Message from webpage

:I Are you sure you want to log out?

0K l I Cancel

4.3.2 laHenb HaBUrauum

34

|/|CI'IOJ'Ib3yﬁTe MYHKTbl MEHIO Ha HaBMraunoHHOM naHenu, 4YTO6bI OTKPbITb 3KpaHbl, NO3BOoSiIA0OWLNE
HaCTpanBaTb d)YHKLI,VIVI KoMMyTaTopa. OnucaHue MyHKTOB MEHIO MaHesn Hasuraumm um

COOTBETCTBYHLWNX 2KPaHOB KOMMYTaTOpa NpuBOoANTCA B Ceayrowmnx pasgenax.
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PucyHok 32 [MaHenb HaBurauum

ZyXEL cs1900-8HP

CONFIGURATRION
open all |

g
2

Port Name

Bandwidth Management
rm Control

Link Aggregation
Loop Guard
Mirror
Mult t
panning Tree
P

A O ) A
[= =T B = B & B S B S

1agement

HavanbHbIN 3KkpaH (Getting Start)

Ha akpaHe Getting Start oTobpaxaeTtcsa obwas nHpopmMmaumsa 06 yCTpONCTBE, COCTOSIHUE CUCTEMBI,
cBeneHus 06 yTunmsaunm CUCTEMHbBIX PECYPCOB U COCTOSIHME MHTepPdEeNcoB.

Bonee noapobHyo nHdoOpMaLUno 0 BO3SMOXHOCTSX, NMpeaocTaBnseMbix akpaHoM Getting Start,
MOXXHO HanWTu B rAa. 5 Ha cTp. 42.

MeHto moHuTOopuHra (Monitor)

C NOMOLLbIO MEHHO MOHUTOPUHIa MOXXHO MOJIy4YNUTb AOCTYN K 3KpaHaM, Ha KOTOPbIX 0To6pa>|<aeTc9|
MHCbOpMaLI,MH O COCTOAHUN N CTaTUCTUKaA.

Tabnuua 5 KpaTkoe onmcaHune s3kpaHoB MeHi0 Monitor

MAMKA UM
CCbINKA BKITAOKA DYHKUUA
System STOT NYHKT OTKPbIBAET 3KPaH, NO3BONSAIOLWNIA NPOCMOTPETb 061yt
MAEHTUHUKALNOHHYIO MH(OPMaLMIO O KOMMYyTaTope.
1P IPv4 DTOT NYHKT OTKpbIBaeT 3KpaH, HAa KOTOPOM MOXHO 03HAaKOMUTbLCS C
MHTepdericom n napametpamm IPv4 kommyTaTopa.
IPv6 STOT NYHKT OTKPbIBAET 3KPaAH, HA KOTOPOM MOXHO 03HaKOMWUTLCS C
MHTepdericom n napametpamm IPv6 koMmmyTaTopa.
Information OTOT NYHKT OTKpbIBaeT 3KkpaH obuwen nHdpopmMaumm o cuctemMe: nms
CUCTEeMbI, ee aapec N KOHTaKTHas MHgopmaums.
Port STOT NYHKT OTKPbIBAET 3KPaHbl, NO3BOJIAIOLLME NMPOCMOTPETD
MHbOPMaLUMIo 0 CKOPOCTU, yYNpaBieHUN NOTOKOM U NpuoputTeTax Ha
OTAENbHbIX MOpTax KoOMMyTaTopa.
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Tabnuua 5 KpaTkoe onuncaHue akpaHoB MeHto Monitor (npogomxeHune)

MATKA UIn
CCbIJNIKA

BKITAOKA

®YHKLUMA

Port

Status

OTobparkaeT HaCTpOMKK cTaTyca Ana OTAEbHbIX NOPTOB
KOMMyTaTopa.

Port Counters

OTob6pakaeT HaCTpoOWKK MHTepdeNnca, cHeTYNKOB Mmib nHtepderica
nopta 1, cueTunkoB mib MHTepdelica nopta 1 etherlike, cueTunkos
mib nHTepdeica nopta 1 RMON ans otaenbHbIX NOPTOB
KOMMyTaTopa.

Bandwidth
Utilization

OTo6pa)aeT napaMeTpbl YyTUIM3aUUM NPONyCKHOW CNOCOBHOCTU ANs
OTAENbHbIX MOPTOB KOMMyTaTopa.

PoE

Status

OTob6parkaeT cocTtosiHue POE.

Bandwidth
Management

Bandwidth
Control

OTobpaxaeT rnobanbHble NapaMeTpbl Nepeaayn NCXoasaLero
TpadumKa U CKOPOCTb AJ1S OTAESIbHbIX MOPTOB KOMMyTaTopa.

Storm Control

DTOT NYHKT OTKPbIBAET 3KpaH, NOKa3sblBalOWNA NapamMeTpbl
LIMpOKOBeLaTeNnbHbIX GUNBTPOB.

VLAN

DTOT NYHKT OTKPbIBAET 3KpaHbl, NO3BOSOWME NPOCMOTPETL CMUCKM
BUPTYyaNbHbIX JIOKaNbHbIX CETEN HA OCHOBE NMOPTOB MW CTaHAapTa
802.1Q (B 3aBUCUMOCTM OT HACTPOEK, CAENAHHbIX B MeHIo Switch
Setup). Kpome TOro, Ha 3TMX 3KpaHax MOXHO MPOCMOTPEeTb CANCKU
BUPTYasNbHbIX JIOKaNbHbIX CETEN Ha OCHOBE MPOTOKOJIOB UK
noaceTen.

VLAN

VLAN

OTobparkaeT HaCTPOMKM BUPTYyasbHOW NOKANbHOW CETU.

Port

OTo6parkaeT HaCTpoWMKM nopTa.

VLAN Port

OTob6parkaeT HaCTPOWKM MopTa BUPTyasibHOM NNOKASIbHOWN CETH.

Guest VLAN

OTobparkaeT rnobanbHble HACTPONKN M HAaCTPOKKKM nopTa.

Voice VLAN

OTobparkaeT rnobanbHble HACTPONKN M HAaCTPOKMKKM NopTa.

MAC Table

DTOT NYHKT OTKPbIBAET 3KpaH, NO3BONASOWMIA NPOCMOTPETbL Tabanuy

MAC-agpecoB n nageHtngumkatopos VLAN yCcTpoicTB, NOAKIHOUYEHHbIX
K NopTy. Kpome Toro, Ha 3TOM 3KpaHe MOXHO MOJy4YnTb CBEAEHUS O

Tune MAC-agpeca.

Link Aggregation

3TOT NYHKT OTKPbIBAET 3KpaH, No3BOSSOLMNA NPOCMOTPETb
arpervpoBaHHble hun3myeckne coeanHenuns, popmmpyrowme oamH
NOrMYecKnii kKaHan 6onblIein NPonyCcKHOM CNOCOBHOCTM.

Loop Guard

DTOT NYHKT OTKPbIBAET 3KpaH, NO3BONSAOLWMNIA NPOCMOTPETL CBEAEHUS
0 3aliMTe OT 06pa3oBaHUS CETEBbLIX METEsb Ha rpaHuLe CeTU.

Multicast

STOT NYHKT OTKPbIBAET 3KpaH, No3BOASIOWMA NpoCcMaTpmBaThb
MHMOPMaLUMIO 0 Pa3INYHbIX PYHKLMSAX MHOMOAAPECHOM PACChIIKU U
oTC/eXxunBaHuUst MHoroagpecHoro Tpaduka IGMP, a Takxe 0 co3gaHun
VLAN-ceTein MHOroaagpecHoOn paccbifiku.

IGMP

Vian

OTo6parkaeT HaCTPOMKM BUPTYyasibHOM SIOKaNIbHOW CETU.

Statistics

OTob6pakaeT HaCTPOWKM CTAaTUCTUKMN.

Group

OTo6parkaeT HaCTpOWKM rpynmn.

Router

OTob6pakaeT HaCTPOWMKKM MapLlpyTM3aTopa.

Spanning Tree

DTOT NYHKT OTKPbIBAET 3KpaHbl, NO3BONSIOWME NPOCMOTPETb
MHpopMauuto o npotokonax CIST, MST, STP, npeaoTBpallaroLwmx
NnosiB/IEHNE NEeTEeNb B CETU.

CIST

OTobparkaeT cocTosiHne ak3emnnsapa CIST.

CIST Port

OTobpaxaeT coctosiHme nopta CIST.

MST

OTobparkaeT cocTosiHMe ak3emnaapa MST.

MST Port

OTobparxkaeT cocTosiHne nopta MST.
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Tabnuua 5 KpaTkoe onuncaHue akpaHoB MeHto Monitor (npogomxeHune)

MAMKA Unu
CCbINKA BKNAOKA PYHKLNA
STP Statistics | OTobpaxaeT ctatuctnky STP.
LLDP OTobparkaeT CTaTUCTMKY, cBeAeHMs 06 yaaneHHbIX YCTPONCTBaxX U
neperpyske.
Statistics OTob6paxkaeT rnobanbHy CTaTUCTUKY U CTAaTUCTUKY No nopTam LLDP.
Remote OTobparxkaeT nHdopMauunto 06 yaaneHHbIX YCTPONCTBax.
Information
Overloading OTobparkaeT MHpOpPMaLUUIO O Neperpyske nopTos.
Security OTob6parkaeT HacTpolikm 6e3onacHocTn K npotokona 802.1X ans
nopToB.
Port Security OTobparkaeT rnobanbHble HACTPOMKN M HAaCTPOKKKM nopTa.
802.1X Port OTobparkaeT HacTponkm npotokona 802.1X ansa nopTos.
Authenticated | OtobpaxaeT Tabnuuy C nepeyHeM XOoCTOB, NPOLIeALNX
Hosts ayTeHTUduUKaumio.
Management OTobparkaeT CUCTEMHbIN XYPHan 1 onNuuMn OTKIIOYEHUS OWnboK.
Syslog OTob6parkaeT onuumn Bbibopa punbTpa BeAEHUS XypHana 1 nokasa

CUCTEMHOrO XypHana.

Error Disable

OTob6parkaeT rnobanbHble HACTPONKM M HAaCTPOKKM nopTa.

MeHio HacTpounku (Configuration)

C noMoLbto 3KpaHOB MEHI0 HAaCTPOMKM KOMMYyTaTopa OCYLUECTBISIETCA KOHMOUTypupoBaHue ero

dyHKUMOHanNa.

Tabnuua 6 KpaTtkoe onmncaHume akpaHoB MeHto Configuration

MATKA UIn

CCbINKA BKITAOKA PYHKLUNA
System OTOT NMYHKT OTKPbIBAET 3KPaH, NO3BOSAIOLWMNIA HACTPOUTb 06LYyI0
MAEHTUDUKALNOHHYIO MHGOPMaLMIO U BPEMSA Ha KOMMyTaTope.
1P IPv4 DTOT NYHKT OTKPbIBaeT 3KpaH, HA KOTOPOM MOXHO BKOUUTb
nHTepderic IPv4 n HacTtpouTb napameTpol IPv4 koMmyTaTopa.
IPv6 DTOT NYHKT OTKPbIBaeT 3KpaH, HA KOTOPOM MOXHO BKAOUUTb
nHTepderic IPv6 n HacTpouTb napameTpobl IPv6 koMMyTaTOpa.
Time System Time HacTpolika CUCTEMHOr0 BpeMEeHMU.

SNTP Server

HacTpolika napameTpos cepsepa SNTP.

Information

DTOT NYHKT OTKPbIBAET 3KpaH, Ha KOTOPOM MOXHO U3MEHUTb
o6Lwyto MHbOopMaumio 0 CUCTEME: UMS CUCTEMBI, ee aapec U
KOHTaKTHYO WHbOpMaumio.

Port 3TOT MYHKT OTKPbIBAET 3KPaHbl, MO3BOJSAIOLWME HACTPOUTL
CKOpPOCTb, yrnpaBfieHne NoTOKOM W NMPUOPUTETbI Ha OTAE/bHbIX
noprax KoMMyTaTopa.
Port HacTporika napameTpoB OTAe/IbHbIX MOPTOB KOMMyTaTopa.
EEE HacTporika napameTtpos EEE oTaenbHbIX MOpTOB KOMMyTaTopa.
PoE DTOT NYHKT OTKPbIBAET 3KpaH, NO3BOMAIOLWMNA HACTPOUTb

napameTpbl MUTaHMSA YCTPOMUCTB NO BMUTOM Nape KoMMyTaTopa.
Bandwidth Bandwidth Control | HacTpoika rnobanbHbix NapaMeTpoB nepeaavv UCXoAsLero
Management Tpaduka 1 CKOpPOCTU ANS OTAENbHbIX MOPTOB.

Storm Control

Port

HacTtpoiika napaMeTpoB MopTos.

PykoBoacTBo nonb3oBartens ans cepun GS1900

37




maBa 4 Web-koHurypaTop

Ta6nuua 6 KpaTkoe onncaHue akpaHoB MeHto Configuration (npogonxeHune)

MAMKA Unu

CCBINMKA BKIMAOKA PYHKUMNA

VLAN OTOT NYHKT OTKPbIBAET 3KPaHbl, MO3BOMAOLWNE HACTPOUTL
napameTpbl 06blYHbIX, FOCTEBbIX U FO/IOCOBbLIX BUPTYasbHbIX
NIOKanbHbIX CETEN.

VLAN VLAN HacTpolika napamMeTpoB BMPTyasibHOM SIOKa/IbHOW CeTH.

Port HacTpolika napamMeTpoB NopToB.

VLAN Port HacTpolika napamMeTpoB nopTa BUPTYanbHOW JIOKaNbHOW CETU.
Guest VLAN Global HacTpolika rnobanbHbIX NnapamMeTposB.

Port HacTpolika napaMeTpoB NopToOB.
Voice VLAN Global HacTpolika rnobanbHbIX NnapamMeTposB.

OuUl HacTtpolika napametpos OUI.

Port HacTpolika napamMeTpoB NopToB.

MAC Table DTOT NYHKT OTKpbIBAEeT 3KpaH, No3Bonisownii 3agatb MAC-agpec u
naeHtudukatop VLAN ycTpoicTBa, NOAKAKOYEHHOIO K AaHHOMY
nopty. Kpome TOro, Ha 3TOM 3KpaHe MOXHO yCTaHOBUTb Tun MAC-
aapeca.

Static MAC OTOT NMYHKT OTKPbIBAET 3KPaHbl, MO3BONSOLWME HACTPOUTL
cratnyeckme MAC-agpeca ans Kaxgoro n3 noprtos. Takue
ctatnyeckme MAC-agpeca He UMEKOT CpoKa AENCTBUS.

Filtering MAC OTOT MYHKT OTKPbIBAET 3KPaH, NO3BOMAIOLWMNIA HACTPOUTb Npasmia
bunbTpauum.

Dynamic Age HacTpolika napameTpoB AMHaMWYECKOro 3arnoMMHaHns 1
nHdopmauum o MAC-agpecax.

Link Aggregation OTOT NMYHKT OTKPbIBAET 3KPaH, NO3BOSIOWNIA NOrMYECKN
06BbeAMHUTL HECKOSIbKO DU3NYECKMX KaHaNO0B B OAWH JIOFMYECcKni
KaHan 6osblielr NponyCcKHOM CNOCOBHOCTH.

Global HacTpolika rnobanbHbIX NnapamMeTpos.

LAG Management

HacTpolika napameTpoB ynpasneHus LAG.

LAG Port

HacTporika napameTtpos nopta LAG.

LACP Port

HacTpolika napameTtpos nopta LACP.

Loop Guard

DTOT NYHKT OTKPbIBAET 3KPaH, NO3BONSIOWMIA HACTPOUTb 3aLUUTY OT
o6pa3oBaHus ceTeBbIX MeTesb Ha rpaHuLe ceTu.

Global

HacTpoiika rno6anbHbix NapamMeTpoB.

Port

HacTtpoiika napaMeTpoB MopTos.

Mirror

[aHHbIA NYHKT OTKPbIBAET 3KpaH, NO3BOMSAOLWNIA OPraH1M3oBaTh
KOMMpoBaHue Tpaduka C 0O4HOMO UM HECKOJIbKMX MOPTOB Ha
ApYroi nopT. DTO NO3BOMUT NPOBOAUTL aHanNn3 Tpaduka Ha
nepBoM NopTy, HE BMELINBAsACb B ero pabory.

Multicast

OTOT NYHKT OTKPbIBAET 3KPaH, NO3BOJISAIOLNIA HacTpamBaTb
pasnnyHble PYHKUMN MHOMOaApPECHON PacChblIKU N OTCeXUBaHUS
MHoroagpecHoro Tpaguka IGMP, a Takxe co3gaBatb VLAN-ceTu
MHOroaZpeCcHOMN pacChblsiku.

IGMP

Global

HacTpoiika rno6anbHbix NapaMeTpoB.

Vian

HacTpolika napaMeTpoB BMPTYyasibHOW JIOKaNIbHOW CETU.

Router Port

HacTpoiika napamMeTpoB nopTa MaplipyTusartopa.

Profile

HacTtpoiika napamMeTpos npocuns.

Throttling

HacTpoiika napamMeTpoB orpaHuyeHust Tpaduka.

38

PykoBogcTtBo nonb3oatens ans cepun GS1900




maBa 4 Web-koHdurypaTop

Ta6nuua 6 KpaTkoe onncaHue akpaHoB MeHto Configuration (npogonxeHune)

MAMNKA Unun

CCbINKA BKIMAOKA PYHKUMNA

Spanning Tree OTOT NYHKT OTKPbIBAET 3KPaHbl, MO3BOMAOLWNE HACTPOUTL
npotokonbl RSTP/MRSTP/MSTP ans npeaoTBpalleHUs nNeTesnb B
ceTu.

Global HacTpolika rnobanbHbiX NapaMeTpoB.
STP Port HacTtpolika napameTtpos nopta STP.
CIST HacTtpolika napameTtpos CIST.

CIST Port HacTporika napameTtpos nopta CIST.
MST HacTpolika napameTtpoB MST.

MST Port HacTtporika napameTtpos nopta MST.

LLDP HacTpolika rnobanbHbiXx NnapaMeTpoB, NapaMeTpoB MOpPTOB,
NIOKanbHOW MHgopMaumm, ceTeBbix NONUTUK MED 1 HacTpoek
noptos MED.

Global HacTpolika rnobanbHbiX NapaMeTpoB.
Port HacTpolika napamMeTpoB NnopToB.
Local Information HacTpolika napamMeTpoB sioKasbHOM MHdopMaunm.
MED Network HacTtpolika napameTpos ceteBow nonutnkmn MED.
Policy
MED Port HacTpolika napameTtpos noptos MED.
QoS HacTpolika napamMeTpoB 06Lero n 4OBEpPEHHOro PeXnMOoB.
General Port HacTpolika napamMeTpoB NopToB.
Queue OTOT NYHKT OTKPbIBAET 3KPaH, NO3BOJISIOLWMNA HACTPOUTb METOAbI
NOCTAHOBKWN B oYepeb, a TakXXe YCTaHOBUTb 3Ha4YeHWUs BECOB AN
KaXxAoro u3 rnopTos.
CoS Mapping HacTpolika napaMeTpoB COOTBETCTBUS KJ1AaCCOB 06CNYyXMBaHUS
(CoS).
DSCP Mapping HacTpolika napameTtpoB cooTBeTcTBUS DSCP.
IP Precedence HacTpolika napamMeTpoB cooTBeTCTBUSA 6MTOB NpuoputeTos IP-
Mapping Tpadwuka.
Trust Mode Global HacTpolika rnobanbHbIX NnapamMeTpoB.
Port HacTpolika napamMeTpoB NopToB.
Security HacTpolika napameTpoB 6€30MacHOCTM MOPTOB, 3aLUMLLEHHbIX
noptos, napameTtpos 802.1X n DoS.
Port Security Global HacTpolika rnobanbHbiX NapaMeTpoB.
Port HacTpolika napamMeTpoB nopToB.
Protected Port HacTpolika napamMeTpoB 3alUULLEHHbIX NOPTOB.
802.1X Global HacTpolika rnobanbHbIX NnapamMeTposB.
Port HacTpolika napaMeTpoB NopToOB.

Protected Port

HacTpoiika napamMeTpoB 3allMLIEHHbIX MOPTOB.

DoS

Global

HacTpoiika rnobanbHbiX NapamMeTpos.

Port

HacTpolika napamMeTpoB NopToB.
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Ta6nuua 6 KpaTkoe onncaHue akpaHoB MeHto Configuration (npogonxeHue)

MAMKA Unu

CCbINKA BKNAOKA PYHKLUUA

AAA OTOT NYHKT OTKPbIBAET 3KPaH, NO3BOJSIOWNINA NPOCMOTPETb
HaCTPOMKKN yCNyr ayTeHTMdMKaunmn, asTopmsaumm u yyeta,
npefocTaBisieMblX BHELWHUMW cepBepaMu. B kauecTBe Takmx
BHELHMX CEpBEPOB MOryT BbiCTynaTb cepeepbl RADIUS (Remote
Authentication Dial-In User Service) nnn TACACS+ (Terminal
Access Controller Access-Control System Plus).

Auth Method HacTpolika napamMeTpoB MeToAa ayTeHTUdUKaAUNK.
RADIUS Hactpolika napametpos RADIUS.
TACACS+ HacTtpolika napametpoB TACACS+.

Management HacTpolika napameTpoB cMcTeMHOro xypHana (syslog), SNMP,
oTKNtoYeHUs ownbok, HTTP/HTTPS, nonb3oBaTenen u ynpasneHus
yAaNEeHHbIM AOCTYMNOM.

Syslog Global HacTpolika rnobanbHbIX NnapamMeTposB.
Local HacTporika nokanbHbIX NapameTpos.
Remote HacTtpolika yaaneHHbIX napamMeTpos.

SNMP Global HacTpolika rnobanbHbiX NapaMeTpoB.
Community HacTtpolika napameTpos coobuiecTsa.
Group HacTpovika napameTpos rpynn.
User HacTpolika napameTpoB nosb3oBaTesnen.
Trap HacTpovika napameTpoB foBYyLUEK.

Trap Destination

HacTpolika napameTpoB Lenen noByLlek.

Error Disable

ITOT NYHKT OTKPbIBAET 3KPaH, NO3BOMSAIOLWNN HACTPOUTb
napameTpbl 3alWMTbl NpoLEeccopa U BOCCTAHOBEHUSA C
OTKJ/TIOYEHMEM OLINBOK.

HTTP/HTTPS HTTP HacTtpolika napameTtpos HTTP.
HTTPS HacTtporika napameTtpos HTTPS.
Users HacTpolika napameTpoB nosib3oBaTesnen.

Remote Access
Control

DTOT NYHKT OTKPbIBAET 3KpaH, NO3BOJIAOLWMNIA HACTPOUTb
rnobasnbHble NapaMeTpbl U NapaMeTpbl Npodunen.

MeHto o6cnyxuBanuma (Maintenance)

C NOMOLLbI0 3KpaHOB MeHI 06CTyXMBaHUS MOXHO ynpaBnsaTbh dannamMm KoHurypaumm m
BCTPOEHHOr0 NporpamMMHoro obecneveHuns, 3anyckaTb AMarHOCTMYECKME NpoLeaypbl, a TakxXe
rnepesarpy»aTtb W BbIK/1l04aTb KOMMYTaTOP.

Tabnuua 7 KpaTkoe onncaHue 3KpaHOB MeH Maintenance

MATKA UIn

CCBINKA BKNAOKA PYHKUUA
Firmware Upload YnpaBrieHne napaMeTpaMn BbIrpy3Ku.
Management YnpasneHune nHdbopMaumnen o caBoeHHbIX obpasax n obpasax.
Configuration Backup YnpaBrieHne napamMeTpaMn pe3epBHOro KONMpoBaHUS.
Restore YnpasneHvue napaMeTpaMn BOCCTAaHOBJIEHUSA.
Management YnpasneHue napameTpamm KoHdUrypauuu.

Factory Default

BoccTtaHoBeHMe 3aBOACKNX HAaCTPOEK MO YMOJTYAHMIO.
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Tabnuua 7 KpaTkoe onmMcaHue 3KpaHOB MeHl Maintenance (nNpoaonxeHue)

MAMKA Unu
CCBINMKA BKNAOKA PYHKLUUA
Diagnostics OTOT NYHKT OTKPbIBAET 3KpaHbl, NO3BOSOWNE NPpOCMaTpuBaTb
CUCTEMHbIE XXYpPHasibl U TeCTUpoBaTb NOPThl.
Port Test Cable Diag YnpasneHuve aMarHOCTMKON Kabenen n pesynbtatamu
TECTUPOBaHUA.
PING IPv4 YnpaBneHue HacTporiKaMn TeCTUPOBaHMS C MOMOLLbIO ping-
3anpocos.
IPvV6 YnpasneHue HacTpoiKaMu TeCTUPOBaHMS C MOMOLbIO ping-
3anpocos ans IPv6.
Trace YnpaeneHve napamMeTpamMm TpacCMpPOBKM MapLupyToB (KOMaHAaa
trace route).
Reboot Mepe3arpy3ka CUCTEMBbI.
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5.1 O630p

JKpaH Getting Start

Ons o3HakoMaeHus ¢ nHbopmMaumen o COCTOSHUN KOMMyTaTopa UCnonb3ynTe sKkpaHbl Getting

Start.

5.1.1 O yem paccka3biBaeTcsl B 3TOM rnase

e Ha ocHOBHOM 3kpaHe Getting Start (pas3a. 5.2 Ha cTp. 42) oTob6paxkaeTcs obwas nHhopmaums o
KOMMYyTaTOpe, CBEAEHMNSI O COCTOSIHUM CUCTEMbI, CBEAEHMUS 06 YTUIN3aLMM CUCTEMHbIX PECYPCOB U
cocTosiHue uHTepdelica. bonee noapobHyo MHDOPMaLUUIO MOXHO YBUAETb Ha APYrnX 3KpaHax

COCTOAHUA.

5.2 JkpaH Getting Start

OTOT 3KpaH — NepBOe, YTO BMAWUT NOMb30BaTENb NpM BXoAe Ha KoMMyTaTop. Kpome Toro, oH
NnosBASIETCS KaXAbl pa3 Npu Ha)xaTum Ha NukTorpammy Getting Start B HaBuraunmoHHol naHenn. B
BMAXETax akpaHa Getting Start oTobpaxaeTtcsa obwas nHdopmMaumsa 06 yCTponcTBe, COCTOSIHME
CUCTEMbI, CBEAEHMUS 00 YyTUNM3aLUMN CUCTEMHbBIX PECYPCOB U COCTOSIHME MHTepPdECcoB.

PucyHok 33 3SkpaH Getting Start

Getting Start

= Virtual Device

["g Refresh Interval 5 seconds [ |

A

Startup

&) Device Information

System Name Switch

Model Name GS1900-8HP
O | Serial Number: 5130H16000032
= ¥.am MAC Address Range -

~fe>- Firmware Version V1.00(AAHL0JD4_20130610
Link aggregation System Up Time 0 days, 2 hours, 1 mins, 22 secs

Current Date/Time: 02:01:22 UTC+0 Jan 01 2000

CPU Usage

Memory Usage

Mons akpaHa onucaHbl B crieaytowen Tabnuue.

Tabnuua 8 SkpaH Getting Start

NONE

OMNCAHME

Refresh Interval (A)

BbibepuTe 04MH U3 Ceayowmx BapMaHToOB Ana MHTepBasa 06HOBMEHUA B BbiNaAatoLeM
cnucke: None (HeT), 5 cekyHa, 10 cekyHa, 15 cekyHa, 20 cekyHa, 25 cekyHa vnm 30
CeKyHA.

Virtual Device

Coaepxut nsobpaxeHne KOMMyTaTopa.
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Ta6bnuua 8 DkpaH Getting Start (npogosnxeHne)

NONE

OMNMUCAHUE

Wizard

OTob6parkaeT CCbIIKM Ha cneaytowme MacTepbl HacTponkn: Start up (HavyanbHas
HacTporika), VLAN, QoS (ynpasneHue kavyectsoM obcnyxueanusa) u Link aggregation
(arperaumns kaHanos).

Device Information

System Name

B aTOoM none otobpaxaeTcs MMsa, KOTOpoe UCMOosb3yeTcs ANa naeHTndukaumm
KOMMyTaTopa B /110601 ceTw.

Model Name

B 3TOM nosie oTo6pa)kaeTcst Ha3BaHWe MOAENN KOMMYTaTopa.

Serial Number

B 3TOoM none otobpaxaeTcs cepuiHbIi HOMEp KOMMyTaTopa.

MAC Address

B a3ToM none otobpaxaeTcsa cnncok MAC-aapecoB, UCMOJb3yeMbIX KOMMYTaTOPOM.

Range Kaxxabli pmanuyecknii nopt mnm 6ecnpoBoaHO paanomMoaysib UMEEeT ToNbko oamMH MAC-
agpec. Mepebit MAC-agpec npuceausaeTcs nopty Ethernet LAN, BTtopon MAC-agpec -
nepBoMy paavoMoaysto u T.A4.

Firmware B 3ToM nose oTobpa)aeTcs HOMEp BEPCUN M AaTa BCTPOEHHOro NporpamMMHOro

Version

obecneyeHusi, NoA yrnpasjeHMeM KOTOPOro B HacTosilee BpeMs paboTaeT KOMMyTaTop.

System Up Time

B aToM none otobpaxaeTcsa BpeMsi paboTbl KOMMyTaTopa C MOMEHTa nocneaHero
nepesanycka Uan BKJIIOYEHUA NUTaHUA.

Current Date/
Time

B aToM none otobpaxkatoTcs Tekylime aaTa U BpeMs KOMMyTaTopa. 3HayeHue B 3TOM
rnone MMeeT creayowmnin gopmaTt: Y4:MM:CC ITrr-MM-a4a.

CPU Usage

B 3TOM nosie oTo6paatoTcs CBeAeHUs 06 yTUAM3aLUMM NMPOLLECCOPHbIX PECYPCOB
KOMMyTaTopa 3a rnocfiefHee BpemMsi.

Memory Usage

B 3ToM none otobpaxatoTca ceeaeHns 06 yTunmsauum onepaTtMBHON NamaTn
KOMMyTaTopa 3a nocinefHee BpeMms.

5.2.1 Paspgen mactepoB HacTtpouku (Wizard)

Pasgen Wizard copepxuT cnegyrowme ccolikn: Start Up (HavanbHasa Hactpomka), VLAN, QoS
(ynpaBneHue kayecTtBoM o6cnyxuBaHusa) u Link Aggregation (Arperaums KaHanos).

Bonee noapobHyto nHdopMaumio o pasgenax MmeHo Wizard MOXHO HaliTh B pa3genax «Cnctema»
(rn. 6 Ha cTp. 55), VLAN (rn. 8 Ha cTp. 66), «YnpaBneHne Kka4ectBOM obcnyxumBaHunsa» (rn. 27 Ha
cTp. 181) u «Arperauus kaHanos» . 10 Ha cTp. 75.

AKpaH Start up

MacTep HadanbHOM HacTponku Start up nossonseT 3agatb napameTtpobl IP/DNS, 3aaatbh nms
nonb3oBaTens v naposib U NPOCMOTPETb pe3yibTaTbl HACTPONKMU.

YTo6bl 3apaTb napametpobl IP/DNS, npoaenante cneapywuwee. Boibepute B MmeHio Getting Start >
Start up > 1 Step 1 Set up IP/DNS, uTto6bl NnepenTn K 3TOMY 3KpaHy.
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PucyHok 34 DkpaH Getting Start > Start up > 1 Step 1 Set up IP/DNS

1 Step 1

Set up IP/DNS

Step 1 Set up IP/DNS

HostMame :

Switch
IP Address :
Subnet Mask : 25 P
Gateway : 1
DNS: 162 A

MTP{Metwark Time Protocal)

OnucaHune Kaxaoro u3 nosien npmeeaeHo B Tabnuue Huxe.

Tabnuua 9 DkpaH Getting Start > Start up > 1 Step 1 Set up IP/DNS

MOnE OMNMUCAHUE
Host Name B sTOM none otobpaxaeTcs uMs xocTa.
IP Address [na ynpaBneHus yepes ceTb KOMMyTaToOpy Ao/mKeH 6biTb HasHayveH IP-agpec. Mo

yMon4yaHuio ncnonbsyetcs IP-agpec 192.168.1.1.

Subnet Mask

Macka noacetu onpefensieT, Kakyto YacTb B IP-agpece 3aHMMaeT HOMep CeTu.

[To ymonuyaHuio ucnonb3syetca Macka 255.255.255.0.

Gateway Beeaute IP-agpec ncxoaswero wno3a rno yMoa4YaHuio B BUAe AECATUYHbIX Yucen,
pa3feneHHbIX ToukamMun, HanpuMep 192.168.1.254.
DNS CepBep DNS (cncTeMbl AOMEHHbIX UMEH) OnpeaensieT COOTBETCTBME MEXAY AOMEHHbIM

nmeHeM u IP-agpecoM, n HaobopoT. Beeante IP-agpec cepsepa DNS, yTtobbl BMecTO IP-
apecoB MOXHO 6b110 NCMNONb30BaTb AOMEHHbIE MMEHA.

NTP(Network Time
Protocol)

DTO none CoaepXuT CnNUcok cepsepoB BpeMeHn NTP, OT KOTOpbIX KOMMyTaTop noay4daeTr
CBeleHUs1 O BPEMEHU U aaTe.

Next

Haxmnte Next, utobbl nepeiiTn Kk cneaytowemMy 3KpaHy.

Mocne HaxaTnsa Next oTkpoeTcsa akpaH Ans BBOAA UMEHU I'IO)'IbSOBaTEJ'Iﬂ/I'IapO)'IH.
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PucyHok 35 DkpaH Getting Start > Start up > 2 Step 2 Set up username/password
1 Step 1 Step 2

Set up IP/DNS Set up user name/password

Step 2 Set up user name /password

Username :

Password :

T T

OnuncaHne Kaxaoro u3 nosemn npuneBeneHoO B Tabnuue Huxe.

Tabnuua 10 DkpaH Getting Start > Start up > 2 Step 2 Set up username/password

MOnE OMNMUCAHUE

Username Nms nonb3oBaTens no ymonyaHuio — admin, a COOTBETCTBYIOWMNIA €My Naposib No
yMon4yaHuio - 1234,

Password NMs nonb3oBaTens no ymonyaHuio — admin, a COOTBETCTBYIOWMNIA €My Naposib No
yMon4yaHuio - 1234.

Previous Haxmute Previous, 4To6bl OTKPbITb NpeablayLnii 3KpaH.

Next Haxxmute Next, utobbl NnepenTun K cneaytowemy sKpaHy.

Mocne HaxaTnsa Next oTkpoeTcs 3aBepLuatoWwmMin 3KpaH.

PucyHok 36 DkpaH Getting Start > Start up > 3 Step 3 Finish
1 Step 1 Step 2 Step 3

Set up IP/DNS Set up user name/password Finish

Step 3 Finish

HostMame :
IP Address :
Subnet Mask :
JI_ | Gateway :
o DNS:
NTP(Metwork Time Protocol) : Usermname -

Password :
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OnuncaHne Kaxaoro u3 nosemn npmneeaeHO B Tabnuue Huxe.

Tabnuua 11 SkpaH Getting Start > Start up > 3 Step 3 Finish

NMOnE OMUCAHME
Host Name B 3ToM none otobpaxaetcs nms xocTa.
IP Address [na ynpaeBneHus yepes ceTb KOMMyTaToOpy A0/KeH 6biTb HaszHauveH IP-agpec. Mo

yMon4yaHuio ncnonbsyetcs IP-agpec 192.168.1.1.

Subnet Mask

Macka MoAceTV onpeaenseT, Kakyl YyacTb B IP-agpece 3aHMMaeT HOMep CETY.

Mo ymonuaHuio ucnonblyertcs Macka 255.255.255.0.

Gateway Beseaute IP-aapec ncxoasiero wriko3a no yMonyaHuio B BUAE AECATUYHbBIX Yncen,
pa3feneHHbIX ToukamMun, HanpuMep 192.168.1.254.
DNS CepBep DNS (cncTeMbl AOMEHHbIX UMEH) onpeaensieT COOTBETCTBME MEXAY AOMEHHbIM

nmeHeM u IP-agpecoM, n HaobopoT. Beeante IP-agpec cepsepa DNS, yTtobbl BMecTO IP-
apecoB MOXHO 6b110 NCMNONb30BaTb AOMEHHbIE MMEHA.

NTP(Network Time
Protocol)

DTO Mose CoAepXUT CNUCOK cepBepoB BpeMeHn NTP, OT KOTOpbIX KOMMYTaTop MoslyyaeT
CBEeAleHNst 0 BPEMEHM U aaTe.
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Username Nms nonb3oBaTtens no ymon4yaHuio — admin, a COOTBETCTBYOLWMIA €My Naposb Nno
yMonyaHuio - 1234.

Password NmA nonb3oBaTtens no ymonyaHuio — admin, a COOTBETCTBYOWMIA eMy Naposb No
yMon4yaHuio - 1234.

Previous Haxmute Previous, 4To6bl OTKPbITb NpeablayLnii 3KpaH.

Finish O3HaKoMbTeCb C MHpOpMaLMe Ha 3TOM 3KkpaHe 1 HaxmuTe Finish, 4Tobbl co3aaTb
3ajavy.

OkpaH VLAN

C nomouwbio MacTepa HacTtpokn VLAN MOXHO co3aaTtb BUpPTYyasibHble nokanbHble cetu (VLAN),
HacTpouTb NapameTpbl JobaBneHns K HUM TeroB U NPOCMOTPETb pe3ysibTaTbl HACTPONKMU.

YT06bI CO3aaTh BUPTYanbHyto nokanbHyto ceTb (VLAN), npoaenanTte cneaytouwee. Boibepute B MeHI0
Getting Start > VLAN > 1 Step 1 Create VLAN, uto6bl nepenTn K 3TOMy 3KpaHy.
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PucyHok 37 DkpaH Getting Start > VLAN > 1 Step 1 Create VLAN
1 Step 1

Creat VLAN

Creat VLAN

OnucaHme Kaxaoro M3 nosen npuBeaeHo B Tabnuue HUXe.

Ta6nuua 12 DkpaH Getting Start > VLAN > 1 Step 1 Create VLAN

MOnE ONMUCAHUE

Create VLAN ID (1- | BeeauTte HoMep oT 1 fo0 4094 B kauyecTBe naeHTudukatopa VLAN.
4094)

Edit VLAN ID Bbibepute nageHtngmnkatop VLAN 13 Bbinagatowero cnncka.

Next Haxmunte Next, utobbl nepenTu K cneagyowemy sKpaHy.

Mocne HaxaTmna Next oTkpoeTcs 3kpaH HacTpoek Teros ans VLAN.

PucyHok 38 SkpaH Getting Start > VLAN > 2 Step 2 Tag VLAN Setting
1 Step 1 Step 2

Creat VLAN Tag VLAN Setting

Step 2 Tag VLAN Setting

The currently VLAN ID: 1
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OnuncaHne Kaxaoro u3 nosemn npmneeaeHO B Tabnuue Huxe.

Ta6bnuua 13 SOkpaH Getting Start > VLAN > 2 Step 2 Tag VLAN Setting

NONE

OMUCAHME

The currently VLAN
ID

B 3ToM none otobpaxaetca naeHTUdMKaumMoHHbIn HoMep VLAN.

Tag MopTbl, NnpuHaanexawme k gaHHon VLAN, no6aBnsitoT Tern Ko BCeEM nepesaBaeMbiM
NCXOAALLUMM KaapaM.

Untag MopTel, NnpuHaanexawme Kk agaHHon VLAN, He no6aBnsatoT Tern KO BCEM NepesaBaeMbiM
NCXOAALLMM KaapaM.

Previous Haxmute Previous, 4To6bl OTKPbITb NpeablayLwnii 3KpaH.

Next Haxxmute Next, utobbl NnepenTun K cneaytoweMy sKpaHy.

Mocne HaxaTua Next oTKpoeTcs 3aBepLuatoLlmii 3KpaH.

PucyHok 39 3DkpaH Getting Start > VLAN> 3 Step 3 Finish

Step 3 Finish

o

The currently VLAN ID: 1

B

Tag o umeg
i ol o o
.F:'tCI] .F:'tCIE .F:'tCI'Z .F:'tCI‘ .F:'tCIf
i ol o o
.F:'tCIE .F:'tCI.'- .F:'tCIS .LA131 .LAEE
i ol o o
.LAE'Z LAGS LAGE LAGE LAGT
|

LAGE

OnuncaHne Kaxaoro u3s nosemn npmeeaeHO B Tabnuue Huxe.

Tabnuua 14 SkpaH Getting Start > VLAN > 3 Step 3 Finish

MNOJE

OMNCAHME

The currently VLAN
ID

B sTOM none otobpaxaetcs naeHTMduUKaunoHHbii Homep VLAN.

Tag MopTbl, NpuHaanexawme Kk gaHHon VLAN, nob6aBnsatoT Tern Ko BCEM nepefaBaeMbiM
UCXOAALLMM KaapaM.

Untag MopTbl, NpuHaanexawme k gaHHon VLAN, He no6aBnsitoT Tern Ko BCeEM nepeaaBaeMbiM
UCXOAALLMM KaapaM.

Previous Haxmunte Previous, 4To6bl OTKPbITb NpeablayLniA SKpaH.

Finish O3HakoMbTeCb C MH(OpPMaLMeln Ha 3TOM akpaHe u HaxmuTte Finish, yTo6bl co3paTtb

3agauvy.
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AkpaH QoS

C nomoLublo MacTepa HacTpolk QOS MOXHO HacTPOWUTbL NapaMeTpbl yNpaB/ieHUs KauecTBOM
06CNyXXMBaHWS U NPOCMOTPETL pe3ysibTaTbl HACTPOKM.

YT06bI 3aa4aTb NapameTpbl QOS, NpoaenanTe cneaytouwee. Boibepute B MeHio Getting Start > QoS
> 1 Step 1 QoS (QualityOfService), 4Tobbl NepenTn K 3TOMY 3KpaHy.

1 Step 1

QoS (QualityofService)

LAace

Step 1 QoS (QualityofService)

- - - - - Highest Medium . Fom

Fortd1 Forid2 Ford3 Fordd Por0s
FortdS Fordd? Fords LAac1 LAGEZ

LAGE LAacd LAGS LAGE LAGT

PucyHok 40 SkpaH Getting Start > QoS > 1 Step 1 QoS (QualityOfService)

OnuncaHne Kaxxaoro u3 nosemn npmBeaeHO B Tabnuue Huxe.

Ta6nuua 15 DkpaH Getting Start > QoS > 1 Step 1 QoS (QualityOfService)

MOnE ONMUCAHUE

Highest LLlenkHUTe 1 nepeTalmMTe NUKTOrPpaMMbl, PacrofOXeHHbIe CieBa, B COOTBETCTBYHOLLYHO
obnacTtb (BbICOKash CKOPOCTb).

Medium LLlenkHUTe 1 NepeTalimMTe NMKTOrpaMMbl, PacrnosioXXeHHbIe ClleBa, B COOTBETCTBYIOLLYIO
obnacTtb (cpeaHas CKOpOCTb).

Low LLlenkHWUTe 1 NepeTawimMTe NMKTOrpaMMbl, PacrnosioXXeHHbIe ClleBa, B COOTBETCTBYIOLLYIO
obnactb (HM3Kas CKOPOCTb).

Next Haxmnte Next, utobbl nepeiiTn Kk cneaylowemMy sKpaHy.

Mocne HaxaTnsa Next oTkpoeTcs 3aBepLlatoWNA 3KPaH.
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50

Sten

@|

QoS (QualityofService)

PucyHok 41 SkpaH Getting Sta

Highest

rt > QoS > 2 Step 2 Finish
Step 2

Finish

Step 2 QoS (QualityofService) summary

Medium

Low

Fortd5

LAGE

OnuncaHne Kaxxaoro w3 rnonen npuBeaeHo B Tabnuue Huxe.

Ta6nuua 16 DkpaH Getting Start > QoS > 2 Step 2 Finish

MOnE ONMUCAHUE

Highest OTobpaxaeT CBOAHblE pe3ynbTaThl.

Medium OTob6pakaeT cBOAHble pe3ynbTaThl.

Low OTobpaxaeT CBOAHbIE pe3ynbTaThl.

Previous HaxxmMnTe Previous, 4To6bl OTKPbITb NpeablAyLWnii 3KpaH.

Finish O3HakoMbTeCb C MH(OpPMaLMEN Ha 3TOM 3KkpaHe un HaxmuTte Finish, yTo6bl co3aaTtb
3agjauvy.

AkpaH Link Aggregation

C nomollblo NyHKTa MeHto Link aggregation MOXHO HaAcTpOUTb NapaMeTpbl arperauumn KaHasnos u
NpPOCMOTPETb pe3yfbTaThl HACTPOMKMU.

YT106bI HACTPOMTL NapaMeTpbl arperaumMn KaHanoB, NpoaenanTe cneayuwee. Bbibepute B MeHLO
Getting Start > Link aggregation > 1 Step 1 Link aggregation, 4yto6bl nepeintn K aTomy

3KpaHy.
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PucyHok 42 DkpaH Getting Start > Link aggregation > 1 Step 1 Link aggregation
1 Step 1

Link aggregation

Step 1 Link aggregation

- - - - - Group Group2 Group3 Groupd
Fortd! FortdZ Fortdl Fortdd Fortld - . . . . . . .
Fartds

L L L L

| >

Groups Groupd Group? Groups

OnuncaHne Kaxxaoro w3 rnonen npuBeaeHo B Tabnuue Huxe.

Ta6nuua 17 SDkpaH Getting Start > Link aggregation > 1 Step 1 Link aggregation

MNOJIE OMNMUCAHUE

Group 1 LLlenkHUTe 1 nepeTawmTe NMKTOrPaMMbl, pacrofIOXKEHHbIE C/leBa, B COOTBETCTBYHOLWLYHO
obnacrb.

Group 2 LLlenkHUTe 1 nepeTawmTe NMKTOrPaMMbl, PacrofIOXKEHHbIE C/ieBa, B COOTBETCTBYIOLWLYHO
obnacrtb.

Group 3 LLlenkHUTe 1 nepeTawmTe NMKTOrpaMMbl, PacrnofioXKEHHbIE CieBa, B COOTBETCTBYIOLLYHO
obnacrtb.

Group 4 LLlenkHUTe 1 nepeTawmTe NMKTOrpaMMbl, pacrofioXKEHHbIE CieBa, B COOTBETCTBYIOLLYHO
obnacrtb.

Group 5 LLleNKHMTE M NepeTalnTe NMKTOrpaMMbl, PacroioXXeHHbIe CieBa, B COOTBETCTBYHOLLYHO
obnacrtb.

Group 6 LLlenkHUTe 1 nepeTawmTe NMKTOrPaMMbl, pacrofIOXXEHHbIE C/leBa, B COOTBETCTBYHOLWYHO
obnacrtb.

Group 7 LLlenkHUTe 1 nepeTawmTe NMKTOrpaMMbl, pacrofIOXKEHHbIE C/lieBa, B COOTBETCTBYHOLWLYHO
obnacrb.

Group 8 LLlenkHUTe 1 nepeTawmTe NMKTOrPaMMbl, PacrofIOXKEHHbIE C/ieBa, B COOTBETCTBYIOLLYHO
obnacrtb.

Next Haxmnte Next, 4Tobbl NepeiTh K cneayoweMy sKpaHy.

Mocne HaxaTua Next oTKpoeTcs 3aBepLuatoLlmii 3KpaH.
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PucyHok 43 DkpaH Getting Start > Link aggregation > 2 Step 2 Finish
1 Step 1 Step 2

Link aggregation Finish

Step 2 Link aggregation summary

v

£ ) Gr-:|L||J_1 i Gr-:|L||J_2 i Gr-:|L||J_3 i Gr-:|L||J_4
L N | | |
Fartds
W W W W
W W W W
W W W W

>

Groups Groups Group? Groups

OnucaHne Kaxaoro M3 nosnen npuBeaeHo B Tabnuue HUXe.

v

Tabnuua 18 DkpaH Getting Start > Link aggregation > 2 Step 2 Finish

MOnE ONMUCAHUE

Group 1 OTobpaxaeT CBOAHble pe3ynbTaThl.

Group 2 OTobpaxkaeT cBOAHblE pe3ynbTaThl.

Group 3 OTobpaxaeT CBOAHble pe3ynbTaThl.

Group 4 OTobpaxkaeT cBOAHblE pe3ynbTaThl.

Group 5 OTobpaxaeT CBOAHble pe3ynbTaThl.

Group 6 OTobpaxkaeT cBoAHblE pe3ynbTaTbl.

Group 7 OTobpaxaeT CBOAHble pe3yfbTaThl.

Group 8 OTobparkaeT CBOAHble pe3ynbTaThl.

Previous Haxxmunte Previous, 4To6bl OTKPbITb NpeablAyLWnii 3KpaH.

Finish O3HakoMbTecCb € MHdOpMaLmen Ha 3ToM akpaHe n HaxmuTe Finish, 4Tobbl co3zgaTh
3ajauvy.
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TexHu4dyeckoe
cnpaBo4YHoOe
PYKOBOACTBO

B npunoxeHusax npnsoantcs obwas mH dhopmaums . HekoTopble cBegeHns moryT 6biTb HEMPUMEHUMbI
K A@QHHOMY KOMMyTaTopy.
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JKpaHbl Monitor: System

6.1 O630p

B aTOM paszgene pacckasbiBaeTca 06 akpaHax System, Bbi3biBaeMbix U3 MmeHio Monitor. C
NMOMOLLbIO 3KpaHoB System MOXHO 03HaKOMUTbLCS C 06WMMKN HAaCcTpoMKaMn KoMMyTaTopa.

6.1.1 O yem pacckasbiBaeTcsi B 3TOU rnase

e OkpaH IP (pa3a. 6.2 Ha cTp. 55) oTobpaxaeT nHpopMaumio 0 HacTpolikax NpoTokonos IPv4 un
IPV6.

e JkpaH Information (pa3a. 6.3 Ha cTp. 57) oTob6paXkaeT cBeAeHUS O CUCTEME.

6.2 IP-agpec

Ons ynpaeneHusa yepes ceTb KOMMyTaTopy AoXeH 6biTb Ha3sHayeH IP-agpec. o ymon4aHuio
ncnonb3yetcs IP-agpec 192.168.1.1. Macka noaceTu onpenensieT, Kakyt 4acTtb B IP-agpece
3aHMMaeT HoMep ceTu. 1o yMon4aHuio ncnonb3yeTtcs Macka 255.255.255.0.

6.2.1 3kpaH IPv4

Ha 3TOM 3KpaHe MOXXHO NPOCMOTpeTb MHMOpMaLMIO O HacTponkax npotokona IPv4 Ha komMmyTaTope.
UT06bI OTKPbLITL 3TOT 3KpaH, BbibepuTe B MeHi0 Monitor > System > IP > IPv4.

PucyHok 44 >SkpaH Monitor > System > IP > IPv4

IPv4 Information
DHCP State Disable
IP Address
Subnet Mask 255.255 255 192
Gateway 1 +1.130
DMS Server 1
DMS Server 2 16 192 .1
Management VLAMN 1
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 19 SkpaH Monitor > System > IP > IPv4

MOnE OMNMUCAHUE

DHCP State 3710 none otobpaxkaeT coctosiHne npoTokona Dynamic Host Configuration Protocol RFC
2131 n RFC 2132 (DHCP).

IP Address 3710 none otobpaxaeT IP-aapec koMmmyTaTopa B IP-gomeHe.

Subnet Mask 3710 none otobpaxkaeT Macky NoaceTu KommyTatopa B IP-gomeHe.

Gateway 370T nosie otobpaxaeT IP-agpec UCXOASALWEro LWI3a N0 YMOMYaHWIO B BUAE AECATUYHbIX

yncen, pasgeneHHbiX Toukamu, Hanpmmep 192.168.1.254.

DNS Server 1 Cepsep DNS (cucTeMbl AOMEHHbIX MMEH) ONpeaenseT COOTBETCTBME Mex Ay AOMEHHbIM
nmeHeM n IP-agpecoM, n HaobopoT. 3To nosne coaepxuT IP-agpec cepBepa AOMEHHbIX UMEH,
KoTopbIli obecneunsaeT paboTy AomeHa.

DNS Server 2 Cepsep DNS (cncTeMbl AOMEHHbIX UMEH) onpeaensieT COOTBETCTBME MEXAY AOMEHHbIM
nmeHeM n IP-agpecoM, n HaobopoT. ITo nosne coaepxuT IP-agpec cepBepa AOMEHHbIX UMEH,
KoTopbIli obecneunsaeT paboTy AomeHa.

Management DTO nosie coaepXxuT naeHtTugukaTop ynpasnstouwen cetn VLAN.
VLAN

6.2.2 JkpaH IPv6

Ha aTOM aKpaHe MOXHO NMpoCcMOTpeTb MHMOPMaLMIO O HacTpolikax npoTokosna IPv6. YTobbl OTKPbLITH
3TOT 3KpaH, Bbibepute B MeHto Monitor > System > IP > IPv6.

IPvE Information
Auto Configuration Enable
IPvE Address fedd fef: fe4i 10201 64
|IPvE Gateway
DHCPvE Client Disable

Mons aKpaHa onucaHbl B crieayioLlein Tabnuue.

Tabnuua 20 DkpaH Monitor > System > IP > IPv6

MOnE ONMUCAHUE

Auto 370 none otobpaxkaeT NapamMeTpbl aBTOMAaTUYECKON HACTPONKMU.
Configuration

IPv6 Address 3710 none otobpaxaet IP-agpec kommyTaTopa B IP-gomeHe.

IPv6 Gateway B sToM none otobpaxaeTtcs IP-agpec ncxoaawero wio3a no yMoadaHuio.

DHCPv6 Client 3710 none otobpaxaeTt HacTpolikn DHCP koMMyTaTopa, €C/in OH BbICTYMNaeT B KayecTse
knueHta DHCPv6.
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6.3 3kpaH Information

YT06bl OTKPbITb 3KpaH, N306paxeHHbI HUXe, BbibepuTe B HaBMraumoHHon naHenu Monitor >
System > Information > System Information. 3gecb MOXXHO NPOCMOTPETL CBEAEHUS O CUCTEME.

PucyHok 46 SkpaH Monitor > System > Information > System Information

System Information |

System Information

System Mame Switch
System Location Default Location
System Contact Default Contact

Mons akpaHa onucaHbl B crieayrowlen Tabnuue.
Tabnuua 21 DkpaH Monitor > System > Information > System Information

NOJIE OMNCAHME

System Name B 3TOM nosie oTo6pakaeTcs UMS-ONMCaHNe KOMMYTaTopa, C MOMOLLbI KOTOPOro ero
MOXHO MAEHTM(PUUMPOBATD.

System Location B aToM nosie oTobpaxaeTtcs reorpaduyeckoe MECTOHAXOXAEHNE KOMMYyTaTopa, C
MOMOLLbIO KOTOPOr0o €ro MOXHO MAEHTUMUULMPOBATL.

System Contact 370 noJsie COAEPXUT UMS iMLa, OTBETCTBEHHOIO 3@ KOMMYTaTOP, Y Takxe CAyXuUT Ans
uenen naeHTudmKaumn.
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JKpaHbl Monitor: Port

7.1 O630p

B aTOM pasgene pacckasbiBaeTca 06 akpaHax Port, Bbi3biBaeMbix n3 meHo Monitor. C nomoubto
3KpaHoB Port MOXXHO 03HAaKOMUTBLCSA C 06LWMMM HACTPOMKaMn NMOPTOB KOMMyTaTopa.

7.1.1 O yem pacckasbiBaeTcsl B 3TOU rnase

OkpaH Port (pa3a. 7.2 Ha cTp. 58) nokasbiBaeT cBeAEHUS O COCTOSIHUM, CHETUMKKU MOPTOB U
nHdopMauuto 06 yTunmsaumm nonockl NponycKaHus.

OkpaH PoE (pa3a. 7.3 Ha cTp. 62) oTobpaxaeT cBeaeHus o PoE.

dkpaH Bandwidth Management (pa3a. 7.4 Ha cTp. 64) oTtobpaxaeTt nHdopmaumo 06
yrnpasfieHN NPOMNYyCKHON CNOCOBHOCTLIO.

dkpaH Storm Control (pa3a. 7.5 Ha cTp. 65) oTobpaxaeT HaCTpPOMKK NOPTOB KOMMYyTaTopa.

7.2 OKpaH Port

C noMoLbio 3TOro 3KpaHa MOXHO NMPOCMOTpeTb HaCTpOVIKVI NMopTOB KOMMYTATOpPa.

7.2.1 JkpaH Status

Ha 3ToM akpaHe MOXHO NpOCMOTPeTb MHMOPMaLUIO O CTaTUCTMKE MNOPTOB KOMMyTaTopa. YTobbl
OTKPbITb 3TOT 3KpaH, Bbibepute B MeHti0 Monitor > Port > Port > Status.

PucyHok 47 SkpaH Monitor > Port > Port > Status

Status | Port Counters | Bandwidth Utiization_ |

Status

Port Port Name State Link Status Speed Duplex FlowCtri Status Type

Enable Up Auto-100M Auto-full Disable Copper’
Enable Down Auto Auto Disable Copper
Enable Down Auto Auto Disable Copper’
Enable Down Auto Auto Disable Copper
Enable Down Auto Auto Disable Copper’
Enable Down Auto Auto Disable Copper
Enable Down Auto Auto Disable Copper’

LR A XN TN

Enable Down Auto Auto Disable Copper

OnucaHune Kaxaoro u3 nosen npmeeaeHo B Tabnuue Huxe.

Tabnuua 22 SkpaH Monitor > Port > Port > Status

NMOnE OMUCAHME
Port MopaakoBbIi HOMep nopTa.
Port Name MmMsa-onucaHne, KoTopoe naeHTuduumMpyeT nopT.
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Tabnuua 22 SkpaH Monitor > Port > Port > Status (npoaonxeHue)

NONE

OMNMUCAHME

State

370 none oTob6paXkaeT COCTOSIHME aIMUHUCTPATMBHbLIX NapamMeTpoB MnopTa.

Link Status

B 3ToM none otobparkaeTca o4HO U3 3HayeHui Up nnn Down. 3HayeHue Up ykasbiBaeT
Ha TO, YTO Ha AAHHOM MOPTY YCTaHOB/IEHO COEIHEHUNE; B MPOTMBHOM Cllyyae
oTtobpaxaeTcs 3HavyeHne Down.

Speed

3T0 nosne oTobpakaeT CKOPOCTb coeanHeHus Ethernet Ha aaHHOM mopTy.

Duplex

D70 Mosie NokasbiBaeT pexuMm Ayrnrekca Ans coeanHeHust Ethernet Ha gaHHOM MopTy.

FlowCtrl Status

KoHueHTpauns Tpadurka Ha NopTy Bbi3blBAET NafeHNe NPonyCcKHON CNOCO6HOCTU 1
neperpyxaet 6ydepHylo NnamaTb, U3-3a 4ero NponCXoanT oT6pacbiBaHNE MNakeToB 1
noTteps Kaapos. Pexum ynpasneHus notokom (Flow Control) ncnonb3yetcs ans
perynvpoBaHus nepeaayv CUrHaaos B 3aBMCUMOCTM OT MPONYCKHOM CNOCOBHOCTU
npuHUMatoLero nopra.

Type

o710 none YKa3bIBa€T Ha TN AAaHHONO nopTa.

7.2.2 3kpaH Port Counters

C MoMoLL bl 3TOro 3KpaHa MOXHO MPOCMOTPETb HACTPOMKM CHETYMKOB MOPTOB KOMMyTaTopa. YTobbl
OTKpbITb 3TOT 3KpaH, Bbibepute B MeHto Monitor > Port > Port > Port Counters.

PucyHok 48 SkpaH Monitor > Port > Port > Port Counters

Port

ode

Port 1 nterface mib Counters
tnoctets
itnucasipits
itnUcastPis
itnDiscards
ouoctsts
OutUcastPis
HouNUcastPHs
ouDiscards
tniuticastPrs
itnBroadcastPHs
oututicastPits

fOuEroadcastPits

Port 1 Ethetice mib Counters
costatsAIgnmentEnors
costatsFosErors
dotastatsSingleCallsionframes
dotastatsutpleColisionFrames
dostatsDeereaTransmissions
dotastatsLateColisions
dotastatsExcessiveColisions
dotastatsFrameTooLongs
costatssmbolEors
dotaConirolinUninownOpcodes
dotainPauserames

GotsouPauseFrames

Port 1 RMON mib Counters
eterstasDropEvents
etherstaisOctsts
etnerstaisPits
eterstasBroadcasiPHs

etmerstasiiuticastPHs

ROAignErors
o ngersizePis
eterstatsoverszsPHs
ethorstatsFragments
etherstatsJatoers
eterstatsColisions
etherstatsPitsB40cets
etherSttsPHsBSI01270dsts
etersttsPits 125102550ckts
etersttsPits255105110clts

etherstaisPs5121010230ctsts

etherStalsPHs 10241015160cets

[ [=] (aear) [reesn

© A1l © Intertace © Etmerlike © RUON

20m38671
sz
23135
0
12091958
anzm
2756

o

se257
206778
a914

142

0
36730830
s18398
208520

105971
0
0
0
0
0
0

st
78350
2583
181

014

3228
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OnuncaHne Kaxaoro u3 nosemn npmneeaeHO B Tabnuue Huxe.

Tabnuua 23 SkpaH Monitor > Port > Port > Port Counters

MOnE OMUCAHUE

Interface
Port 3T0 none ykasblBaeT Ha MopT.
Mode DTO NoJsie yKa3bliBaeT Ha PexXuMm.

Port 1 Interface mib Counters

ifinOctets 370 none nokasbiBaeT 3HayeHue cyeTymka iflnOctets.
iflnUcastPkts OTO nosie nokasbiBaeT 3HavyeHue cyetymka iflnUcastPkts.
ifinNUcastPkts 370 none nokasbiBaeT 3HayYeHne cyetymka iflnNUcastPkts..
ifinDiscards OTO nosie nokasbiBaeT 3HaveHue cyetymka ifinDiscards.
ifOutOctets 370 none nokasblBaeT 3HauveHue cyeTumka ifOutOctets.
ifOutUcastPkts OTO nosie nokasbiBaeT 3HavyeHue cyetymka ifOutUcastPkts.
ifOutNUcastPkts 3TO nosie nokasbiBaeT 3HAYEHUE CYETUYMKA

ifOutNUcastPkts.

ifOutDiscards

3TO Nosie nokasbiBaeT 3HAYEHUE CYETUMKA

ifOutDiscards.

ifinMulticastPkts

3T0 noJsie NoKa3blBaeT 3HaYeHNE cYeTumKa
ifinMulticastPkts.

ifinBroadcastPkts

OTOo nosie nokasblBaeT 3HAYEHNE CYETUYMKA
ifinBroadcastPkts.

ifOutMulticastPkts

3T0 nosie NokKasbiBaeT 3HaYeHMe CUYEeTUYMKA
ifOutMulticastPkts.

ifOutBroadcastPkts

3T0 MoJsie NoKasbiBaAeT 3HAaYEeHME CUETUMKA
ifOutBroadcastPkts.

Port 1 Etherlike mib Counters

dot3StatsAlignmentErrors

370 nosie NokasblBaeT 3Ha4YeHWe cyYeTYMKa
dot3StatsAlignmentErrors.

dot3StatsFCSErrors

3T0 nosie NokasbiBaeT 3HaYeHMe cUYEeTUYMKA
dot3StatsFCSErrors.

dot3StatsSingleCollisionFrames

DT0 noJie NoKasblBaeT 3HAYEHNE CcUYETUMKA
dot3StatsSingleCollisionFrames.

dot3StatsMultipleCollisionFrames

3T0 nosne nokasbiBaeT 3HaYeHMEe cYeTUYMKa
dot3StatsMultipleCollisionFrames.

dot3StatsDeferredTransmissions

3TO noJsie NoKasblBaeT 3HAYEHNE cHEeTUYMKA
dot3StatsDeferredTransmissions.

dot3StatsLateCollisions

DTO Mosie NoKa3bIBAaeT 3HAYEHME CYEeTUMKA
dot3StatsLateCollisions.

dot3StatsExcessiveCollisions

3T0 nosie NokKasbiBaeT 3HaYeHMEe cUEeTUMKA
dot3StatsExcessiveCollisions.

dot3StatsFrameToolLongs

OT0 nosie NokasbliBaeT 3HaYeHMe cYeTYMKa
dot3StatsFrameToolLongs.

dot3StatsSymbolErrors

DT0 NoJie NoKasblBaeT 3HAYEHNE CcUYETUMKA
dot3StatsSymbolErrors.

dot3ControlInUnkownOpcodes

370 noJsie NoKasblBaeT 3HAYEHNE CYHEeTUMKA
dot3ControlInUnkownOpcodes.

dot3lInPauseFrames

ITO noJsie Nokas3bIBAaeT 3HAYEHUE CUETUMKA
dot3lInPauseFrames.
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Ta6bnuua 23 DkpaH Monitor > Port > Port > Port Counters (npoaonxeHue)

NONE

OMNMUCAHUE

dot3l0utPauseFrames

DTO Mose NoKa3bIBAaeT 3HAYEHMEe CYEeTUMKA
dot3l0utPauseFrames.

Port 1 RMON mib Counters

etherStatsDropEvents OTO noJsie nokasbiBaeT 3HAYEHUE CYETUMKA
etherStatsDropEvents.
etherStatsOctets OTO noJsie rnokasbiBaeT 3HAYEHUE CYETUMKA

etherStatsOctets.

etherStatsBroadcastPkts

DTO Mose NokKa3biBaeT 3HAaYEeHMEe cYEeTUMKa
etherStatsBroadcastPkts.

etherStatsMulticastPkts

3T0 nosie NokasbiBaeT 3HaYeHMe cUEeTUMKA
etherStatsMulticastPkts.

etherStatsCRCAlignErrors

370 nosie NokasblBaeT 3Ha4YeHMe cyYeTYMKa
etherStatsCRCAlignErrors.

etherStatsUnderSizePkts

3TO0 MoJie NoKasbiBaAeT 3HAYEHME CUETUMKA
etherStatsUnderSizePkts.

etherStatsOverSizePkts

3TO noJsie NokKasbIBAaeT 3HAYEHUE CUETUMKA
etherStatsOverSizePkts.

etherStatsFragments OTO noJsie rnokasbiBaeT 3HAYEHUE CYETUMKa
etherStatsFragments.
etherStatsJabbers OTO nosie rnokasbiBaeT 3HAYEHNE CYETUYMKA

etherStatsJabbers.

etherStatsCollisions

3TO0 nosie NokasbiBaeT 3HaYeHMe cUYEeTUMKA
etherStatsCollisions.

etherStatsPkts640ctets

3T0 nosie NokasbiBaeT 3HaYeHMe CUYETUMKA
etherStatsPkts640ctets.

etherStatsPkts65t01270ctets

3T0 Nosie NoKasbiBaeT 3HAaYEeHME CUETUMKA
etherStatsPkts65t01270ctets.

etherStatsPkts128t02550ctets

3TO noJsie Nokas3biBAaeT 3HAYEHUE CUETUMKA
etherStatsPkts128t02550ctets.

etherStatsPkts256to05110ctets

3TO noJsie Nokas3bIBaeT 3HAYEHUE CUETUMKA
etherStatsPkts256to5110ctets.

etherStatsPkts512t010230ctets

DTO Mose NnokKa3biBaeT 3HAaYeHMEe cYEeTUMKa
etherStatsPkts512t010230ctets.

etherStatsPkts1024t015180ctets

OTOo nose rnokasblBaeT 3HaYEHNE CYETUYMKA
etherStatsPkts1024t015180ctets.

7.2.3 3kpaH Bandwidth Utilization

YTununsaums onpegensieT NpoueHTHYH A0S0 NPONYCKHOM CNOCOBHOCTM CETU, KOTOpasi B HAaCTOSILLMIA
MOMEHT UCNob3yeTcs ceTeBbIM TpadukoM. Kaxaas BepTukasbHas nosioca onpeaenser
MaKCMMasnbHbIlA YPOBEHb YTUM3aLUM NOPTa, KOTOPbIN MOXET OTHOCUTbLCS NNMB0 K nepegaHHoMmy (Tx),
nmbo Kk NpuHaToMy (Rx) Tpaduky 3a nocieaHnii NPoMeXyToK BPEMEHM.

C NoOMOLLbIO 3TOr0 3KpaHa MOXHO NMPOCMOTPeTb NapaMeTpbl YTUAN3aLUM MPONYCKHON CMOCO6HOCTH
KOMMyTaTopa. YTobbl OTKpbITb 3TOT 3KpaH, BbibepuTe B MeHto Monitor > Port > Port >
Bandwidth Utilization.
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7.3 OKpaHbl PoE

PucyHok 49 DkpaH Monitor > Port > Port > Bandwidth Utilization

Status | Port Counters | Sancurah Uutzaton |

Port Bandwidth Utilization
M icops [ 1oomops [l 1omops  [Link Down Refresh period: |5 [+] sec IFG: [Enable  [+]
Tx
1 2 3 4 5 B 7 8
0% 0% 0% 0% 0% 0% 0% 0%
Rx
1 2 3 4 5 B 7 g
0% 0% 0% 0% 0% 0% 0% 0%

OnuncaHne Kaxaoro u3 nosemn npmneeaeHO B Tabnuue Huxe.

Tabnuua 24 SkpaH Monitor > Port > Port > Bandwidth Utilization

MOnE OMNMUCAHUE

Port Bandwidth

Utilization
1Gbps B sToM none otobpaxaeTtcs 3HauveHue 1 [6uT/C.
100Mbps B 3ToM none otobpaxaetcsa 3HayeHne 100 MéuT/c.
10Mbps B sTOM none otobpaxaeTtcs 3HauyeHne 10 M6uT/c.
Link down 3T0 noJie yKasblBaeT Ha OTCYTCTBUE COEANHEHMS.

Refresh period

OTO none nokasbiBaeT MHTEPBAn obHOBNEHMS.

IFG 370 none nokasbiBaeT IFG.
Tx Tpaduk, nepeaaHHbint (Tx) 3a NOCNeAHUIN NHTepBan BPEMEHU B CEKYHAAX.
Rx Tpadwuk, npuHATbINM (RX) 3a NnOoCneaHWn NHTepBan BPeMeHU B CEKYHAAX.

62

MpuMedyaHme: OyHKUMSA NUTAHUS YCTPOICTB no BMTOoM nape (PoE) u Bce npuBeneHHbIE
HMXKe 3KpaHbl AOCTYMHbI TONLKO ANl MoAeNei, Ybe Ha3BaHMe 3aKaHYMBAETCS Ha

«<HP>».

[aHHbIn KOMMYyTaTOp noaaepXxusaeTt ctaHaapThl IEEE 802.3af Power over Ethernet (PoE) u IEEE
802.3at High Power over Ethernet (PoE). [laHHbIA KOMMYyTaTOp NpeacTaBnseT cobon nuTatowlee
ycTporncteo (Power Sourcing Equipment, PSE), NOCKO/IbKY OH SBASETCS NCTOYHUKOM NMUTaHMSA dYepe3
nopTbl Ethernet, a ka)xxgoe ycTpoicTBO, KOTOPOE NONy4YaeT NuTaHne Yyepes nopT Ethernet, aBnaetcs
nutaembiM ycTponcTtBoM (Powered Device, PD).

Ha pucyHke, npuBeaeHHOM Huxe, IP-kamepbl n IP-TenedoH HanpsiMyto 3anmMTbiBatOTCS OT
KoMMyTaTopa. cnonb3oBaHne TexHonornn POE No3BonasieT He TO/IbKO MUHUMU3NPOBATb KOMYECTBO
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kabenel 1 NpoBoAOB, HO M U36aBNSIET OT HEOH6XOANUMOCTU UCKaTb NOBIN3OCTU NEKTPUYECKYIO
PO3ETKY, K KOTOPO MOXHO 6bI/10 6bl NOAKNOUYNTL YCTPOMCTBA.

PucyHok 50 [1puMepbl NMTaeMblX YCTPOUCTB
PSE

K.

Ha gaHHOM KOMMYTaTope MOXHO YCTaHOBUTb MPUOPUTETLI, NO3BONAOWNE 3ape3epBNUpPOBaTb
MOLWHOCTb ANnA onpeaeneHHbIX NMMTaeMblX yCTpOﬁCTB.

MNpuMeuaHue: Bce ycTpoiicTBa ¢ noaaepxkoi POE, KoTopble ABNSAOTCA MCTOYHMKAMU UK
noslyyaTenaMmn NUTaHMUa U NOAKOYEHHbIE K HUM Kabenun Ethernet gonxHbi
MOJIHOCTbIO HAaXOAUTbCA BHYTPU MOMELLEHMIA.

YT06bl Y3HaTb TEKYLWWMI 06beM 3Heprum, noTpebnseMon NUTaeMbiMM YCTPOMCTBAMM OT AaHHOMO
KOMMYyTaTopa, Bbibepute B MeHio Monitor > Port > PoE.

PucyHok 51 SkpaH Monitor > Port > PoE

PoE Mode Total Power(W) Consuming Power{W) Allocated Power(W) Remaining Power{W)

Classification oo oo oo 0.0

OnucaHne Kaxaoro u3 nosen npueeneHo B Tabnuue Huxe.

Tabnuua 25 >SkpaH Monitor > Port > PoE
MOJE OMNMUCAHUE

PoE Mode DTO noJie yKasbiBaeT Ha PEXUM INEKTPONUTAHMUSA, UCMOSb3YEMbI KOMMYTaTOPOM:
Classification (Knaccudumkauma) nin Consumption (Morpe6neHune).

Total Power (W) B 3Tom none otobpaxaetca cyMMapHasi MOLWHOCTb, KOTOPY KOMMYTaTOp MOXeT
HanpaBWTb Ha NOAK/OYEeHHble K NopTam PoE ycTpolicTBa, noaaepxuBarmlimne nutaHme
no sutol nape (PoE).

Consuming Power B 3ToM none oTo6paxaeTcs COBOKYMHasi MOLWHOCTb, NoAaBaeMasl B HacTosiLlee BpeMs
(W) KOMMYTaTOpPOM Ha MOAK/IOYEHHbIE YCTPOMCTBa C noaaepxkoi PoE.

Allocated Power (W) | B aToM none otobpaxaeTcsi CyMMapHasi MOLWHOCTb, 3ape3epBnpoOBaHHas KOMMYyTaTOpOM
A5 NUTaHWs YCTPOMCTB Mocsie onpoca NoAKIOYEHHbIX YCTPONCTB € noaaepxkon PoE.

3HauyeHune B nosne Consuming Power (W) MoxeT 6biTb MeHbLUE UM PaBHO, HO He
MoXeT 6biTb 6onblwe 3HaveHns B none Allocated Power (W).

Remaining Power B 3TOM none otobpaxaeTcs MOWHOCTb, KOTOPYI MOXET AOMNOSHUTENbHO noaaTb
(W) KOMMYTaTop ANS NUTaHUs yCTPOMCTB MO BUTOWM nape.

MpumeyaHue: na nogaym nuTaHUs Ha YCTPOMCTBO MO BUTONM Nape 3HayeHue B none
Remaining Power (W) pomkHo 6biTb He MeHee 16 BT, gaxe ecnu gaHHoe yCTpOUCTBO
notpebnasieT MOWHOCTbL MeHee 16 BT.
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7.4 YnpaBneHue nponyCKHON COCOOHOCTLHO

B naHHOM paspgene pacckasblBaeTcs, KaK ynpaBnsaTb MaKCMManbHOM MPONYCKHON CNOCOBHOCTbIO C
nomouwibio MmeHio Bandwidth Management. YnpasneHune NnponycKHOM CNOCOBHOCTbIO
noapasymeBaeT onpejeneHne MakCMManbHOW pa3peLlleHHOM NponyCcKHON cnocobHOCTH Ans
BXOASILLEro n/unm ncxoasuiero NnoToKOB Tpaduka Yepes nopr.

7.4.1 JkpaH Bandwidth Control

Ha 3TOM aKpaHe MOXHO MPOCMOTPEThL MapaMeTpbl yrpasBaeHns NPonyCKHON CNOCOBHOCTbLIO ANS
rno6anbHOro UCXoasalllero Tpadmka n CKopocTu NopToB.

MopT egress — 3TO MCXOAALLMI MOPT, TO €CTb MOPT, YEPe3 KOTOPbIM MaKeTbl AaHHbIX NOKMAAIOT
KOMMYTaTOp U YXOAAT Ha Apyrue noptbl. [opT ingress — 3To BXOAALMI NOPT, TO €CTb MNOPT, Yepes
KOTOpble MaKeTbl AaHHbIX MONaAatoT Ha KOMMyTaTop.

YT0o6bl OTKPLITb 3TOT 3KpaH, Bbibepute B MeHi0o Monitor > Port > Bandwidth Management >
Bandwidth Control.

PucyHok 52 3JkpaH Monitor > Port > Bandwidth Management > Bandwidth Control
[Bandwiatn conuol T

Egress Global Burst
Egress Global Burst 40000(Byte)

Port Rate

g
=

Ingress RateLimit (Kbps}) Egress RateLimit (Kbps)
Disable Disable
Disable Disable
Disable Disable
Disable Disable
Disable Disable
Disable Disable
Disable Disable
Disable Disable

@ o~ m B W N

OnuncaHne Kaxaoro w3 rnonen npuBeaeHo B Tabnuue Huxe.

Ta6nuua 26 SkpaH Monitor > Port > Bandwidth Management > Bandwidth Control

NOnE OMNMUCAHME

Egress Global Burst

Egress Global DTO nose nokasblBaeT pa3Mep nakeTa ucxoasiiero Tpaduka B 6aTax ans Bcex NopTos.
Burst
Port Rate 3T0 nosie NokasbiBaeT MakKCUMasbHY pa3peLllueHHY MPOonyCKHYK CnocobHOCTb B
knnobutax B cekyHay (kbuTt/c) ana notoka Tpadumka vyepes 3ToT NnopT.
Port B sToM none otobpaxaetcs HOMep nopTa.
Ingress 3T0 noJie NokasbiBaeT MakKCMMabHY pa3peLleHHYI0 NPOMYyCKHY CNOCOBHOCTb B

RateLimit (Kbps) | kuno6utax B cekyHay (K6WUT/C) 415t BXOASILLErO NOTOKa Tpaduka Yepes STOT MopT.

Egress RateLimit | 3To none nokasbiBaeT MakCMManbHYI pa3peLleHHY NPONyCKHYK CNOCO6HOCTb B
(Kbps) knnobutax B cekyHay (KbuTt/c) pna ncxoaswero notoka Tpaduka yepes 3T0T NopT.
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7.5 JdkpaH Storm Control

B 5TOM pa3aene MOXHO MPOCMOTPETb HACTPOMKN KOHTPOS WTOpMA.

OYHKUMS KOHTPOAS WTOPMa OrpaHnUyMBaeT KOSIMYECTBO WMPOKOBeELLaTeIbHbIX, MHOM0aApPEeCHbIX U
OAHOAAPECHbIX MAKeTOB, KOTOPble KOMMYTATOP MOXET MPUHATb 3a CEKYHAY Yepe3 CBOW nopThl. Mpu
OOCTMKEHUWN MaKCMManbHOIMo AOMYCTMMOrO KONMYeCTBa WMPOKOBELLaTe bHbIX NaKeTOB, NakeToB
MHOroaApeCcHOM pacCbliKMU WU/WUn OAHOAAPECHBLIX NAaKeTOB BCe Nnocseayrowme nakeThbl
oTbpacbiBaloTCA. BkaoueHne 3Ton GYyHKUMM NO3BOASET CHU3NTb 06bEM LIMPOKOBELWATENbHbIX
NMakKeToB, MaKkeToB MHOr0aApPeCHOM pacCbliku U/Mnu OA4HOAAPECHbIX MaKeToB, NOCTYNaLWMNX B CETb.
NmMeeTcs BO3MOXHOCTb OrpPaHMUYNTb A5 KaXA0ro nNopTa KOJMYEeCTBO NaKeTOB KaXAoro OTAe/IbHOro
Tuna.

YT06bI OTKPbLITL 3TOT 3KpaH, BbibepuTe B MeH0 Monitor > Port > Storm Control.

PucyHok 53 DkpaH Monitor > Port > Storm Control
[somconeo T

Port

Port State Broadcast (pps) Unknown Multicast (pps) Unknown Unicast (pps) Action
Disable Disable Disable Disable Drop
Disable Disable Disable Disable Drop
Disable Disable Disable Disable Crop
Disable Disable Disable Disable Drop
Disable Disable Disable Disable Crop
Disable Disable Disable Disable Drop
Disable Disable Disable Disable Crop

@ N e e W R

Disable Disable Disable Disable Drop

OnuncaHne Kaxaoro w3 rnonen npuBeaeHo B Tabnuue Huxe.

Tabnuua 27 SkpaH Monitor > Port > Storm Control

MOnE OMUCAHUE

Port
Port B 3ToM none otobpaxaeTcs HoMep nopTa.
State OTO none otobpaxkaeT COCTOsAHME.

Broadcast (pps) | OTobpaxaeT KONMYeCTBO LWMPOKOBELLATENbHbIX NaKeToB, MNOCTYNAaLWNX Ha AaHHbIN
nopt (B nakeTtax/c).

Unknown OTobpakaeT KONMYEeCTBO HEM3BECTHbIX MaKeTOB MHOM0aApeCHOW pacChisiku,
Multicast (pps) nocTynarmLwmx Ha AaHHbIN NopT (B nakeTax/c).

Unknown OTob6paxkaeT KONMYECTBO HEN3BECTHbIX OAHOAAPECHbIX MAKeTOB, NMOCTyNamLWmMX Ha
Unicast (pps) JaHHbI nopT (B nakeTax/c).

Action YKa3blBaeT Ha AelcTBMe, NpeanpuHMMaemMoe YCTPOMCTBOM Mpu AOCTUMXEHUMN

MaKCMMasibHO AONYCTUMOro KOJIM4YeCcTBa NakeToB. Bo3MOXHbI cneaylowmne BapmaHTbl:

e Drop - oT6poCuTb Naker.

e Shutdown - 3akpbITb coegnHeHMe.
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8.1 O630p

811 0

B aTOM paszaene pacckasbiBaetcs 06 sakpaHax VLAN, Bbi3biBaeMbix n3 meHio Monitor.

BupTyanbHble nokasnbHble ceTn (VLAN) No3BonS0T pa3aennTb 04HY PU3NYECKYIO CETb Ha HECKOJbKO
normyeckmnx. YCTponcTBa B JIOTMYECKOM CeTU NMpuUHaAnexaT K 04HOM rpynne. YCTPONCTBO MOXET
npuHaanexaTtb K HECKONIbKUM rpynnam. NMpu ncnonb3osaHnn cetenn VLAN yCTpOMCTBO HE MOXET
OTNpasnATb MW NPUHUMATb AaHHbIE OT YCTPONCTB, HE NpUHaANexawmx K ToM Xe rpynne
(rpynnam); Takon Tpaduk AOMXKEH NPOXOAUTb Yepes3 MapLlpyTmsaTop.

Mpn ncnonb3oBaHuu B 6M3HEC-LI,EHTan C HECKOJIbKMMU apeHaaTopaMn BUPTYasibHblE JTOKAJIbHbIE
cet VLAN - BaxKHeNLWW M KOMMNOHeHT obecneveHns nsonsumm n 6esonacHoctn aboHEHTOB ceTu. Mpn
ycnosun Hagnexatwemn HaCTpOVIKM BUPTYyasbHbIE JTOKAJ/IbHblIE CETU HE MO3BONIAOT KaKOMy-}'IVIGO
NMoNb30BATENIO NONTYUYNTb AOCTYN K peCypcCaM, NpuHagnexawnmm 4pyroMy noab3oBaTeNio B TOM Xe
NoKanbHOM CETN, TO €CTb NOJIb30BATESIb HE YBUAUT NPUHTEPDbI N XXECTKNE ANCKUN OAPYrOoro
nonb3oBaTens B TOW Xe CeTU.

KpomMme TOoro, BupTyasibHble f1IOKalbHble CETW NOBbLILWAIOT NPONU3BOAUTENIBHOCTbL CETU 3a CYeT
orpaHun4yeHuns LLIMpOKOBeLLl,aTerIbHOVI PacCCblJIKN CpaBHUTENTbHO HeboNbLWMMN 1 Nerko ynpaBndeMmbiMun
NOrMYecknMn WMpoKoBeLlaTenbHbIMM AOMeHaMN. B TpaANLMOHHbBIX KOMMYTUPYEMbIX cpefax Bce
WnpoKoBeLllaTebHblE NMaKeETbl HANPaBAKTCA Ha BCE 6e3 ncknoveHuns nopTtbl. [1pn ncnonb3oBaHUM
BUPTYalJibHbIX JTOKa/bHbIX ceTen LnpoKoBeLlaTeNbHbIE NMAaKETbl PpaCCbiNatoTCA IMb B KOHKPETHOM
LnpokKoBeLwaTebHOM JOMEHE.

YeM pacCKa3biBaeTCHd B 3TOU rnaBe

e JkpaH VLAN (pa3a. 8.2 Ha cTp. 66) noka3sbiBaeT HacTponku VLAN, nopTtoB 1 noptoB VLAN.

e JkpaH Guest VLAN (pa3a. 8.3 Ha cTp. 69) noka3biBaeT rnobanbHble HACTPONKM U HACTPOMKM
nopToB KOMMYyTaTopa.

e DkpaH Voice VLAN (pa3a. 8.4 Ha cTp. 70) nokasbiBaeT rnobanbHble HACTPOMKN U HACTPOMKM
nopToB KOMMyTaToOpa.

8.2 3kpaH VLAN

C nMoMoLLbio 3TOro 3KpaHa MOXHO NMPOCMOTpeTb HacTporku VLAN koMmyTaTopa.

8.2.1 3kpaH VLAN

C noMOoLLbIO 3TOr0 3KpaHa MOXHO NPOCMOTPeTb HacTporikn VLAN komMmyTaTopa. YTobbl OTKPbITh 3TOT
3KpaH, Bblbepute B MeHo Monitor > VLAN > VLAN > VLAN.
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PucyHok 54 SkpaH Monitor > VLAN > VLAN > VLAN

VLAN ID VLAN Name VLAN Type
1 default Default

OnucaHune Kaxaoro u3 nosen npmeeneHo B Tabnuue Huxe.

Tabnuua 28 >SkpaH Monitor > VLAN > VLAN > VLAN

MOnE OMNMUCAHUE
VLAN
VLAN ID B sTOM none otobpaxaetcs naeHTMdUKaunoHHbii Homep VLAN.
VLAN Name 3710 none otobpaxaeT nma-onncaHme VLAN, C NOMOLLbIO KOTOPOro €e MOXHO
naeHTMdnUnpoBaThb.
VLAN Type 3710 none otobpaxaet Tmn VLAN, ¢ NOMOLbIO KOTOPOr0 €e MOXHO UAEHTUPULMPOBATb.

8.2.2 3kpaH Port

Ha 3ToM aKkpaHe MOXHO MPOCMOTPETb HACTPOMKKN NMOPTOB KOMMYyTaTopa B AaHHoM ceTn VLAN. YTo6bI
OTKpbITb 3TOT 3KpaH, BbibepuTe B MeHio Monitor > VLAN > VLAN > Port.

PucyHok 55 3SkpaH Monitor > VLAN > VLAN > Port

Port

Port PVID Accept Frame Type Ingress Filter VLAHN Trunk
ALL Enable Disable
ALL Enable Disable
ALL Enable Disable
ALL Enable Disable
ALL Enable Disable
ALL Enable Disable

- @ B W

ALL Enable Disable
ALL Enable Disable
ALL Enable Disable
ALL Enable Disable
ALL Enable Disable
ALL Enable Disable
ALL Enable Disable

LAGT
LAG2
LAG3
LAG4
LAGS
LAGE
LAGT
LAGE

ALL Enable Disable
ALL Enable Disable
ALL Enable Disable

@
ala|lalajlalajlalalalala|a|a|a]|a|s

OnuncaHne Kaxaoro us nosemn npmneeaeHO B Tabnuue Huxe.

Tabnuuya 29 SkpaH Monitor > VLAN > VLAN > Port

MOnE ONMUCAHUE
Port
Port B sTOM none otobpaxaetca HoMep nopra.
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Ta6nuua 29 3SkpaH Monitor > VLAN > VLAN > Port (npogomkeHue)

NONE

OMNMUCAHME

PVID

B sTOM none otobpaxaetcsa naeHTMdunKaunmoHHbl Homep nopta VLAN.

PVID (wpeHtndukatop cetn VLAN nopTta) — 3TO Ter, KOTOPbIM MOMEYalTCa BXoAsLme
Kkaapbl 6e3 Teros, NpMHUMaeMble NOPTOM, C TeM, YTO6bl NOTOM NepeHanpaBUTb 3TU
kagpbl B rpynny VLAN, KoTopyto onpeaensieT AaHHbIA Ter.

Accept Frame
Type

3710 none otobpaxaeT TN NPUHUMAEMbIX KaapoB.

YKasblBaeT TUN KaapoB, pa3pelleHHbIX Ha AaHHOM NopTy. MOXHO BblbpaTb 3Ha4YeHUs
All, Tag Only n Untag Only. 3HaueHue All o3HayaeT, 4TO Yepe3 AaHHbIA NOpT
NMPUHMMAOTCS BCE KaApbl C TeraMn n 6e3 HMx. ITO 3HavyeHue BbIGpaHO Mo yMOM4YaHUIo.
3HaueHue Tag Only o3HayaeT, YTO Yepes3 AaHHbIA NOPT pa3peLlaeTcs NpUeM TOSIbKO
KaapoB c Teramu. Bce kaapbl 6e3 Teros 6yayT ot6poleHbl. 3HaveHme Untag Only
O3HayaeT, YTo Yepes AaHHbIM NOPT paspellaeTcs NpMeM Tonbko kaapos 6e3 Teros. Bece
Kaapbl C TeramMm 6yayT oT6poLLEeHbI.

Ingress Filter

Ecnun 3TO0T napameTp BKAOYEH, KOMMyTaTop OoTbpacbiBaeT Bxoasawme kaapbl ans VLAN, B
KOTOpble HE BXOAWUT AAHHbIA NOPT.

VLAN Trunks

YctaHoBuTe nepekntovatens Enable VLAN Trunking ans nopToB, NOAK/IHOYEHHbIX K
ApYrvM KOMMyTaTopaMm Uau MaplipyTusatopam (HO He ANns MOpPTOB, HanNpsMyko
NOAK/IOYEHHbIX K KOHEYHbIM MOJsib30BaTeNaAM), YTo6bl pa3pelmnTb NPOXoXAeHNE Yepes
KOMMYTaTOp KaapoB, NpUHagaexawmx K Hem3secTHbIM rpynnaM VLAN.

8.2.3 3JkpaH VLAN Port

68

BupTyanbHble loKasibHble CETU Ha OCHOBE NMOPTOB — 3TO Takmne VLAN, B KOTOpbIX pelleHne o
nepecolfike nakeTa npuHMMaeTcs Ha ocHoBe MAC-agpeca Ha3HayYeHUs 1 CBA3aHHOMO C HUM nopTa.
Ona VLAN Ha ocHoBe nopToB TpebyeTcs paspelueHne UCXOAsLWEN nepesaymn ans Bcex nopTos.
Takmm obpa3om, 4Tobbl MO3BOANTL ABYM Mofib30BaTeNsAM obwaTbCca Apyr C APYroM, HanpuMep,
Mexay KoHdepeHLu-3anamu B oTene, Heo6X0AMMO paspeLlnTb NCXOASLLY0 nepeaadvy AAaHHbIX AN
06onx noptoB. VLAN Ha oCHOBe MOPTOB AENCTBYIOT TOSIbKO Ha TOM KOMMYyTaTOpe, Ha KOTOPOM OHM

6bl1IN co3aaHbl.

C noMoLLbio 3TOro 3KpaHa MOXHO NPOCMOTPeTb HacTporikm noptoB VLAN koMMyTaTopa. YTobbl
OTKPbITb 3TOT 3KpaH, Bbibepute B MeHto Monitor > VLAN > VLAN > VLAN Port.

PucyHok 56 SkpaH Monitor > VLAN > VLAN > VLAN Port

VLAN Port

VLANID

~N @ s W R

LAG1
LAG2
LAG3
LAG4
LAGS
LAGE
LAGT
LAGE

VLAN | Port %VLANPDH

| =]

Membership
Tagged
Tagged
Tagged
Tagged
Tagged
Tagged
Tagged
Tagged
Tagged
Tagged
Tagged
Tagged
Tagged
Tagged
Tagged
Tagged
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OnuncaHne Kaxaoro u3 nosemn npmneeaeHO B Tabnuue Huxe.

Tabnuua 30 SkpaH Monitor > VLAN > VLAN > VLAN Port

MOnE OMNMUCAHUE
VLAN Port
VLAN ID B sTOM none otobpaxaetcsa naeHTMduUKaunoHHbln Homep VLAN.
Port OTobpaicaeT NopsiAKOBbLI HOMep nopTa.
Membership OTtobpaxaet coctosaHue rpynnbl VLAN: Forbidden (3anpeweHro), Excluded
(UcknoueHo), Tagged (C Teramun) n Untagged (Bes Teros).

8.3 3JkpaH Guest VLAN

Ecnn Ha koMMyTaTope 1 ero noptax BkAOYeHa pyHKUMA ayTeHTUuduKaumm 802.1x, To KOMMYTaTop
3anpewaeT KAneHTaM, NpefoCcTaBnsioWUM HEKOPPEKTHbIE YUYeTHbIE AaHHble, AOCTYN Yyepe3
yKa3aHHble NopTbl. BO3MOXHOCTN KOMMyTaTopa NO3BONSOT BbibpaTb 0aHY ceTb VLAN B KayecTBe
roctesou. Ecnm sknountb dyHKUmio roctesoin cetn VLAN (B gaHHOM npumepe - cetn 102) Ha
onpeaeneHHoM nopty (B AaHHOM NpuMepe — NopTy 2), TO onpeaeneHHbIn nosb3oBaTesnb (B AaHHOM
npuMepe - nosib3oBaTtesnb A), KOTOPbIN He nogaepxusaeT ctaHgapT IEEE 802.1x ¢ unn He moxeT
yKas3aTb npasuJibHble UMS MOSb30BaTENSA U Naposib, BCE PAaBHO CMOXET NONYUYUTb AOCTYMN K
KOMMYTaToOpy 4Yepe3 3TOT NopT, HO byaeT HanpasneH B rocteByto cetb VLAN. To ecTb nosb3oBaTtenu,
He npowejlne ayTeHTUdmKaumo, CMOryT noay4YnTb 4OCTYN K OrpaHNYEHHOMY KOJIMYECTBY CETEBbIX
pecypcoB B Tol xe roctesoi cetn VLAN, Takol, kak ceTb NHTepHeT. Habop npaB, Ha3Ha4YeHHbIX
roctesor VLAN, 3aBUCUT OT TOro, Kakne napameTpbl CETeBOW agMUHUCTPATOP 3a4acT Ans
KOMMYTaTOpPOB WX MapLpyTU3aTOpOB NpU ONUCaHUN PYHKLUNU FOCTEBOWN CETU.

PucyHok 57 [lpumep rocresor cetn VLAN

L

=

> — (&ljepue'r

C noMoLLbio 3TOro aKpaHa MOXHO NMPOCMOTPeTb HacTporku rocteson cetn VLAN KoMmyTaTopa.
YTO6bI OTKPBLITE 3TOT 3KpaH, BbibepuTe B MeHi0 Monitor > VLAN > Guest VLAN.
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PucyHok 58 >SkpaH Monitor > VLAN > Guest VLAN

Global

State

Port

Guest VLAN §

Disable

State In Guest VLAN
Disable Mo
Disable No
Disable Mo
Disable No
Disable Mo
Disable No
Disable Mo
Disable No

OnuncaHne Kaxaoro u3 nosemn npmneeaeHO B Tabnuue Huxe.

Tabnuua 31 SkpaH Monitor > VLAN > Guest VLAN

MOnE OMNMUCAHUE
Global

State D710 none otobpaxaeTt cocTosiHMe rnobanbHom rocteson cetn VLAN.
Port

Port B 3Tom none otobpaxaetca HoMep nopTa.

State 370 none oTobpaxaeT COCTOsIHME MopTa.

In Guest VLAN

DTO nosie yKasblBaeT Ha CTaTyC NopTa — SABASETCS N AaHHbIA NOPT YJIEHOM FOCTEBOW
cetn VLAN unun Her.

8.4 3JkpaH Voice VLAN

onocosble cetn VLAN - 310 cetn VLAN, cneuuranbHO HacTpOEHHbIE A/ rnepefadun rosocoBoro
Tpadwuka. Jobasnsas B ronocosblie cetn VLAN nopTbl, Yepe3 KOTOpble K KOMMYTaTOpy MOAK/IOYEHbI
roslIocoBblE€ YCTPOMCTBA, MOXHO OpraHM3oBaThb nepegadvy ronocoBoro Tpaduka BHYTPU rO10COBbIX
VLAN 1 npumeHeHune KoHbUrypaumm Ha ocHoBe QOS k ronocosoMy Tpaduky no mepe
Heo6XoANMMOCTH, rapaHTUpys TakmuM o6pas3oM NpMopmMTU3aLMIO Nepesayn ronocoBoro Tpaduka u
KayeCcTBO rosIoCOBOM CBA3MW.

70

Ha sTOM akpaHe MOXHO NMpoCMOTPETb rnobanbHble HAaCTPOMKM KOMMyTaTopa U HAaCTPOWKKM NOPTOB
ronocoBbix ceTert VLAN gns ronocosoro tpadumka. Ytobbl OTKPbITb 3TOT 3KpaH, BbiIbepute B MEHKO
Monitor > VLAN > Voice VLAN.
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naBa 8 3kpaHbl Monitor: VLAN

PucyHok 59 >SkpaH Monitor > VLAN > Voice VLAN

Global
State Disable
Voice VLAN ID default(1
Cos/802.1p 5
Remark Cos/802.1p Disable
Aging Time(30-65536 min 1440

Port

Port State
Disable
Disable
Disable
Disable
Disable

N W or o

g Disable
7 Disable

8 Disable

OnucaHune Kaxaoro u3 nosen npueeaeHo B Tabnuue Huxe.

Tabnuua 32 SkpaH Monitor > VLAN > Voice VLAN

MOnE OMUCAHUE
Global
State 370 nosie oTobpa)kaeT COCTOsSIHME nopTa.
Voice VLAN ID B aTOoM none otobpaxaeTcs naeHTUdUKaUNOHHbIA HOMep nopTa
ronocosoli cetn VLAN.
Cos/802.1p B 3TOM none otobpaxaeTcs 3Ha4YeHne Nons nNpuopuTeTa nakera
802.1p.
Remark Cos/802.1p 3710 nosie otobpaxaeT cocTosiHue cos/802.1p.
Aging Time (30-65536 min) OTobpaxkaeT MHTepBan BpeMeHu B MMHyTax (oT 30 Ao 65536).
Port
Port B aToM none otobpaxaeTcs HoMep nopTa.
State 3710 nosie oTobpaxkaeT COCTOSIHME nopTa.
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JKpaHbl Monitor: MAC Table

9.1 O630p

B aTOM pasaene pacckasbiBaetca 06 skpaHax MAC Table, Bbi3biBaeMbix M3 MeH0 Monitor.

Ha skpaHe HacTpoiiku Tabnmubl MAC-agpecos MAC Table (koTopyto ele Ha3biBaoT 6a301M AaHHbIX
punbTpaumMmn) MOXHO YBUAETb, KakmM ob6pa3om Kaapbl NEpechbIalnTca nan GUNbTPYIOTCS Ha NopTax
KoMMyTaTopa. [pu oTnpasBke yCTPONCTBOM (KOTOPOE MOXET npuHaanexaTb K ogHon u3 rpynn VLAN)
nakeTta Ans nepecbiniki Ha nopt MAC-aapec ycTpoiicTea nossnsercs B Tabnuue MAC-agpecos (MAC
Table). B atom none otobpaxaetcsa tun MAC-agpeca — dynamic (AMHaMMU4YeCKUii, TO ecTb
MOSTlYYEHHbIN KOMMYTaATOPOM) unun static (cTaTudecknii, To eCTb BHECEHHbI BPYYHYIO Ha dKpaHe
Static MAC Forwarding).

YT06bI ONpeaenuTb, Kyaa HanpasnsTb Kagpbl, KOMMYTaTop MCMNOMb3yeT Tabnmuy MAC-agpecos
(MAC Table). CM. cneaytowwnii pucyHok.

1 KoMMyTaTop M3y4yaeT MoslyyeHHbIt Kaap U 3anoMMHAET MopT, C KOTOporo npuwen atoT MAC-aapec
NCTOYHMKA.

2 KommyTtaTtop npoBepsiet, cooTBeTcTrByeT im MAC-aapec Ha3Ha4dyeHusa 3Toro kaapa MAC-
aApecy MCTOYHMKA, Y)Ke nMmerwwemyca B Tabnuue MAC-agpecos.

e EcC/in KOMMYTaTOpY YyXe nisecteH nopt And 3toro MAC-agpeca, TO OH HanpasngeT Kaap Ha 3TOT
rnopT.

e Ecnu KoMMyTaToOpy elle He U3BECTeH NopT Ans 3Toro MAC-aapeca, To Kaap HanpasnseTcsa Ha Bce
nopThl cpasy. Ecnu TakmMm 06pa3oM HanpasAseTCcs C/IMLIKOM MHOMO KaapoB, TO MPOUCXOAUT
neperpyska ceTwu.

e Ecnin koMMyTaTopy yxe nssecteH rnopt ana MAC-agpeca, v nopT Ha3HayeHns CoBrnagaeT C NopToM
WCTOYHMKA, TO 3TOT Kaap oTbpacbiBaeTcs.

PucyHok 60 Cxema paboTbl Tabnuubl MAC-agpecos

afpec Ha3zHayeHus
ecTb B Tabnuue MAC-
afpecos?

MNMepecnatb Ha
BCE MOpTbI

Ncxopawmn
nopT OTIMYaeTcA
OT BXOAALLEro
nopra?

Het

OT6pocnTh MNepecnatb Ha
Kagp NCX. nopT
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"naea 9 BkpaHbl Monitor: MAC Table

DTOT NMYHKT OTKPbIBAET 3KpaH, M03BONALWMNI NpocMOTpeTh Tabnuuy MAC-aapecos u

naeHtTudnkaTopos VLAN yCTpOMCTB, MOAK/OUYEHHbIX K MOPTYy. KpoMe TOro, Ha 3TOM 3KpaHe MOXHO

noay4YnTb cBeseHns o Tune MAC-aapeca.

9.1.1 O yem pacckasbiBaeTcsl B 3TOU rnase

e DkpaH MAC Table (pa3a. 9.2 Ha cTp. 73) oTo6paxaeT dunbTp NpeacrtasneHnn u Tabnuuy MAC-
aZpecoB KOMMyTaTopa.

9.2 3kpaH MAC Table

C NoMoLbto 3TOr0 3KpaHa MOXHO MPOCMOTPETb CTaTUUeCcKne napaMeTpbl PUAbTPOB U HACTPOIKMK
Tabnuubl MAC-agpecoB. YT06bl OTKPbITb 3TOT 3KpaH, Bbibepute B MeHio Monitor > MAC Table.

PucyHok 61 DkpaH Monitor > MAC Table

MAC Table |

View Filter

MAC Address

WLAN

Port

Clear
MAC Table

Total Entries:3

MAC Address
00:12:49:6AE0:2B
00:40:80:95:05:00
FCF5:28:4F:1C:20

E E]

(00:00:00:00:00:00)

VLAN
default(1)
default(1)
default(1)

Type
Dynamic
Dynamic

Static Unicast

Port

CPU

OnuncaHne Kaxaoro u3 rnonen npmMBeaeHo B Tabnuue Huxe.

Ta6bnuua 33 DkpaH Monitor > MAC Table

MOnE ONMUCAHUE
View filter

MAC Address MAC-aapec ycTpolicTBa, C KOTOpPOro npubbin BXoAsLWMA Kaap.

VLAN 3710 none otobpaxaet Tmn VLAN, ¢ NOMOLbIO KOTOPOr0 €e MOXHO MAEHTUPULMPOBATb.

Port Homep nopTa, c KoToporo 6bi/1 NoAy4YeH yKasaHHbI Bbilie MAC-agpec.

View STOT NYHKT OTKPbIBAET 3KPaH, NO3BOASAOWMIN NpocMoTpeTb Tabnuuy MAC-anpecos m
naeHtTudmkatopos VLAN yCTPOMCTB, NOAK/IOYEHHbIX K MOPTY. KpoMe Toro, Ha 3ToM
3KpaHe MOXHO Nony4nTb cBefeHus o Tune MAC-agpeca.

Clear Haxmute Clear, 4yTobbl BEpHYTbCS K 3aBOACKMM HacTponKkaM.

MAC Table

MAC Address MAC-aapec yCcTpoiCTBa, C KOTOPOro npubbin BXoAAWNK Kaap.

VLAN 3710 none otobpaxaet Tvn VLAN, ¢ NOMOLbI0O KOTOPOro ee MOXHO MAEHTUPMUMPOBATb.

Type B sToM none otobpaxaetcsa Tun MAC-agpeca - dynamic (AnHaMnyeckuii, To ecTb
NMoslyYeHHbIH KOMMyTaTopoM) nnu static (ctatnyeckuin, To eCTb BHECEHHbI BPYYHYIO Ha
akpaHe Static MAC Forwarding).

PykoBoacTso nonb3oBartens ans cepun GS1900

73




naea 9 AkpaHbl Monitor: MAC Table

Ta6bnuua 33 DkpaH Monitor > MAC Table (npoaonxeHue)

NOJE OMNMUCAHUE
Port Homep nopTa, ¢ KoToporo 6bi/1 NoAy4YeH ykasaHHbI Bbilwe MAC-agpec.
Total Entries Moka3sbiBaeT obLiee KOMNMYECTBO 3anucen.
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JKpaHbl Monitor: Link Aggregation

10.1 O630p

B aTOM pasgene pacckasbiBaetcsa 06 akpaHax Link Aggregation, Bbi3biBaeMbix 13 MeHto Monitor.

Arperaums (rpynnMpoBaHMe) KaHanoB — 3TO 06beANHEHNE HECKONbKUX (DU3NYECKMX NMOPTOB B OA4MH
Nlormyeckmin kaHan 6onbLluer NPonycKHoM cnocobHocTn. O6beANHUTL HECKOIbKO MOPTOB B OAMH
KaHan MOXHO B TOM C/lyyae, eciin, HanpuMep, Aewesne UCnoib30BaTh HECKObKO KaHanos
MEHbLUEN CKOPOCTU, YEM He Ha MOJIHYH MOLHOCTb 3arpy>XaTb BbICOKOCKOPOCTHOM, HO bonee
[OpOroK KaHan c ogHMM noptoM. OgHako, yeM 6onblue NopToB 6yayT NoABEPrHyThl arperaunm, TeM
MeHbLUEe AOCTYMHbIX MOPTOB OCTaAHETCSA. [pynnoi nopToOB Ha3bIBAETCA €AMHbIA IOTMYECKUA KaHan,
06beaNHSAIOWMIA HECKObKO MOPTOB.

JaHHbIN KOMMYTATOp noAAEpPXMUBAET KaK CTaTUYECKYO, TaK U AMHAMUYECKYO arperaunio KaHasnoB.

MNpuMeyaHue: B Haanexawmm o6pa3om CrniaHMpPOBAHHON CETU pEKOMEHAYEeTCS
NCMosib30BaTh TOJIbKO CTAaTMYECKYH0 arperauuto kaHanos. 3To obecrneunBaeT 6osee
BbICOKYIO CTabWUIbHOCTb CETU U yNpaBfieHWe rpynnamMmmn nopToB Ha KOMMyTaTope.

10.1.1 O yem paccka3sbiBaeTcsl B 3TOM rnaBe

e DkpaH Link Aggregation (pa3zg. 10.2 Ha cTp. 75) oTobpaxkaeT nHdOpMaUNIO O COCTOSSHUMN
arperaumMm KaHanos.

10.2 3kpaH Link Aggregation

C nomowbto 3kpaHa Link Aggregation MoXHO NpOCMOTPETb CBEAEHUSI O COCTOSIHUM arperaumm
KaHanoB KOMMyTaTopa. YTob6bl OTKpbITb 3TOT 3KpaH, Bbibepute B MeHto Monitor > Link
Aggregation > LAG .

PucyHok 62 >SkpaH Monitor > Link Aggregation > LAG
ol

Status

LAG Name Type Link Status Active Member Standby Member
LAGT — Mot Present — —
LAG2 = Mot Present = ==
LAG3 == Mot Present = —
LAG4 = Mot Present o= =5
LAGE = Mot Present == e
LAGE = Mot Present S =
LAGT o Mot Present o —
LAGS 5 Mot Present = =
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'maBa 10 OkpaHbl Monitor: Link Aggregation

OnuncaHne Kaxaoro u3 nosemn npmneeaeHO B Tabnuue Huxe.

Ta6bnuua 34 SkpaH Monitor > Link Aggregation > LAG

NMOnE OMUCAHME

LAG OTob6paXkaeT NOpPsSiAKOBbLIN HOMEP COCTOSIHUS arperaunu KaHasnos.

Name DTO nose rnokasbiBaeT UMs.

Type STO none nokasblBaeT TUM.

Link Status OTO none otobpaxkaeT COCTOSAHME KaHana.

Active Member 3T0 nosne ykasblBaeT Ha TO, SIBNASAETCS M AAHHbIN KaHan aKTUBHbIM YYaCTHUKOM rpynnbl
nopToB.

Standby Member 370 none yKasblBaeT Ha TO, ABASETCS SIN AaHHbIN KaHan pe3epBHbIM YYAaCTHUKOM
rpynnbl NOPTOB.
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JKpaHbl Monitor: Loop Guard

11.1 O630p

B aTOM paszgene pacckasbiBaetca 06 sakpaHax Loop Guard, nocTtynHbix n3 meHio Monitor.

(DYHKLLVIH 3aWunTbl OT 06pa3OBaHI/IF| neTenb npeaHasHa4veHa cneunanbHO A1 YCTPpaHEHUA npo6neM
Ha rpaHuue ceTtu. Mpobnema MOXeT BO3HUKHYTb MpW MNOAKIOYEHUN NOpPTa K KOMMyTaTopy, Ha
KOTOpoM obpa3oBanacb netns. Netns obpasyeTcs B pe3ynbrate YesnoBeyeckon owmnbkn. OHa
BO3HUKAET, Korga ABa Nopta KOMMyTaTopa OKa3blBatoTCA coeAMHEHHbIMU OAHUM Kabenem. an
paccblyike KOMMYTaTOPOM C NEeTNEN LWNPOKOBELLATENbHbIX COOOLLEHNI OHM BO3BpaLLatoTCa Ha
KOMMYTaTop U MOBTOPHO PETPaHCAUPYIOTCA CHOBA M CHOBA, Bbi3blBas LWMPOKOBELLATENbHbIA LUTOPM.

Mpy nNoaknoUYeHnn KoMMmyTaTopa (6€3 netnn) K KOMMyTaTopy C neTnei npobaeMsl NocneaHero
oTpaxatloTcs Ha MepBoM crlieayowmnM o6pasom:

e OH GYAGT NMPpUHNUMaTL WNPOKOBeELWaTeNIbHbIE COO6LLI,eHMF|, paccblylaeMble KOMMYTAaTOpOM C neTnen.

e OH 6ygeT nony4yaTb CO6CTBEHHbIE LWNMPOKOBELWATeNbHbIE CO0bLWEeHNs, Tak Kak OHM 6yayT
BO3BpallaTbCa No neTtne K Hemy. ocne 3Ttoro 3tn coobuweHus 6yayT peTpaHCInMpoBaTbCs
KOMMYTaToOpoOM MNOBTOPHO.

Ha npuBeneHHOM HMXE pUCYHKe MoKasaHo noakntoueHune nopta N Ha koMMyTaTope A K
kKoMMyTaTopy B. Ha koMMyTaTtope B o6pa3soBanacbh netns. [pu BbIXoAe WNPOKOBELLATENbHbIX UK
MHOr0aApecHbIX coobLLeHN 13 nopTa N M UX NOCTYNNeHUN Ha KOMMyTaTop B 3TK cooblleHUs BHOBb
HanpasnawTca Ha nopT N KoMMyTaTopa A, Moc/ie UX peTpaHcaaLMM KOMMyTaTopoM B.

PucyHok 63 KomMmyTaTOp C netnemn

DYHKUUSA 3aWnUTbl OT 06pasoBaHMA NeTesb NPoBEPSIET, HE MOAK/IIOUEH /X MOPT C aKTUBUPOBAHHOM
(byHKLMEN K KOMMYTATOpPY C neTnen. [1na 3Toro oHa NepuoanYeckn pacchbiiaeT NpobHble NakeTbl U
npoBepsaeT, He BO3BPALLATCA I 3TU NaKeTbl Yepes TOT Xe caMblit NopT. Mpu 06HAPYXEHUU TaKOro
CObbITUS KOMMYTATOP OTK/IIOYAET MOPT, KOTOPbIA MOAK/IIOUEH K KOMMYTaToOpy C NeTneu.

Ha npuBefeHHOM HUXE PUCYHKE MoKa3aH KOMMyTaTop A C akTUBMPOBaHHOM Ha nopTy N dyHKuMel
3almMThl OT 06pa30BaHNs NeTesb, KOTOPbIA OTNpaBseT NpobHelii naket P Ha komMyTaTop B. Tak
KaK Ha KoMMyTaTope B nmeeTcs netns, npobHblin nakeT P Bo3BpallaeTtcs Ha nopt N koMMyTatopa A.
[na 3aWuThbl 0CTaNbHOM YacTU CETN OT KOMMYyTaTopa C NeT/ei 4aHHbI KOMMYTaTop OTK/l0YaeT nopT
N.
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naea 11 OkpaHbl Monitor: Loop Guard

PucyHok 64 3awmta oT o6pa3oBaHua neTenb — NpobHbIA NakeT

A B

N =Pl

JaHHbI KOMMyTaTOp Takxe oTktuMT nopT N, ecnm NpobHbIV NakeT BepHeTCs Ha KoMmyTaTop A
yepes noboii gpyron nopt. Apyrnmm cnosamm, dyHKUMS 3aWmTbl OT o6pa3oBaHus nNeTesnb
3almaeT Takxke oT 06blYHbIX NeTesb B ceTU. Ha NnpuBeAeHHOM HMXKE PUCYHKE MOKa3aH npumep C
TpeMs KoMMyTaTopaMmu, obpasyrowmnMmn NeTao. Ha pucyHke Takxke nokasaH nyTb NPo6HOro naketa,
oTnpasnsiemMoro yHKUMeN 3awmTbl OT 0b6pasoBaHus neTenb. B AaHHOM npuMepe NpobHbI NakeT
otnpasnsietcs n3 N 1 Bo3BpallaeTcs Ha aApyroi nopT. Ecnv Ha nopty N BkIoueHa hyHKUUS 3aLLmThbl
OT obpasoBaHus netenb, [JaHHbIM KOMMyTaToOp OTKAUYMT NopT N nocne obHapyXeHns NPpo6HOro
nakeTta, BEPHYBLUErocs Ha KOMMyTaTop.

PucyHok 65 3awmta oT obpa3oBaHnsa neTenb — NeT/sa B CETH

11.1.1 O yeMm paccka3biBaeTCA B 3TOU rnaee

e JkpaH Loop Guard (pa3a. 11.2 Ha cTp. 78) oTobpakaeT COCTOSIHME 3awunTbl OT 0bpa3oBaHus
neTenb.

11.2 AkpaH Loop Guard

C nomouwbto 3kpaHa Loop Guard MOXHO NpOCMOTPeTb CBEAEHUS O COCTOSHMW 3alUnTbl OT
obpaszoBaHusa netenb. YTobbl OTKPLITE 3TOT 3KpaH, Bbibepute B MeHI0O Monitor > Loop Guard.
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maea 11 OkpaHbl Monitor: Loop Guard

PucyHok 66 SDkpaH Monitor > Loop Guard

Loop Guard

Status

g
=

Status Time Left (sec) Action
Mo Loop —
No Loop —
No Loop —
No Loop —
No Loop —
Mo Loop —
Mo Loop —

@ o~ ®m o B W R =

Mo Loop —

OnucaHune Kaxaoro u3 nosen npueeaeHo B Tabnuue Huxe.

Ta6nuua 35 SkpaH Monitor > Loop Guard

NONE OMNMUCAHUE

Loop Guard Status

Port B sTOM none otobpaxaetcs HoMep nopTa.

Status DTO None NoKasblBaeT COCTOSIHME.

Time Left (sec) | 3To none nokasbiBaeT OCTaBLleecs BpeMs B CeKyHAaX.

Action 3TO nosie nokasblBaeT AelcTBUE.
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JKpaHbl Monitor: Multicast

12.1 O630p

B aTOM pasaene pacckasbiBaetca 06 akpaHax Multicast, Bbi3biBaeMbix n3 meHio Monitor.

Ob6bluHO nepepaya IP-nakeToB NPOUCXOAUT OAHUM U3 ABYX CrOCO6OB: B pexuMme 04HOaApeCcHOMN
nepegayn (ot 1 otnpasuTens K 1 nonyyaTento) Uam B pexume wmnpokosewaHms (0T 1 oTnpaBuTens
BCEM MoslyyaTensm B ceTn). MHoroagpecHas paccbiika (Mnuv rpynnosas nepegaya) obecneumsaet
pocTtaBky IP-nakeToB onpegeneHHon rpynne XoCcToB B CETU.

MexceTeBol nNpoTokon ynpasneHus rpynnamm (Internet Group Management Protocol, IGMP)
npeacTtaBnseT cobol NpoToKO CETEBOrO YPOBHS, UCMOJIb3YyeMbIA ANS onpeaeneHns
NPUHAANEXHOCTM K rpynne MHoroagpecHon paccbiikn IPv4. [Ing nepeaayum nonb3oBaTeNbCKUX
AAHHbIX OH He ucnonb3yeTcs. Hdopmaumio o npotokone IGMP Bepcuii 1, 2 n 3 MOXHO HanTu
COOTBETCTBEHHO B cTaHaapTax RFC 1112, RFC 2236 n RFC 3376.

12.1.1 O yem paccka3sbiBaeTcsl B 3TOM rnaBe

e JkpaH IGMP (pa3a. 12.2 Ha cTp. 80) nokasbiBaeT MH(pOpMaLUIO O BUPTyasibHOM SIOKaNbHOM CeTH,
CTaTUCTMKY, CBEAEHMSA O rpynne U MaplpyTusaTope.

12.2 3kpaH IGMP

C NoMolLLbo 3TOro 3KpaHa MOXHO NMPOCMOTPETb MHMOPMALIMIO O Pa3NNYHBLIX DYHKLNAX
MHOr0aApPEeCHOM PaccChbifiKM AaHHOM0 KOMMyTaTopa.

12.2.1 3kpaH Vlan

C NoMoLbio 3TOr0 3KpaHa MOXHO NpoCcMoTpeTb MHdopMauuio o cet VLAN IGMP kommyTaTtopa.
YT06bI OTKPbLITL 3TOT 3KpaH, BbibepuTe B MeH0 Monitor > Multicast > IGMP > Vlan.

PucyHok 67 DkpaH Monitor > Multicast > IGMP > Vlan

VLN | Statstics | Grou | outer A

IGMP Vlan

[1

VLANID Operats Status  Router Ports Auto Learn

Quary I ast Member Query Nueriar
Retry Intarval{sec) Max. Response Intervalisec)  Count  Interval(sec) Status Version IP

1 Disable Enable 2 125 10 2 1 Mon-Querer

Total Entries:1
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naBa 12 3kpaHbl Monitor: Multicast

OnuncaHne Kaxaoro u3 nosemn npmneeaeHO B Tabnuue Huxe.

Tabnuua 36 SkpaH Monitor > Multicast > IGMP > Vlan

NMOnE OMUCAHME
VLAN ID OTob6paxaeT naeHTudpmnkaTop agaHHon cetn VLAN.
Operate Status OTob6paxkaeT COCTOSIHME onepauuu.
Router Ports Auto YKasblBaeT Ha TO, BKJ/IIOYEH /i1 A9 NOPTOB MapLipyTu3aTopa pexunm aBTo3anoMUHaHUS.
Learn
Query
Retry Moka3biBaeT KOMMYECTBO MOBTOPHbIX MOMbLITOK.
Interval [Toka3biBaeT NpoAO/HKUTENILHOCTb BPEMEHHOIO MHTEPBasa B CEKYHAAX.
Max. Reponse Moka3biBaeT MakCUMasibHbIi MHTEPBa OTK/AMKA B CEKYHAAX.

Interval(sec)

Last Member Query

Count OTobparkaeT 3HayeHme cyeTymka.
Interval(sec) [Moka3biBaeT NpoAO/IKMUTE/IbHOCTb BPEMEHHOIO MHTEPBAsa B CEKYHAAX.
Querier PaspelwaeT koMMyTaTOpy pacceinatk coobuweHns Tuna IGMP General Query cetsim VLAN
W NOAK/IOYEHHBIM XOCTaM MHOMOAAPECHOM PacChIKU.
Status DTO none ykasblBaeT Ha TO, ABNSeTCA Nn AaHHas 3anucb Querier nnm Non-querier.
Version 3T0 none nokasbiBaeT Bepcuio Querier Ang AaHHOW 3anucu.
IP 3710 none nokasbiBaeT IP-aapec Querier Ana AaHHOW 3anucu.
Total Entries 370 none otobpaxkaeT obuiee KOANMYECTBO 3anncen.

12.2.2 3kpaH Statistics

C NoMOLLbIO 3TOr0 3KpaHa MOXHO MPOCMOTPETbL CTAaTUCTUKY IGMP KOMMyTaTOopa. UTO6bI OTKPLITL 3TOT
3KpaH, BbibepuTe B MeH0 Monitor > Multicast > IGMP > Statistics.

PucyHok 68 DkpaH Monitor > Multicast > IGMP > Statistics
VAN | Statstics | Group | Routcr NN

IGMP Statictis

Refresh

Valid Invalid Other Leave Report  General Query Group-Spec Source-Spec Leave Report General Query Group-Spec Source-Spec
RX RX RX RX RX Query RX Query RX T T ™ Query TX Query TX
0 0 0 0

Port Reset

0 0

PR N S X O

LAG1T
LAG2
LAG3
LAGS
LAGS
LAGE
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OnuncaHne Kaxaoro u3 nosemn npmneeaeHO B Tabnuue Huxe.

Tabnuua 37 SkpaH Monitor > Multicast > IGMP > Statistics

NMOnE OMNMUCAHUE

Clear Haxxmnte Clear, 4To6bl BEpHYTbCS K 3aBOACKUM HaCTpoOMKaM.

Refresh Haxmnte Refresh, uto6bl 06HOBUTL CTpaHuuy.

Port B sToM none otobpaxaeTcs HoMep nopTa.

Total RX OTO nosie nokasbiBaeT obliee KOMMUYECTBO NPUHATBLIX 3anpoCoB.

Valid RX D70 nosie nokasbiBaeT obLlee KOIMYECTBO KOPPEKTHbIX 3arpocoB U3 ynucna
NMPUHSATBIX.

Invalid RX 370 nosne nokasbiBaeT obLiee KOIMYEeCTBO HEKOPPEKTHbBIX 3anpocoB U3
ymcna NpUHSTBIX.

Other RX OT0 nosie nokasbiBaeT obLiee KONMMYECTBO UHbIX 3arnpocoB U3 yucna
NPUHSATBIX.

Leave RX OTO nosie nokasbiBaeT obliee KONMMYECTBO 3anpocosB Tuna leave us yucna
NPUHSATBIX.

Report RX 3T0 none nokasbiBaeT obLiee KOMYEeCTBO 3anpocoB Tuna report n3 yncna

NPUHATbIX.

General Query RX

370 nosie nokasbiBaeT obliee KOMMYECTBO 3anpocoB obLiero xapakrepa
(general) n3 uncna NpuHATbIX.

Group-Spec Query RX

370 nosie nokasbiBaeT obLiee KOMMYECTBO 3aMpoCcoB C YKa3aHMEM rpynnbl U3
Yyncna NpUHATHLIX.

Source-Spec Query RX

370 noJsie Noka3biBaeT obLiee KONNYECTBO 3anpocoB C YKazaHMeEM NCTOYHUKaA
13 4yncna npuHATbIX.

Leave TX OTO0 nosie nokasbiBaeT obliee KONMMYECTBO 3anpocosB Tuna leave us yncna
OTMNpaBAEHHbIX.
Report TX OT0 nosie nokasbiBaeT obliee KOMYECTBO 3anpocoB Tuna report U3 ymcna

OTNpaBNEHHbIX.

General Query TX

D70 noJsie NokasbiBaeT obliee KOINYECTBO 3anpocoB obLero xapakTepa
(general) u3 ymMcna oTnNpaBfEHHbIX.

Group-Spec Query TX

370 nosie nokasbiBaeT obLiee KOMMYECTBO 3aMpoCcoB C YKa3aHMEM rpynnbl U3
Ynucna oTnpaB/iIEHHbIX.

Source-Spec Query TX

370 Nosie Noka3biBaeT obLiee KONNMYECTBO 3aNpPoCoB C YKa3aHWEM UCTOYHUKA
N3 4Yncna oTnpaBiEHHbIX.

Source-Spec Query TX

370 noJsie Noka3biBaeT obLiee KONNYeCTBO 3anpocoB C YKazaHMeEM NCTOYHUKaA
13 4Yncna oTnpaB/EHHbIX.

Reset Haxmunte Reset, 4uTob6bl N3MEHUTL HACTPOMKMU.
OK Haxxmnte OK, 4TO6bl NPUMEHNTL U3MEHEHMUSI.
Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.

82

Onuusi Reset B cTon6uUe Reset N03BoONSET yaanuTb paHee CyLecTBOBaBLUIEe NpaBuso.

Haxxmute OK 1 noaTBepamtTe BHOCUMbIE U3MEHEHUS HA BCMJbIBalLWEM 3KpaHe. Haxmute Cancel n
noaTeBepANTE OTMEHY M3MEHEHMN Ha BCMJ1bIBAOLLEM 3KpaHe.
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PucyHok 69 >SkpaH Mo

nitor > Multicast > IGMP > Statistics > Reset

Message from webpage

2|

:] Are you sure you want to do that?

| ok || Cancel

12.2.3 OkpaH Group

C noMoLbto 3TOr0 3KpaHa MOXHO NMPOCMOTpeTb MHbOopMaumio o rpynne IGMP koMMyTaTopa. YTobbl
OTKpPbITb 3TOT 3KpaH, Bbibepute B MeHio Monitor > Multicast > IGMP > Group.

PucyHok 70 2SkpaH Mo

IGMP Group

VLANID

Total Entries:0

nitor > Multicast > IGMP > Group

VLAN | Statistics | Groun | Router |

Group IP Address Member Ports Life(sec)

OnncaHmne Kaxaoro m3

noner NnpueBeneHo B Tabnmue HUXe.

Tabnuua 38 DkpaH Monitor > Multicast > IGMP > Group

MOnE OMNMUCAHUE

Clear HaxmuTe Clear, utobbl yaanuTb AMHaMUYECKME rpynmbl.

Refresh Haxmute Refresh, yto6bl 06HOBUTL CTpaHuLy.

VLAN ID OTob6paxaeT naeHTudunkaTop agaHHon cetn VLAN.

Group IP Address 3710 none otobpaxaet IP-agpec rpynneol.

Member Ports 370 none nokasbiBaeT NOPThI, SABASIOLWMECS YSIeHaMU rpynmbl.

Life(sec) OTobpaxaeT NpoAO/IHKUTENBHOCTL AENCTBUS BPEMEHHOIO MHTEPBana B CEKyHAAX.
Total Entries 3To none otobpaxkaeT obuiee KOANYECTBO 3anNnCen.

12.2.4 OkpaH Router

C MoMoLLbIO 3TOro 3KpaHa MOXHO nNpocMoTpeTb nHdopmaumio 06 IGMP-mapwpyTusaTtope
KOMMyTaTopa. YTobbl OTKpPbITb 3TOT 3KpaH, Bbibepute B MeHo Monitor > Multicast > IGMP >

Router.
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PucyHok 71 DkpaH Monitor > Multicast > IGMP > Router

IGMP Router

VLANID

Total Entries:0

Dynamic Router Ports Static Router Ports Forbidden Router Ports

Vian | Statisics | Group | Router |

OnuncaHne Kaxaoro u3 nosemn npmBeaeHO B Tabnuue Huxe.

Ta6bnuua 39 DkpaH Monitor > Multicast > IGMP > Router

MOnE OMNMUCAHUE
Refresh Haxmnte Refresh, uto6bl 06HOBUTL CTpaHuuy.
VLAN ID OTobparkaeT naeHTndukaTop aaHHon cetn VLAN.

Dynamic Router Ports

DTO nose NokasblBaeT AUHaMuyeckme NnopTbl MapwpyTusaTopa.

Static Router Ports

3T0 nose nokasbiBaeT CTaTUYecKMe NopThl MaplpyTusaTopa.

Forbidden Router Ports

DTO NoJie NoKa3bIBaET 3anpeLleHHble MopTbl MapLipyTM3aTopa.

Total Entries

84

3710 none otobpaxkaeT obLiee KOMNMYECTBO 3anuncen.
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JKpaHbl Monitor: Spanning Tree

13.1 O630p

B 3TOM pasgene pacckasbiBaeTca 06 akpaHax Spanning Tree, 40CTyNHbIX 13 MeHO Monitor.
JaHHbIn KOMMYyTaTop noagepXuBaeT NpoTOKO/ NoKpbiBaoLwero gepesa (Spanning Tree Protocol,
STP), o6Wwuii n BHyTpEHHMN NPOTOKON NokpbiBatowero gepesa (Common and Internal Spanning

Tree, CIST) 1 NpOTOKO/T HECKOJIbKMX 3K3EeMMAAPOB NoKpbiBawwero gepesa (Multiple Spanning Tree,
MST).

13.1.1 O 4yem paccka3blBaeTCA B 3TOM rnaBse

e DkpaH Spanning Tree (pa3a. 13.2 Ha cTp. 85) oTobpaxkaeT nHdopMauuto o HacTponkax CIST,
nopte CIST, HacTpolikax MST, nopte MST, ctatuctuke STP.

13.2 3KpaH Spanning Tree

C noMolLLbo 3TOr0 3KpaHa MOXHO NMPOCMOTPETb HACTPOMKM MPOTOKOSIa MOKPbLIBAKOLLErO AEpPEBa
KOMMyTaTopa.

13.2.1 AkpaH CIST

Ha 3ToM 3KkpaHe MOXHO MPOCMOTPETb HACTPOMKKM 3K3emnaspa npotokona CIST koMmyTaTopa. YTobbl
OTKpbITb 3TOT 3KpaH, Bbibepute B MeHo Monitor > Spanning Tree > CIST.
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PucyHok 72 2SkpaH Monitor > Spanning Tree > CIST

CIST | CISTPort | MST | MST Port | STP Statistics [

CIST Instance
State
Bridge ldentifier
Designated Root Bridge
External Root Path Cost
Regional Root Bridge
Internal oot Path Cost
Designated Bridge
Root Port
Remaining Hops

Last Topology Change

Disable

32768 M00:ED4C:00:00:00

0f 0/00:00:00:00:00:00

0

0f 0f00:00:00:00:00:00

0

0f 0/00:00:00:00:00:00

0in

OnuncaHne Kaxaoro u3 nosemn npmBeaeHO B Tabnuue Huxe.

Tabnuuya 40 SkpaH Monitor > Spanning Tree > CIST

NMOnEe OMNMUCAHUE

State 370 nosie oTobpa)kaeT COCTOSIHME.

Bridge YHUKanbHbI naoeHTUhUKATOP AaHHOTO MOCTa, COCTOSILLMIA M3 YPOBHS NpMOpUTETa MOCTa U
Indentifier MAC-agpeca.

Designate KopHeBOM MOCT COOTBETCTBYET OCHOBAHMUIO MOKPbIBAKOLEro AepeBa.

Root Bridge

External Root | CToMMoOCTb NyTK OT 3TOro MoCTa K KopHeBoMy MocTy CIST.

Path Cost

Regional Root
Bridge

KopHeBOW MOCT COOTBETCTBYET OCHOBAHMIO MOKPbIBAIOWEr0 AEPEBa.

Internal Root

CTOMMOCTb MYyTWU OT 3TOIO MOCTa K BHYTPEHHEMY pernoHasibHOMy KOPHEBOMY MOCTY.

Path Cost

Designated [ns KaXxxaoro cermeHTa SlokanbHOM ceTh BbibMpaeTcst Ha3HavyeHHbIN MocT. Cpeaun BCcex MOCTOB,
Bridge NOAKNIOYEHHbIX K JIOKA/IbHOW CeTK, 3TOT MOCT MMEEeT HAaUMEHbLUYIO CTOMMOCTb MYTU K KOPHIO.
Root Port Kaxablli 13 MOCTOB OCYLLECTB/ISIET CBSA3b C KOPHEM Yepe3 KOpHeBOW NopT. KOpHEBbIM NOPTOM

Ha AaHHOM KOMMYyTaTOpe SIBASIETCS MOPT C HAMMEHbLUEN CTOMMOCTLIO MYTU K KOPHI0. Ecnu
KOPHEBOro MopTa HET, TO AaHHbI KOMMyTaTOp CYMTAETCs KOPHEBLIM MOCTOM CETU
MoKpbIBAOWEro AepeBa.

Remanining
Hops

2To none 0T06pa>|<aeT KOJIMYECTBO OCTaBLLINXCA Nepexonos.

Last Topology
Change

NHdbopmauns 06 nameHeHMM TONOAOrMM HENOCPEACTBEHHO PacnpoOCTPaHSAEeTCs No BCeW ceTun oT
YCTPOWCTBA, BbI3BaBLUEr0 U3MEHEHME TOMOJIOTUN.

13.2.2 3xkpaH CIST Port

86

Ha 3ToM aKkpaHe MOXXHO NPOCMOTPETb CBEAEHUSA O COCTOSAHUU MopTa nokpbiBatwero gepesa CIST
KOMMyTaTopa. YTobbl OTKPbITb 3TOT 3KpaH, Bbibepute B MeHio Monitor > Spanning Tree > CIST

Port.
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PucyHok 73 2SkpaH Monitor > Spanning Tree > CIST Port

CIST Port Status
Indentifier External Internal Edge P2P
Port (Priority/ PathCost PathCost Designated Root Bridge E"‘ecr:::R”‘ Regional Root Bridge '"'eg":!:l“m‘ Designated Bridge Port  MAC  PortRole Port State
Port Id) Operation Operation ‘OperationOperation
32768/ 32768/ 327681 "
1 1281 200000 200000 FCF5:28:4F1C:20 0 FCF5:28:4F1C:20 0 FCF5:28:4F:1C:20 e Ves  Designated Forwarding
2 128/2 20000 20000 0/00:00:00:00:00:00 0 0/00:00:00:00:00:00 0 0/00:00:00:00:00:00 No Yes Disabe Disable
3 12813 20000 20000 0100:00:00:00:00:00 0 0100:00:00:00:00:00 0 0/00:00:00:00:00:00 No Mo Disabe  Disable
4 12874 20000 20000 0/00:00:00:00:00:00 0 0/00:00:00:00:00:00 0 0/00:00:00:00:00:00 No No Disabe Disable
5 12815 20000 20000 0100:00:00:00:00:00 0 0100:00:00:00:00:00 0 0/00:00:00:00:00:00 No Mo Disabe  Disable
] 128/6 20000 20000 0/00:00:00:00:00:00 0 0/00:00:00:00:00:00 0 0/00:00:00:00:00:00 No No Disabe Disable
7 12817 20000 20000 0100:00:00:00:00:00 0 0100:00:00:00:00:00 0 0/00:00:00:00:00:00 No Mo Disabe  Disable
8 128/8 20000 20000 0/00:00:00:00:00:00 0 0/00:00:00:00:00:00 0 0/00:00:00:00:00:00 No No Disabe Disable
LAGT 12879 20000 20000 0100:00:00:00:00:00 0 0100:00:00:00:00:00 0 0/00:00:00:00:00:00 No Mo Disabe  Disable
LAGZ 128710 20000 20000 0/00:00:00:00:00:00 0 0/00:00:00:00:00:00 0 0/00:00:00:00:00:00 No No Disabe Disable
LAG3 128711 20000 20000 0100:00:00:00:00:00 0 0100:00:00:00:00:00 0 0/00:00:00:00:00:00 No Mo Disabe  Disable
LAG4 128712 20000 20000 0/00:00:00:00:00:00 0 0/00:00:00:00:00:00 0 0/00:00:00:00:00:00 No No Disabe Disable
LAGE 128/13 20000 20000 0100:00:00:00:00:00 0 0100:00:00:00:00:00 0 0/00:00:00:00:00:00 No Mo Disabe  Disable
LAGE 128714 20000 20000 0/00:00:00:00:00:00 0 0/00:00:00:00:00:00 0 0/00:00:00:00:00:00 No No Disabe Disable
LAGT 128/15 20000 20000 0100:00:00:00:00:00 0 0100:00:00:00:00:00 0 0/00:00:00:00:00:00 No Mo Disabe  Disable
LAGE 128/16 20000 20000 0/00:00:00:00:00:00 0 0/00:00:00:00:00:00 0 0/00:00:00:00:00:00 No No Disabe Disable
OnuncaHmne Kaxxaoro n3 nonen npmnBeaeHoO B Tabnuue Huxe.
Ta6bnuua 41 SkpaH Monitor > Spanning Tree > CIST Port
Port B 3ToM none otobpaxaetcsa HoMep nopTa.
Indentifier 370 none otobpaxaeT naeHtTubukaTop (BXoaHOW NpuopuTeT / HOMep nopTa).

(Priority / Port Id)

External Path Cost | CTouMoCTb NyTn — CTOMMOCTb NepeAayvn Kaapa B /IOKaNbHY CeTb Yyepes 3TOT MnopT.
Operation [aHHoe 3HayeHne pekoMeHayeTCs BbiIbMpaTb B 3aBMCMMOCTM OT CKOPOCTU MocTa. Yem
MeAneHHee KaHasn, TeM Bbllle CTOUMOCTb.

Internal Path Cost | CToMMOCTb NyTH — CTOMMOCTb Nepefayun Kagpa B JIOKaAbHYIO CeTb Yepes 3TOT noprT.
Operation [aHHoe 3HayeHne pekoMeHAyeTCs BbiIbMpaTb B 3aBMCMMOCTM OT CKOPOCTU MocCTa. Yem
MeANneHHee KaHas, TeM Bbllle CTOUMOCTb.

Designate Root KopHeBOWM MOCT COOTBETCTBYET OCHOBaHWIO MOKPbIBAKOLWLEro AepeBa.
Bridge

External Root Cost | 3To none nokasbiBaeT CTOMMOCTb BHELUHEro MapLpyTa.

Regional Root KopHeBoOW MOCT COOTBETCTBYET OCHOBaHWIO MOKPbIBAKOLWEro AepeBa.
Bridge

Internal Root Cost | 9To none nokasbiBaeT CTOMMOCTb BHYTPEHHEro MapLupyTa.

Designated Bridge | [lns Ka»aoro cerMeHTa JSIoKasibHOM ceTu BbibnpaeTcs Ha3zHayeHHbI MocT. Cpeaun Bcex
MOCTOB, MOAK/IIOYEHHbIX K JIOKaSIbHON CETU, 3TOT MOCT MMEET HaUMeHbLUYIO CTOMMOCTb
NyTN K KOPHIO.

Edge Port [paHWYHbIN NOPT HEMEAIEHHO MEHSET CBOe NepBOHa4vasibHOe COCTosiHMeE Kak nopta STP ¢
Operation 610KMpYIOLLEro Ha NepecblnatoLlee, MUHYS COCTOSIHUS NPOCAYLUMBAHMS W 3aNOMUHAHUS,
cpa3y nocne Bbibopa 3TOro nNopTa B Ka4yecTBe rpaHNYHOro Uan nocsie n3MeHeHus
COCTOSIHUSI COEAMHEHUS Ha 3TOM NOPTY.

P2P MAC 970 nosie oTobpa)kaeT coCTosiHMe onepaunm Ha MAC-ypoBHe coeamnHeHnst P2P.
Operation

Port Role 3T0 nose oTobpa)kaeT COCTOSIHME pPOSsin NopTa.

Port State 370 none otobpaxaeT COCTOAHME nopTa.
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13.2.3 OkpaH MST

Ha 3ToM akpaHe MOXHO MPOCMOTPETb HAaCTPOMKM 3Kk3eMnasipa npotokona MST komMyTaTopa. YTobbl
OTKpbITb 3TOT 3KpaH, Bbibepute B MeHo Monitor > Spanning Tree > MST.

PucyHok 74 3SkpaH Monitor > Spanning Tree > MST

MST Instance

MET ID

State

Internal Root Cost
Designated Bridge
Root Port

Remaining Hops

Regional Root Bridge

Last Topology Change

CIST | CISTPort | MST | MST Port | STP Statistics RN

Disable

OnuncaHne Kaxaoro u3 nosemn npmneBeaeHO B Tabnuue Huxe.

Tabnuuya 42 SkpaH Monitor > Spanning Tree > MST

MOnE ONMUCAHUE
MST ID DTO YHMKasbHbIN NAeHTUdUKATOP AaHHOrO 3Kk3eMnnsipa MST.

BbibepuTe UnMcno M3 BbinajatoLllero cnucka, Ytobbl BbIBECTU pe3yrnbTaThl.
State 3710 none oTobpa)kaeT COCTOsIHME.

Regional Root
Bridge

KOpHeBOVI MOCT COOTBETCTBYET OCHOBaHWMIO NOKpbIBakOLWEro Aepesa.

Internal Root Cost

OTO nose nokasbiBaeT CTOMMOCTb BHYTPEHHEro MapLupyTa.

Designated Bridge

[Ons Kaxporo cerMeHTa JioKanbHON ceTu BbibupaeTcsa Ha3HayeHHbI MocT. Cpeaun Bcex
MOCTOB, MOAKJ/IIOYEHHbIX K JIOKasIbHOM CeTU, 3TOT MOCT MMEET HauMeHbLUY CTOMMOCTb
NMyTU K KOPHIO.

Root Port

Kaxabli 13 MOCTOB OCYLLECTB/ISET CBSA3b C KOPHEM Yepe3 KOpHEBOM NopT. KopHEBbIM
NMOPTOM Ha AAHHOM KOMMYyTaTope SIBASETCS MOPT C HaMMEeHbLUENW CTOMMOCTLIO MYTU K
KOpHt0. ECnu KOpHEBOro nopra HeT, TO AaHHbIN KOMMYTaTOp CYUMTAETCS KOPHEBbLIM
MOCTOM CETM MOKpPbIBAOLLEro AepeBa.

Remanining Hops

3T0 none 0T06pa>|<aeT KOJTIMYECTBO OCTaBLUMNXCA Nepexonos.

Last Topology
Change

WHdbopMauus 06 M3MeHEeHUN TOMONOrMM HEMOCPEeACTBEHHO PacnpoCTPaHseTcs Mo BCel
CeTW OT YCTPOWCTBaA, Bbl3BaBLUEr0 U3MEHEHWNE TOMONOMUMU.

13.2.4 3AkpaH MST Port

88

Ha 3ToM 3KkpaHe MOXHO NMPOCMOTPETbL CBEAEHUSI O COCTOSHUM NOpTa NoKpbiBawLwero gepesa MST
KOMMyTaTopa. YTobbl OTKPbITb 3TOT 3KpaH, Bbibepute B MeHo Monitor > Spanning Tree > MST

Port.
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PucyHok 75 2SkpaH Monitor > Spanning Tree > MST Port

MST Port

MST ID

) (Pri::i(:ym."‘ﬂ:l‘l)
1 1 1284
1 12812
1 12873
| 12804
1 12865
1 1285
1 1287
1 1268
Lagt 1 1288
|
|
1
1
1
1
1

G m o s Wl

LAG2 12610
LAGS 1261
LAGS 12812
LAGS 12813
LAGE 12614
LAGT 12815
LAGE 12818

Internal Path Cost{Operation) Regional Root Bridge Internal Root Cost Designated Bridge Port Role Port State

CIST | CISTPort | MST | ST Port | STP Statisties |

it i

OnuncaHne Kaxaoro u3 nosemn npmneeaeHO B Tabnuue Huxe.

Tabnuua 43 SkpaH Monitor > Spanning Tree > MST Port

NMOnE OMNMUCAHUE
MST ID DTO YHMKasbHbIN NAEHTUdUKATOP AaHHOrO 3Kk3eMnnsipa MST.
BbibepuTe uncno 13 Bbinajatowero crnucka, YTobbl BbIBECTU pe3ynbTaThbl.
Port B 3Tom none otobpaxaetca HoMep nopTa.
MSTI ID CeasbiBaHne VLAN c KOHKpPETHbIM 3K3eMMISipoOM nokpbiBatowero gepesa (MSTI).

Bnarogaps MSTI MOXHO MCnonb3oBaTh O4HO M TO Xe NOKPbIBaloLWee AepeBo AN
Heckonbkux cetei VLAN.

Indentifier (Priority
/ Port Id)

370 none otobpaxkaeT naeHTUdUKaTop (BXOAHONM NpuopuTeT / HOMEp nopTa).

Internal Path
Cost(Operation)

CTOMMOCTb NMYTW — CTOMMOCTb NepeAayn Kaapa B NoKasbHYO CeTb Yepes 3TOT NopT.
[aHHOe 3HauyeHne peKoMeHAyeTcs BbibupaTb B 3aBUCMMOCTU OT CKOPOCTU MOCTa. YeM
MeAJIeHHee KaHas, TeM Bbllle CTOMMOCTb.

Regional Root
Bridge

KOpHeBOVI MOCT COOTBETCTBYET OCHOBaHWMIO NOKpbIBakOLWEro Aepesa.

Internal Root Cost

OTO nose nokasbiBaeT CTOMMOCTb BHYTPEHHEro MapLipyTa.

Designated Bridge

[Ons Kaxporo cerMeHTa JioKanbHON ceTu BbibnMpaeTcsa Ha3HayeHHbIM MocT. Cpeaun Bcex
MOCTOB, MOAKJ/IIOYEHHbIX K JIOKasIbHOM CeTU, 3TOT MOCT MMEET HauMeHbLUY CTOMMOCTb
MyTU K KOPHIO.

Port Role

3T0 none oTobpaxkaeT COCTOSTHUE Posiv nopTa.

Port State

370 none otobpaxaeT COCTOsiHME nopTa.

13.2.5 JkpaH STP Statistics

MpoTokon (R)STP o6HapyXunBaeT 1 pa3pbiBaeT ceTeBble NeTIN U obecneunBaeT Hannume 3anacHbixX
KaHafioB Mex/ay KOMMyTaTopaMu, MOCTaMu Uau MapLupyTtusatopamu. OH NO3BONSET KOMMyTaTopy
B3aMMOAEeNCTBOBaTh C ApYrMMM YCTPOWCTBaMu, noaaepxmusaowmnmm npotokon (R)STP, 6narogaps
yeMy [O0CTUrAEeTCs HaMumne TONbKO OAHOr0 MyTU MexAay NobbiMU ABYMS CTaHUMAMU B CETHU.

KomMMyTaTop noaaepxuBaeT 6bICTpbI NPOTOKON NOKpbiBatowero aepesa RSTP, onpeaeneHHbin

ctaHaaptoMm IEEE 802.1w. OH obecneuymnBaeT 60s1ee 6bICTPYHO CXOAMMOCTb MOKPbIBAKOLWEro AepeBa
no cpaBHeHUto ¢ STP (u B TO e BpeMs 06paTHO COBMECTUM C MOCTaMu, NOAAEPXKMBAKOLWNMUN TOSIbKO
npoTtokon STP). Mpu ncnonb3oBaHmn RSTP nHdpopMaums 06 nM3MeHeHNM TONOSOrnKn

PykoBoacTBo nonb3oBartens ana cepun GS1900
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maBa 13 OkpaHbl Monitor: Spanning Tree

90

HenocpeaCTBEHHO pacnpoCTpaHseTcs No BCel CeTM OT yCTPOWCTBA, BbI3BaBLUErO N3MEHEHNE
Tonosormn. Mpu ncnonb3osaHmn STP ang atoro Tpebyetca 6onbliee BpeMs, Tak Kak YCTPOMUCTBO,
Bbl3BaBlLUee U3MEHEeHMe TOMoJ0rnun, Npexae Bcero yeegomsnsieT 06 3ToM KOpHEBOM MOCT, KOTOpPbIA B
CBOIO o4yepeab pacrnpocTpaHseT naMmeHeHume no cetn. Kak B RSTP, Tak n B STP ocyllecTBnsieTca
yAaneHne HEHYXXHbIX MoJlydeHHbIX agpecoB M3 6a3bl gaHHbIX duabTpaunun. Npu Mcnonb3oBaHum
RSTP nopT MoXxeT HaxoamTbcs B cocTtosHuax Discarding, Learning n Forwarding.

NMpnMeyaHne: B .aHHOM pyKOBOACTBE NOJ1b30BaTeNs YNOMUHAHUeE «STP» 0OTHOCUTCS Kak K
npotokony STP, Tak n K npotokony RSTP.

Ha aToM akpaHe MOXHO NMpPOCMOTPETb CTaTUCTMKY NPOTOKONA NnokpbiBatowero gepesa (STP)
KOMMyTaTopa. YTobbl OTKpbITb 3TOT 3KpaH, Bbibepute B MeHio Monitor > Spanning Tree > STP
Statistics.

PucyHok 76 2SkpaH Monitor > Spanning Tree > STP Statistics
CIST | CISTPort | WsT | WST Port | sTp statistics [

STP Statistics

Configuration BDPUs TCN BDPUS Received MSTP BOPUS Received Configuration BDPUs
Received Transmitted

0 0 0 0 0 168568
666

Port TCH BDPUs Transmitted MSTP BDPUs Transmitted

-~ e s W N

LAG1
LAG2
LAG3
LAG4
LAGS
LAGE
LAGT
LAGE

oo oo oo o0oo0oc oo o oo
© o oo oo ooooooooo
oo oo oo o0oo0oc oo o oo
© o oo oo ooooooooo
oo oo oo o0oo0oc oo o oo
© oo oo ooooooooo

OnuncaHne Kaxxaoro u3 rnonen npuBeaeHo B Tabnuue Huxe.

Tabnuua 44 SkpaH Monitor > Spanning Tree > STP Statistics

NMOnEe OMUCAHUE

Port B 3Tom none otobpaxaetca HoMep nopTa.

Configuration DTO nose nokasbiBaeT KOMYECTBO NPUHSATBIX KOHMUIYypaUMoHHbIX Kagpos BDPU.
BDPUs Received

TCN BDPUs DTO none nokasbiBaeT KOMYeCTBO NPUHATbIX kagpos BDPU TCN.

Received

MSTP BDPUs DTO nosne nokasbiBaeT KOIMYECTBO NPUHATbLIX kagpos BDPU MSTP (Multiple Spanning
Received Tree Protocol).

Configuration 3TO0 Nosie NokasbliBaeT KOMYECTBO NepefaHHblX KOHPUrypaumoHHbIX kKaapos BDPU.
BDPUs Transmitted

TCN BDPUs DTO noJsie nokasbiBaeT KONUYECTBO NepeaaHHbixX kagpos BDPU TCN.

Transmitted

MSTP BDPUs OTO nosie NoKa3sbIiBaET KOJIMYECTBO NepeaaHHbix kaapos BDPU MSTP (Multiple Spanning
Transmitted Tree Protocol).

PykoBogcTtBo nonb3oatens ans cepun GS1900



JKpaHbl Monitor: LLDP

14.1 O630p

B aTOM paspgene pacckasbiBaeTcs 06 akpaHax LLDP, Bbi3biBaeMbix U3 MeHi0 Monitor.

MpoTokon obHapyxeHus kaHanbHoro ypoBHs (Link Layer Discovery Protocol, LLDP), onucaHHbIn B
ctaHpapte IEEE 802.1ab, no3BonseT yCTpoMCTBaM siokanbHOW ceTn, noaaep>xmeatowmm LLDP,
obMeHnBaTbCa MHpOPMaLMen 0 HacTporkax. DTO noMoraeT n3baBmTbCs OT Npobnem, BblI3BaHHbIX
HECOOTBETCTBMEM HaCTpOeK.

14.1.1 O 4yem paccka3blBaeTCA B 3TOM rnaBse

e JkpaH LLDP (pa3a. 14.2 Ha cTp. 91) oTobpaxkaeT CTaTUCTMKY, MHPOPMaUMio 06 yaaneHHbIX
YCTPOMCTBax 1 neperpyske.

14.2 3kpaH LLDP

DTOT NYHKT OTKPbIBAET 3KpaH, NMO3BONSAIOLWMI NpocMaTpmBaTb NapaMeTpbl LLDP kommyTaTtopa. LLDP
NMo3BOJISIeT CeTeBbIM YCTpOlMCTBaM cooblaTb 0 CBOEM MPUCYTCTBUM M BO3MOXHOCTAX APYIMM
YyCTPOWMCTBaM B /IOKaNbHOM ceTu. Kpome TOro, OH No3BOASIET COXPaHATb U OBHOBAATb MHOPMaLMIO
06 ycTpoincTBax, HenocpeaACTBEHHO MOAKJIOYEHHbIX K JAHHOMY YCTPOWCTBY.

14.2.1 3kpaH Statistics

Ha sTOM akpaHe MOXHO MpPOCMOTPETb MMob6anbHY CTaTUCTUKY M CTaTUCTMKY MO NopTaMm Ans
npotokona LLDP koMMyTaTopa. YTo6bl OTKpbITh 3TOT 3KpaH, BbibepuTe B MeH0o Monitor > LLDP >
Statistics.
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naBa 14 OkpaHbl Monitor: LLDP

PucyHok 77 2SkpaH Monitor > LLDP > Statistics

Remote O

Refresh

Global Statistics
Insertions
Deletions
Drops

Age Outs
LLDP Port Statistics

TX Frames
Total
0
12

@ N e e W N
o o o oo o

RX Frames RXTLVs RX Ageouts
Total Discarded Errors Discarded Unrecognized Total
0 0

oo oo oo o o
o o o oo o oo
o o o oo oo

o o o oo o oo
o o o oo o oo

o
0
0
0
0
0
o

OnuncaHne Kaxaoro u3 nosemn npmneBeaeHO B Tabnuue Huxe.

Tabnuua 45 SkpaH Monitor > LLDP > Statistics

NMOnE OMUCAHME
Clear YT106bl OUMCTUTL CTAaTUCTUKY, HaxmuTe Clear.
Refresh Haxmunte Refresh, yto6bl 06HOBUTL CTpaHuLy.

Global Statistics

Insertions 3TO0 nosie NOKa3bIBAET KOJIMYECTBO ONepaLnin BCTaBKW.

Deletions 3T0 noJie Noka3bliBaeT KOSIMYECTBO onepauunii yaaneHus.

Drops 3T0 noJsie NOKa3blBAET KOMIMYECTBO C/lyyaesB oTOpacbiBaHUS.

Age Outs 3T0 noJie NokasbliBaeT KONMYECTBO Cly4aeB ycTapeBaHus.
LLDP Port Statistics

Port B 3TOM none otobpaxkaeTcs Homep nopra.

TX Frames Total

3T0 none nokasbiBaeT obliee KONNYECTBO NepeaaHHbiX kaapos LLDP.

RX Frames Total

3TO nose nokasbliBaeT obuiee KOANMYECTBO npuweawmnx kaapos LLDP.

RX Frames DTO nosne rnokasbiBaeT obuee KOMMYeCcTBo oTOpoLEeHHbIX kKaapos LLDP 13 uncna
Discarded npuLeaLwmnX.

RX Frames 3T0 none nokasbiBaeT KONNMYecTBo OWnBOK B NOCTYNMBLINX Kagpax LLDP.

Errors

RX TLVs 3T0 nosne nokasblBaeT KOINYeCcTBO OT6poLeHHbIX kKaapos TLV LLDP u3 yncna npuHATbIX.
Discarded

RX TLVs 3T0 Nosie NoKasbiBAET KOSIMYECTBO HEPACMNO3HaHHbIX kaapos TLV LLDP u3 uncna
Unrecongnized MPUHATBIX.

RX Ageouts OTO none nokasbiBaeT obuiee KOMYECTBO Clly4aeB ycTapeBaHusa coobueHnin LLDP u3
Total

4Yynucna NpUHATHLIX.

14.2.2 3kpaH Remote Information

92

Ha aTOM akpaHe MOXHO NMpOCMOTPEeTb CBeAeHust 06 yaaneHHbIX yCTponcTBax, cobpaHHbie
KOMMYTaTopoM no npotokony LLDP. YTo6bl OTKpbITb 3TOT 3KpaH, Bbibepute B MeHio Monitor > LLDP
> Remote Information.

PykoBogcTtBo nonb3oatens ans cepun GS1900
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PucyHok 78 3SkpaH Monitor > LLDP > Remote Information
Statistics Remote Information Overloading

Remote Device

Local Port Chassis ID Subtype Chassis ID Port ID Subtype PortID System Name Timeto Live Action
13 MAG address GO 5D4EAT 08D Locally assigned ] 113 a

OnuncaHne Kaxaoro u3s nosemn npmBeaeHO B Tabnuue Huxe.

Ta6nuua 46 SDkpaH Monitor > LLDP > Remote Information

MNOJE OMNCAHME

Local Port 3T0 nose nokasbliBaeT SIOKaNbHbIA MOPT.

Chassis ID Subtype | 3To none nokasbiBaeT NoATUN MAEHTUdUKATOPA LWACCH.

Chassis ID 370 none otobpaxaeT naeHTMdUKaTop waccu.

Port ID Subtype OTO none nokasbiBaeT NOATUN uaeHTUdKUKaTopa nopra.

Port ID 3710 none otobpaxaeT naeHTUdUKaTOp nopTa.

System Name B sTOM none otobpaxaeTcs MMA-ONMCaHMe KOMMyTaTopa, C MOMOLLbIO KOTOPOro ero

MOXHO MAeHTUdULUMpPOBaTb.

Time to Live DTO Mosie rnokasbiBaeT CPOK XM3HM AAHHOM 3anucu.

Action
Detail Haxmute Detail, yTo6bl BEIBECTM AONONHUTENBHYIO MHOPMALMIO O TeKyLLEeNn 3anncu.
Delete Haxxmunte Delete, yTobbl yaannTb TEKYLLYO 3anuch.

14.2.3 JkpaH Overloading

C NoMOLLbI0 3TOF0 3KpaHa MOXHO MPOCMOTPETbL CBeAeHUs O rneperpyske noptos LLDP komMmyTaTopa.
YT106bI OTKPbITL 3TOT 3KpaH, BbibepuTe B MeHi0 Monitor > LLDP > Overloading.

PucyHok 79 3SkpaH Monitor > LLDP > Overloading

g T
Port Overloading
port _Total Left to Send stat Bytes Detail
(Bytes) (Bytes) s Mandatory MED MED MED Network  MED Extended Powervia  802.3 Optional MED 8024 TLVs
TLVs Capabilities Location Policy MDI TLVs TLVs Inventory B

Mot
Overloading

Mot
Overloading 21(Transmitted) 9(Transmitted) (Transmitted)

Not - y g
Overloading 21(Transmitted) 9(Transmitted) (Transmitted)
8

Mot
vl 21(Transmitted) 9(Transmitted) {Transmilted)

Not . " g
Overloading 21(Transmitted) 9(Transmitted) (Transmitted)
Not . § g
Overloading 21(Transmitted) 9(Transmitted) (Transmitted)

Mot 8
Ovilixainnj 21(Transmitted) 9(Transmitted) {Transmitted)

Mot g E
Overloading 21(Transmitted) 9(Transmitted)

8

i ® 450 (Transmitted)
8

21(Transmitted) 9(Transmitted)
2 38 1450
3 ] 1450
4 38 1450
5 38 1450
6 38 1450
7 38 1450

8 38 1450

8
(Transmitted)

OnuncaHne Kaxaoro u3s nosemn npmnBeaeHO B Tabnuue Huxe.

Tabnuua 47 SkpaH Monitor > LLDP > Overloading

NMOnEe OMUCAHME

Port 3To nose naeHTMdUUMpyeT NopT, CBEAEHMSI O KOTOPOM O0TO6paakTcs B AaHHbIN
MOMEHT.

Total (Bytes) 3To nose nokasbiBaeT 0bwmin ob6bem B baliTax.

Left to Send (Bytes) | DTo none nokasbiBaeT KOM4YeCcTBO 6aNTOB, KOTOPbIE OCTaNOCh OTNPaBUTb.

Status DTO Mnose yKasbiBaeT, HaXOAUTCSA /IM KOMMYTaTOp B COCTOSIHUM MEperpysKu.
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Ta6nuua 47 DkpaH Monitor > LLDP > Overloading (npogomkeHue)

NMOnE ONMUCAHUE
Bytes Details 3T0 none nokasbiBaeT KONMYecTBo 6anT, MCNonb3yeMblX CTPyKTypammn TLV
Mandatory TLVs | 3To none nokasblBaeT KONMYeCcTBO 6anT, ncrnonb3lyembix 06s3aTeflbHbIMKU CTPYKTYpaMu
TLV
MED Capabilities | 3To none nokasbiBaeT KOANYECTBO 6aNT, NCNonb3yeMbiX GyHKUNAMK pacwumnperns MED.
MED Location DTO nosie nokasblBaeT KoM4YecTBo 6anT, MCNonb3yeMbix PYHKLNEN MECTOMONOXEHMUS
MED.
MED Network 3T0 noJie NokasbliBaeT KONNYeCTBO 6anT, NCNONb3yeMbIX PYHKUMEN CeTEBLIX NOANTUK
Policy MED

MED Extended 3T0 nosie nokasbiBaeT KOMMYECTBO 6aiT, MCnonb3yeMblix DYHKUNEN pacliMpeHHOro
Power via MDI nuTaHus yepes MDI MED.

802.3 TLVs 3T0 none nokasblBaeT KoNnmyecTso 6anT, ncnonb3yembix CTpykTypamm TLV 802.3.
Optional TLVs DTO nosie nokasblBaeT KONMYecTBo 6anT, UCNOJb3YEMbIX OMNLMOHANbHBIMU CTPYKTYpPaMu
TLV

MED Inventory DTO noJsie NokasblBaeT KOMYecTBo 6alT, UCMONb3yeMbIX UHCTPYMEHTaMMU
MHBeHTapusauun MED.

802.1 TLVs 3To none nokasbliBaeT KONMYecTBO 6alT, Mcnonb3yembix CTpykTypamm TLV 802.1.
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JKpaHbl Monitor: Security

15.1 O630p

B aTOM pasgene pacckasbiBaetca 06 akpaHax Security, Bbi3biBaeMbix n3 meHio Monitor.

OTOT NYHKT OTKPbIBAET 3KPaH, NO3BONAOWMNN NPOCMOTPETb HACTPOMKK U CBEAEHUS O CTaTUCTUKE
Tpadumka, cogepxxalime noapobHyto nHpopmaumio 06 onpeaeneHHbIX onepaumsx.

15.1.1 O 4yem paccka3bliBaeTCA B 3TOM rnaBse

e DkpaH Port Security (pasa. 15.2 Ha cTp. 95) noka3sbiBaeT rnobanbHyo nHbopMaumio u
MHbOpPMaUmMIo 0 nopTax.

e JkpaH 802.1X (pa3a. 15.3 Ha cTp. 96) nokasbiBaeT MHGOpMaLMIO O NoOpTax U XocTax,
npoweawmnx ayTeHTudmnKaumto.

15.2 3kpaH Port Security

CpeacTBa 6€30MacHOCT NOPTOB MO3BOJSIOT Pa3pelnTb NPOXOXAEHWEe Yepe3 NopT KOMMyTaTopa
TOJIbKO NaKeToB C AMHAMUYECKM nonyvyeHHbiMM MAC-agpecamu n/mnm HaCTPOEHHbIMU CTaTUHECKUMU
MAC-agpecamu. [JaHHbI KOMMYTaTOp MOXET 3arnoMHUTL B obLiel cnoxHocTu Ao 8 Teic. MAC-
aapecos, 6e3 orpaHM4YeHUn Ha KOMYeCcTBO 3anoMMHAEMbIX aApecoB Ha OAMH nopT; obliee
KONIMYEeCTBO XpaHUMbIX B cucteMe MAC-agpecoB He MoXeT npesblwaTtb 8 Toic. Ctatnyecknin MAC-
aapec MoOXeT 6blTb Ha3HayeH NopTy, AaXe eCnn ANS Hero Bka4veHa pyHkumsa 6e3onacHoCcTu;
yKaszaHHas @yHKUUA BAUSET Ha BbINOSIHEHNE ONepauni, CBA3aHHbIX C U3YHYEHNEM N 3aNOMUHAHUEM
AnHamnyeckmnx MAC-agpecoB. Ecnu obuiee konnyecTso 3anucer B Tabnmue MAC-agpecos 4OCTUINO
8 TbiCAY, TO BO3MOXHOCTb HasHayeHns ctatndecknx MAC-agpecos nponajaer.

C NOMOLLbI 3TOro 3KpaHa MOXHO NMPOCMOTPETb HAaCTPOMKK 6e30nacHOCTM NOPTOB KOMMyTaTopa.
YT06bI OTKPbLITL 3TOT 3KpaH, BbibepuTe B MeHio Monitor > Security > Port Security.
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PucyHok 80 >SkpaH Monitor > Security > Port Security

Global
Status
Port
Port Status
1 Disable
2| Disable
3 Disable
4 Disable
5 Disable
6 Disable
7 Disable
8 Disable
LAG1 Disable
LAG2 Disable
LAG3 Disable
LAG4 Disable
LAGS Disable
LAGE Disable
LAGT Disable
LAGS Disable

Port Security

Disable

Max MAC Entry Number Current Addr Number Action
Unlimited
Unlimited
Unlimited
Unlimited
Unlimited
Unlimited
Unlimited
Unlimited
Unlimited
Unlimited
Unlimited
Unlimited
Unlimited
Unlimited
Unlimited
Unlimited

o o oo oo oo oo oo oo oo

OnuncaHne Kaxxaoro w3 rnonen npuBeaeHo B Tabnuue Huxe.

Tabnuua 48 DkpaH Monitor > Security > Port Security

MOnE ONMUCAHUE
Global
Status 3To none otobpa)kaeT COCTosIHME rnobanbHON ynpaBnstowen nHpopmaummn.
Port
Port B 3ToM none otobpaxaeTcs HoMep nopTa.
Status 370 none otobpaxaeT COCTOsAHME ynpasasowen nHdopmaumm Ha ypoBHe NopToB.
I\N/Iaxmtl\)/IéAC Entry [Moka3sbiBaeT MakcMMasnabHO A0oNyCcTUMoe kKonnvectso MAC-agpecoB. MakcMManbHO
u r

LOMnycTMMoe Konnyectso MAC-aApecoB MOXET 6biTb 3aHECEHO B MaMATb A5 OTAENbHbIX
NnopToB.

Current Addr
Number

370 none otobpaxaeT KONMYeCTBO TeKyLMX afpecoB.

Action

D70 nose NokasbiBaeT AENCTBUSA, KOTOPbIe KOMMYTATOP BbINOJIHAET HaA
accouMMpOBaHHbLIMU NMOTOKaMM KNaccuduLMpoBaHHOIo Tpaduka.

15.3 3kpaH 802.1X

C MoOMOLLbIO 3TOr0 3KpaHa MOXHO MPOCMOTPETb HACTPoMku 6esonacHocTn 802.1x KoMMyTaTopa.

15.3.1 OkpaH Port

C NoMOoLLbI0 3TOro a3KpaHa MOXHO NPOCMOTPeTb COCTOsAHMe nopToB 802.1x KoMMyTaTopa. YTobbI
OTKpPbITb 3TOT 3KpaH, Bbibepute B MeHto Monitor > Security > 802.1X > Port.

96
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'maBa 15 OkpaHbl Monitor: Security

PucyHok 81 SkpaH Monitor > Security > 802.1x > Port

Port [ Authenticated Hosts |
Port Status
Port Status
1
2
3
4
5
[
7
3

OnucaHne Kaxaoro u3 nosen npmeeaeHo B Tabnuue Huxe.

Tabnuua 49 SkpaH Monitor > Security > 802.1x > Port

MOnE ONMUCAHUE

Port 3T0 none naeHTMPUUMpPYeT NOpT, CBEAEHUS O KOTOPOM 0TOBpaxatTcs B AaHHbIV
MOMEHT.

Status 370 none otobpaxaeT cCoCTosiHME nopTa.

15.3.2 3kpaH Authenticated Hosts

C NoMOoLLbIO 3TOFO 3KpaHa MOXHO NMPOCMOTPETb COCTOSTHME XOCTOB, NOAK/IIOYEHHbIX K KOMMYTaTOpy U
npoweawmx ayTeHTMdunKaunto cornacHo ctaHaapty 802.1x. YTobbl OTKPbITh 3TOT 3KpaH, Bbibepute
B MeHi0 Monitor > Security > 802.1X > Authenticated Hosts.

PucyHok 82 SkpaH Monitor > Security > 802.1x > Authenticated Hosts

Port | Authenticated Hosts

Status

User Name Port Session Time Authentication Method MAC Address

OnuncaHne Kaxaoro u3 nosemn npmneeaeHO B Tabnuue Huxe.

Tabnuuya 50 SkpaH Monitor > Security > 802.1x > Authenticated Hosts

MOnE ONMUCAHUE

User Name 370 none otobpaxaeT MM Nosb3oBaTens.

Port OTO none naeHTMdUUNPYET NOPT, CBEAEHUS O KOTOPOM OTO6paxarTCs B AAHHbIN
MOMEHT.

Session Time 370 none otobpaxaeT BpeMs Ceccuu.

Authentication DTO none nokasbiBaeT MeToA ayTeHTudukaumm.

Method

MAC Address B sToM none otobpaxaetcs MAC-agpec UCTOYHUKA ANS NPUBS3KW.
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JKpaHbl Monitor: Management

16.1 O630p

B 3ToM pa3aene pacckasbiBaetcs 06 skpaHax Management, Bbi3biBaeMbix B MeHio Monitor.

B faHHOI rnaBe oNMCbIBAETCS, KaK MPOCMOTPETb HACTPOMKU yNpaB/ieHUsl KOMMYTaTOPOM.

16.1.1 O yem paccka3blBaeTCA B 3TOM rnaBse

e DkpaH Syslog (pa3a. 16.2 Ha cTp. 98) aeMoHCTpUpyeT onunm Bbibopa GuabTPOB XypHana u
NoKasblBaeT CUCTEMHbIN XYpHan.

e JkpaH Error Disable (pa3a. 16.3 Ha cTp. 99) noka3biBaeT rnobasibHble HACTPOMKU U HACTPOMKMN
nopToOB.

16.2 3kpaH Syslog

C NOMOLLbI0 3TOro 3KpaHa MOXHO NMPOCMOTPETb HACTPOMKM YNpaB/ieHNs CUCTEMHbIM XYpPHasioM
KOMMyTaTopa. YTobbl OTKPbITh 3TOT 3KpaH, Bbibepute B MeHo Monitor > Management > Syslog.

PucyHok 83 >SkpaH Monitor > Management > Syslog

Syslog
Logging Filter Select
Target © Buffered ' Flash
Severity
Available Acting
emerg
alert
) crit
error
warning
& |notice
info
debug
Show System Log
No. Timestamp Category Severity Message
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OnuncaHne Kaxaoro u3 nosemn npmneeaeHO B Tabnuue Huxe.

Tabnuua 51 SkpaH Monitor > Management > Syslog

NONE

OMUCAHME

Logging Filter Select

Target BbibepuTe oamH 13 sapuaHTos — Buffered nnn Flash.
Buffered: BxoAHble AaHHblE COXPAHAKOTCS BO BPEMEHHOW MaMaTH.
Flash: BxoaHble AaHHble COXPaHAIOTCA B MOCTOSIHHOW MaMsTy.
Severity OTo none npeanaraeTt Ha BbIbop ABa BapuaHTa: Available n Acting.
Severity type (YpoBeHb cepbe3HOoCTH): crit (KpUTUYHBIN), emerg (4Ype3BblyanHas
cutyaums), alert (TpeBoxHoe onoBelleHue), error (owmbka), warning
(npeapynpexaeHue), notice (yBenomnenue), info (MHpopmMaumoHHoe cooblieHne) m
debug (oTnapgouHoe coobuieHue).
Available Haxmunte <, 4To6bI NEpeHecTM ypoBeHb cepbe3HOCTM U3 nons Acting B none Available.
Haxxmunte >, yTo6bl NEPEHECTN YPOBEHb CEPbE3HOCTM B nosie Acting us nons Available.
Acting Haxmute <, yTo6bI NEpeHecTn ypoBeHb cepbe3HOCTM M3 nonsa Acting B none Available.
Haxmunte >, 4To6bl NEepeHecTn ypoBeHb cepbe3HOCTM B nosie Acting ns nons Available.
> Haxmute >, yTo6bI NEPEHECTN YPOBEHb Cepbe3HOCTM B nosie Acting us nons Available.
< Haxmnte <, 4To6bI NEpeHecTn ypoBeHb cepbe3HOCTM M3 nons Acting B none Available.
View Haxmute View, uTo6bl NoKkasaTb pe3ynbTaTbl.
Clear Haxmute Clear, 4Tobbl O4YNCTUTL pe3yabTaTbl.

Show System Log

C nomoubio NpoTOKOa syslog ycTponcTBa MOryT nepecbiiate no IP-cetn nsBewweHns o
cobbITuaX cepBepam syslog, cobuparowmm nHbopmaumto o cobbiTuax. YCTpoincTea €
noaAepxKol syslog No3BonsitoT reHepMpoBaTh COOBLLEHUS Syslog M OTNPaBASTb UX Ha
cepsep syslog.

No. 3T0 Nosie coaepXUT HOMEP XypHasna, KOTopbli oTobpa)kaeTca B AaHHbIN MOMEHT.
Timestamp 3T0 nosie NokasbiBAaeT BPEMEHHYIO METKY.

Category DTO nose nokasblBaeT KaTeropuio.

Severity DTO noJsie rnokasbiBaeT YPOBEHb CEPLE3HOCTH.

Message C nomMoubto NpoTokona syslog ycTpoiicTBa MoryT nepecblnatb no IP-ceTu nsseweHns o

cobbITUsX cepBepaM syslog, cobupatowmmMm nHhopMaunto o cobbiTusx. YcTpoiicTea C
noaAepxXkKol syslog No3BoNsOT reHepnpoBaTh CO0bLEeHUS syslog 1 OTNpaBnsaTb UX Ha
cepsep syslog.

16.3 3kpaH Error Disable

DTOT NYHKT OTKPbIBAET 3KPaH, No3BOMSALLMIA NPOCMOTPETb NapaMeTpbl 3aluUTbl NpoLeccopa u
BOCCT@HOB/IEHUS C OTK/TIOYEHUEM OLUMBOK.

Ha 3ToM akpaHe MOXHO NpoCMOTPEeTb rnobanbHble HACTPOMKN KOMMYTaTopa U HaCTPOMKMU
yrnpasfieHns NopTamMmn € OTKIoYeHneM ownbok. YTobbl OTKPbITL 3TOT 3KpaH, BbibepuTe B MEHIO
Monitor > Management > Error Disable.
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PucyHok 84 DkpaH Monitor > Management > Error Disable
e

Global
Recavery Interval 300 sec

Error Disabled Reason Timer Status
Broadcast Flood Disable
Unknown Multicast Flood Disable
Unicast Flood Disable
Part Security Disable

Port

Port Error Disabled Reason Time Left (sec) Action

@ ;e W o
|
|

-
|

LAG1 - =
LAG2 = -
L4G3 = -
LAGH s -
LAGS i .
LAGE = s
LAGT =

L4GE —

OnucaHune Kaxaoro u3 nosen npmeeaeHo B Tabnuue Huxe.

Tabnuua 52 SkpaH Monitor > Management > Error Disable

NMOnE OMUCAHME

Global
Recovery 370 none oTobpaxaeT ANUTENbHOCTb MHTEpPBasia BOCCTAHOBNEHUS B cekyHaax (oT 30 ao
Interval 2592000).
Error Disabled 3To none otobpa)kaeT CANCOK NMoaAepXMBaeMbIX MYHKLUNOHAIbHbIX BO3MOXHOCTEN,
Reason KOTOPbl€ MO3BOJISIIOT KOMMYTATOPYy OTK/IOYaTb ONpeAesieHHbI NopT Uan oTbpackiBaTb

NpUXoasLUMe Ha Hero nNakeTbl B COOTBETCTBUN C DYHKUMOHANbHbIMK TPe6oBaHMAMU U
HacTpolikaMu AENCTBUN.

Timer Status Mpu BbI6OpE 3TON oNuuM KoMMmyTaTop byaeT oxmaaTbh 3afaHHOE KOIMYECTBO BPEMEHU
nepea TeM, Kak akTMBMPOBATb MOPT MM pa3peLllnTb NPOXOXAEHNE Yyepes Hero
onpeaeneHHbIX NakeToB Noc/iie BOSHWKHOBEHUS ownbkn. CHUMUTE BblAeneHune C
nepekntoyvartens, 4Tobbl OTKAOYNTL 3TO NpaBuIO.

Port
Port B 3Tom none otobpaxaetca HoMep nopTa.
Error Disabled 3To none otobpa)kaeT CANCOK NMoaAepXMBaeMbiX MPYHKLUNOHAbHbIX BO3MOXHOCTEMN,
Reason KOTOpbl€ MO3BOJISIIOT KOMMYTaTOPY OTK/IOYaTb ONpeAesieHHbI NopT Uan oTbpackiBaThb

NPUXoasLUMe Ha Hero nNakeTbl B COOTBETCTBUN C DYHKUMOHANbHbIMM TPe6oBaHMAMN 1
HacTpolKaMu AENCTBUN.

Time Left (sec) B 3ToM none otobpaxaeTtcsa ocTaBlieecs BpeMs B CEKyHAAX.

Action DTO nose nokasblBaeT AencTeme.
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JKpaHbl Configuration: System

17.1 O630p

B aTOM paszgene pacckasbiBaeTca 06 skpaHax System, Bbi3biBaeMbix n3 meHio Configuration.

17.1.1 O yem paccka3blBaeTCA B 3TOM rnaBse

e DkpaH IP (pa3a. 17.2 Ha cTp. 101) oTobpaxaeT MHdOpMaLMo 0 HacTporiKkax NpoTokosoB IPv4 n
IPv6.
OkpaH Time (pa3a. 17.3 Ha cTp. 103) noka3biBaeT CUCTEMHOE BpeMs U HacTponku SNTP.

e DkpaH Information (pa3a. 17.4 Ha cTp. 105) oTtobpaxaeT cBeaeHust 0 CUCTEME.

17.2 JkpaH IP

Ons ynpaeneHusa yepes ceTb KOMMyTaTopy AoXeH 6biTb Ha3sHayeH IP-agpec. o ymon4aHuio
ncrnonb3yetcs IP-agpec 192.168.1.1. Macka noaceTun onpeaensieT, Kakyt 4yactb B IP-agpece
3aHMMaeT HoMep ceTu. 1o yMonvaHuilo ncnonb3yeTtcs Macka 255.255.255.0.

17.2.1 3kpaH IPv4

C nomoLbio 3TOro 3KpaHa MOXHO NPOCMOTPeTb COCTOsAAHME UHTepdericos IPv4 n agpeca IPv4 ans
yrnpaBneHnst KOMMyTaToOpoM. YTobbl OTKpPbLITL 3TOT 3KpaH, Bbibepute B MeHto Configuration >
System > IP > IPv4.

PucyHok 85 DkpaH Configuration > System > IP > IPv4

i IPv4 IPvis
IPv4 Address
Mode @ static O DHCP
IP Address
Subnet Mask - —
Gateway p = —
DME 1 ==
DMS 2
Management WLAN 1 (1-4094)
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17.2.2 OKpaH IPv6

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 53 Skpan Configuration > System > IP > IPv4

NONE

OMUCAHME

IPv4 Address

Mode

BbibepuTe onuuio Static, utobbl ykasaTe napameTpbl cetu IPv4, nnu DHCP, utobbl
KOMMYyTaTop 3a4an 3TW NapaMeTpbl CAMOCTOSTENbHO.

IP Address

BeeauTe IP-agpec koMMmyTaTopa B AoMmeHe IP.

Subnet Mask

BeeanTte Macky noacetu KoMMmyTaTopa B AoMmeHe IP.

Gateway

BeeauTe IP-agpec ncxoaswero w3a no yMonyaHuio B BUAE AeCATUYHbBIX Yncen,
pa3genieHHbIX Toukamu, Hanpumep 192.168.1.254.

DNS Server 1

YkaxwuTe IP-aapec ocHOBHOro cepsepa AoMeHHbIX uMmeH (DNS). Cepsep DNS (cucTemsl
OOMEHHbIX MMEH) onpeaensieT COOTBETCTBME MeXAy AOMEHHbIM nMeHeM u IP-agpecom, n
HaoboporT.

DNS Server 2

YkaxuTe IP-agpec fononHuTenbHOro cepsepa AoMeHHbIX nMeH (DNS). Cepeep DNS
(cncTeMbl AOMEHHbIX MMEH) OnpeaenseT COOTBeTCTBME MexAy AOMEHHbIM nMeHeM u IP-
aapecoMm, U HaobopoT.

102

Management YkaxuTte HoMmep nopta cet VLAN ynpasneHus.
VLAN

Apply Haxmunte Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.
Cancel Haxxmunte Cancel, 4Tobbl OTMEHUTL U3MEHEHMS.

C NoMoLbio 3TOro 3KpaHa MOXHO NPOCMOTPeTb COCTOsSAHME MHTepdelicos IPv6 n agpeca IPv6 ans
ynpaB/€HNA KOMMYTaTOpPOM.

YT106bl OTKPLITE 3TOT 3KpaH, Bbibepute B MeHi0 Configuration > System > IP > IPv6.

PucyHok 86 SkpaH Configuration > System > IP > IPv6

P4 IPv6 |
IPv6 Address

DHCPvE Client

IPv6 Address

Gateway

Auto Configuration

O Enable @ Disable

@ Enable O Disable

[ Apphy ] [ Cancel ]
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 54 SkpaH Configuration > System > IP > IPv6

NONE

OMUCAHME

IPv6 Address

DHCPv6 Client

Bbi6epuTte onunto Enable, 4Tobbl faHHOE YCTPOMCTBO BbICTYMNAsI0 B KAYeCTBe KJIMEeHTa
DHCPv6, nnu onunto Disable, 4yTo6bl OTKIOUUTE 3TY DYHKUMIO. DTO Nose oTobparkaeT
HacTpoliku DHCP koMMyTaTopa, ecniv OH BbiCTyrnaeT B kayecTse kineHTta DHCPv6.

Auto
Configuration

BbibepuTte onuuio Enable, utob6bl ycTpoiicTBO HacTpouno napameTpbl IPv6 aBTOMaTnyeckuy,
unn onumto Disable, yTo6bl HacTpouTb NapameTpbl IPV6 BpyuHyio.

IPv6 Address

Besepute agpec IPv6 kommyTaTopa B AoMeHe IP.

Gateway Beeante agpec IPv6 ncxoasiero Wa3a No yMOAYaHUIO.
Apply Haxmunte Apply, 4uTO6bl COXPaHUTb 3T HACTPONKM.
Cancel Haxmunte Cancel, 4To6bl OTMEHUTL U3MEHEHMS.

17.3 OkpaH Time

Onumsa Time cnyXuT Ans HaCTPOMKM CUCTEMHOIO BpeMeHU U napameTtpoB cepBepa SNTP (Simple
Network Time Protocol).

17.3.1 3kpaH System Time

YT06bl OTKPbITb 3KpaH, N306paxkeHHbI HUXe, Bbibepute B HaBuraumoHHon naHenu Configuration
> System > Time > System Time.

PucyHok 87 SkpaH Configuration > System > Time > System Time

[F system Time [ SNTP Server |

System Time

Enable SNTP

Manual Time

Time Zone

Daylight Saving Time

Daylight Saving Time Offset {1-1440 min)
Start Date Day WWieek Manth Hours Minutes
End Date Day WWieek Manth Hours Minutes

OEnable @ Disable

Year| 2000 s | Month|Jan  w |Day|1  |Hours| 0w [Minutes | 34w |Seconds
g W
UTC v

OEnable @ Disable
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 55 Skpan Configuration > System > Time

MOnE OMNMUCAHUE
System Time
Enable SNTP BbibepuTte onuuio Enable, uto6bl cuctemMHbiM BpemeHeM ynpaensan cepsep SNTP, nnmn

onuuto Disable, 4TO6bI YCTaHOBUTL CUCTEMHOE BPEMSI BPY4HYIO.

Manual Time

BblﬁepMTe 3HaYeHUSA CUCTEMHOM AaTbl U CUCTEMHOIO BpeMEHN U3 BbliNagakloWnX CrNCKOB.

Time Zone

BbibepuTe YacoBoli Nosic M3 BbiNagatowero cnucka.

Daylight Saving
Time

BbibepuTte onuuio Enable, utobbl ncnonb3oBaTh PyHKLUMIO Nepexoda Ha fieTHee BpeMsa Ans
cABUra CMCTeMHOro spemeHn, unu onumio Disable, ecnu MeHATbL cuctemHoe BpeMms He
TpebyeTcs.

Daylight Saving

YKaxute Be/IMYNHY CABUra rnpu nepexoie Ha JieTHee BpeMs u O6paTHO B MUHYTaX.

Time Offset

Start Date BbibepuTe HavyanbHylo AaTy nepuoaa NeTHEro BpeMeHu 13 Bbinagatowmx CrncKoB.
End Date BbibepuTe KOHeYHYlo AaTy nepuoja SIeTHEro BpeMeHM M3 BbiNaaatoLwmx CrUCKOB.
Apply Haxmunte Apply, 4TO6bI COXpaHUTb 3TU HACTPOWNKMU.

Cancel Haxxmunte Cancel, 4Tobbl OTMEHUTL U3MEHEHMS.

17.3.2 OkpaH SNTP Server

YT06bl OTKPbITb 3KpaH, N306paxkeHHbI HUXe, Bbibepute B HaBuraumoHHon naHenu Configuration
> System > Time > SNTP Server.

PucyHok 88 SkpaH Configuration > System > Time > SNTP Server

System Time | sNTP server IR

SNTP Server

Server Address

Server Port

(MM or Hosthame )

123 (1-65535)

[ apply | [ cancel |

Mons aKpaHa onucaHbl B crieaytowen Tabnuue.

Tabnuua 56 >SkpaH Configuration > System > Time > SNTP Server

NONE

OMUCAHUE

SNTP Server

Server Address

Ykaxute IP-agpec (Hanpumep, 192.168.0.1) nnn URL (Hanpumep, www.zyxel.com) cepsepa
npotokona ceteBoro spemeHu (SNTP, simple network time protocol).

Server Port

YkaxuTte Homep nopTa cepsepa SNTP. 3HadyeHMe B 3TOM MNoe A0KHO H6biTb YUMCNOBbLIM U
HaxoAuTbCS B AnanasoHe ot 1 go 65535.

Apply

Haxxmunte Apply, 4TO6bI COXpaHUTb 3TU HACTPOMNKMU.

Cancel

Haxmute Cancel, 4To6bl OTMEHUTbL N3MEHEHMUS.
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17.4 3kpaH Information

Onumsa Information cny>xuT onsa BBoAa crefyrowmnx napameTpos nHpopmMaumm o cucteme:
CUCTEMHOIO MMEHWN, MECTOMOJIOXKEHUS CUCTEMbI U KOHTAKTHOMO /iMLA, OTBETCTBEHHOrO 3a CUCTEMY.

17.4.1 OkpaH System Information

YT06bI OTKPbITE 3KpaH, M306paxeHHbIN HUXe, BbibepuTe B HaBMraunmoHHon naHenn Configuration
> System > System Information. Ha 3ToM aKpaHe MOXHO yKa3aTb UMS CUCTEMbI, ee
MEeCTOMOJIOXEHME U KOHTaKTHY MH@OpMaLMio OTBETCTBEHHOIO anua.

PucyHok 89 3SkpaH Configuration > System > System Information
| System Information :

System Information

Systemn Mame Switch
Systermn Location Default Location
Systemn Contact Default Contact

[ apply | [ cancel |

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 57 SDkpaH Configuration > System > System Information

MOnE OMNMUCAHUE

System information

System Name BeeanTte nMsa-onmMcaHmMe KOMMyTaTopa, C MOMOLLbIO KOTOPOro ero MOXHOo
naeHTMdULUMpPoOBaTh.

System Location YKaxXuTe MecTonosioXXeHNe KoOMMyTaTopa, C NOMOLLbI KOTOPOro €ro MOXXHOo
naeHTUdULUMpPoBaTh.

System Contact YKaxuTte uMmsa nuua, oTBETCTBEHHOMO 3@ KOMMYTaTop, C NMOMOLbIO KOTOPOro €ro MOXXHo
naeHTMduunpoBaTb.

Apply Haxmnte Apply, 4TO6bl COXpaHUTb 3T HACTPONKM.

Cancel Haxxmunte Cancel, 4To6bl OTMEHUTb U3MEHEHMUS.
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JKpaHbl Configuration: Port

18.1 O630p

B aTOM paszgene pacckasbiBaeTca 06 akpaHax Port, BbizbiBaeMbix n3 meHio Configuration.

18.1.1 O yem paccka3bliBaeTCA B 3TOM rnaBse

dkpaH Port (pa3a. 18.2 Ha cTp. 106) nokasbiBaeT ob6LMe HAaCTPONKM NMOPTOB.

OkpaH EEE (pa3a. 18.3 Ha cTp. 109) noka3biBaeT HacTpolriku EEE nopTtos.

OkpaH PoE (pa3a. 18.4 Ha cTtp. 110) nokasbiBaeT HacTponku noptoB PoOE.

OkpaH Bandwidth Management (pa3a. 18.5 Ha cTp. 113) nokasbiBaeT HAaCTPOWKM MNOPTOB AN
BXOAALLEr0 U ncxoasawero Tpaduka.

e DkpaH Storm Control (pa3a. 18.6 Ha cTp. 115) noka3sbiBaeT HAaCTPOMKN KOHTPONS WITOPpMa AMS
nopToB.

18.2 3JkpaH Port

Ha 3ToM akpaHe MOXHO NMPOCMOTPETb NapaMeTpbl MOPTOB KOMMyTaTopa M BbibpaTb NOpThbl ANS
nocneaytoLwen HacTporkm. YTobbl OTKPbITh 3TOT 3KpaH, BbibepuTte B MeHio Configuration > Port >
Port > Port.

PucyHok 90 SkpaH Configuration > Port > Port > Port

Port
) Edit
] Port Port Hame State Link Status Speed Duplex FlowCtrl State
| 1 Enahle P Auto Auto Disahle
| 2 Enahle DO Auto Auto Disahle
F 3 Enahle ety Auto Auto Disahle
| 4 Enahle e Auto Autao Disahle
F 5 Enahle DO Auto Auto Disahle
O 5] Enahle D) Auto Auta Disahle
F 7 Enahble DO Auto Auto Disable
F g Enahle DO Auta Auta Disable
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 58 SkpaH Configuration > Port > Port > Port

MOnE OMNMUCAHUE

Port

Edit YcTaHoOBUTE 3TOT NepekntvaTtesnb, YTobbl HACTPOUTbL NapaMeTpbl NopTa. HaxmuTe KHOMKY
Edit, 4TO6bl U3MEHNTL NapamMeTpbl NopTa.

Port MNMoka3biBaeT NOpsSAKOBLIN HOMEp nopTa.

Port Name [Moka3biBaeT UMa-onMcaHme, KOTopoe nomMoraeT naeHTuduunposaTtb NopT. IMA MoXeT
COCTOSITb TOSIbKO U3 andaBUTHO-LMPPOBbLIX CUMBOJIOB, €ro AJIMHA He MOXeT npesbiwaTtb 32
cumBona.

MpumeyaHme: UN3-3a orpaHM4YeHHOro MecTa Ha HeKOTOpbIX 3KpaHax Web-koHdurypaTopa
UM$ MopTa MOXeT 0To6pa)xkaTbCs HE MOSHOCTbIO.

State OTobpaxaeT cocTosHme nopTa: enabled (BknaoueH) nnu disabled (oTkntoueH).

Link Status OTob6paxkaeT cocTosiHMe coeanHeHus: up (yctaHoBneHo) unm down (HeT).

Speed Moka3biBaeT CKOpPOCTb coeamnHeHuns Ethernet Ha faHHOM nNopTy. BO3MOXHble BapnaHTbl:
Auto (Bbibupaetcs aBTomatnyecku), 10M (10 MéuTt/c), 100M (100 M6uT/C) 1 1000M
(1000 MbuT/C).

Duplex YKa3blBaeT Ha AYMN/IEKCHbINA peXuM ans coeanHenuns Ethernet Ha aaHHOM nopTy. Bo3MoOXHble

BapuaHTbl: auto (BbibupaeTtcsa aBTomatndeckun), full (aynnekc) v half (nonyaynnekc).

FlowCtrl State

OTob6paxkaeT COCTOSHUS yrnpaBrieHus NOTOKOM: enabled (BknwoueHo) unum disabled
(BblkNtOYEHO). KOHLEeHTpaums Tpadurka Ha NopTy Bbi3biBAeT NageHMe NponycKHOM
cnocobHoCT 1 neperpyxaeT 6ydepHyto NamMsaTb, U3-3a Yero NPoMcxoanT oTbpacbiBaHne
nakeToB W noteps kagpos. Pexum ynpasneHnsa notokom (Flow Control) ncnonesyercsa ans
perynvpoBaHus nepegayn CUrHaaos B 3aBUCUMOCTM OT MPONYCKHOM CNOCOBHOCTM
npuHUMatoLero nopTa.

18.2.1 3AkpaH Port Edit

Ha 3ToM akpaHe MOXHO HacTpouTb NapaMeTpbl MOPTOB KOMMyTaTopa. YTobbl OTKPbITh 3TOT 3KPaH,
Bbi6epuTe B MeHio Configuration > Port > Port > Edit.
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PucyHok 91 SkpaH Configuration > Port > Port > Edit

Port

Part List
Poart Marne
State

Speed

Duplesx

Flow Caontrol

Froc i TT——

@ Enable O Disable

@ putn
C1om
O 100mM
O 1000m

& autn
CFul
O Half

O Enable @ Disahle

[ Apphy ] [ Cancel ]

Mons aKpaHa onucaHbl B crieaytoLen Tabnuue.

Ta6nuua 59 SkpaH Configuration > Port > Port > Edit

NMOnEe OMUCAHME

Port Edit

Port List OTobpaxaeT nepeyeHb NOPSAAKOBbIX HOMEPOB HaCTPanBaeMbIX MNOPTOB.

Port Name BeseauTte nms-onucaHme ana naeHtudukaumm nopta. Ms MoxeT COCTOSATb TONTbKO U3
andaBUTHO-LUN(PPOBLIX CUMBOJIOB, €ro AJZIMHA He MOXET npeBbilwaTth 32 cMMBona.
MpumeyaHme: UN3-3a orpaHM4YeHHOro MecTa Ha HeKOTOpbIX 3KpaHax Web-koHdurypaTopa
UMs1 MopTa MOXeT oTobpa)kaTbCsA HE MOSIHOCTbIO.

State Bbi6epuTte ogHy u3s onuuii: Enable, 4Tobbl BkAoUYNTL NopThl, Mnn Disable, 4yTo6bI
OTKJ/IIOYUTb UX.

Speed BbibepuTe ckopocTb coeanHeHnus Ethernet Ha naHHOM nopTy. Bo3MoXHble BapuaHTbl: Auto
(BbIbUpaeTcs aBTomatnyeckm), 10M (10 M6ut/c), 100M (100 M6uT/c) 1 1000M (1000
M6uT/C).

Duplex BbibepuTe AynnekcCHbI pexum ana coeanHenus Ethernet Ha naHHoM nopTy. Bo3MoXHble

BapuaHTbl: Auto (Bbibnpaetcs aBToMaTtndeckun), Full (aynnekc) n Half (nonyaynnekc).

FlowCtrl State

Bbi6bepuTe onunio Enable, 4Tobbl paspewnTb ynpasneHme NOTOKOM AAaHHbIX HA YCTPOWCTBE,
wnn Disable, yTo6bl ero 3anpeTnTb. KoHueHTpaumnsa Tpaduvka Ha NOpTy Bbi3biBAET NageHue
NpONyCKHOM CNocobHOCTM M neperpyxaeTt 6ydepHyto NnamMaTb, U3-3a Yero NpoucxoanT
oTbpacbiBaHWe NakeToB M NoTeps KaapoB. Pexum ynpaeneHums notokom (Flow Control)
NCcnonb3yeTcs ANS peryinpoBaHusa nepefayv CMrHanos B 3aBMCUMOCTU OT MPOMYCKHOMN
CNoco6HOCTM NpUHMMatoLWero nopTa.

Apply

Haxxmute Apply, UTO6bI NPUMEHUTb U3MEHEHMS.

Cancel

Haxxmunte Cancel, 4To6bl OTMEHUTb U3MEHEHMUS.
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18.3 OkpaH EEE

Ha sTOoM akpaHe MOXHO npocMoTpeTb napameTpbl EEE (Energy-Efficient Ethernet,
3HeprosaddekTmBHbIN Ethernet) nopToB koMMyTaTopa u BbibpaTb NOPThbl 415 nocaeayowen
HacTponku. YTobbl OTKpbITb 3TOT 3KpaH, Bbibepute B MeHo Configuration > Port > EEE > EEE.

PucyHok 92 3SkpaH Configuration > Port > EEE > EEE
EEE

EEE

@ Edit

-
=
=t

State
Disahle
Dizsahle
Dizable
Dizable
Disable
Disable
Dizable

Dizahle

O@EE OO D E @

Mons sKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 60 >SkpaH Configuration > Port > EEE > EEE

MOnE OMNMUCAHUE

EEE

Edit YcTaHoBUTE 3TOT NepekntyaTtesnb, YTobbl HACTPOUTbL NapaMeTpbl NopTa. HaxmuTe KHOMKY
Edit, 4TO6bl U3MEHNTL NapamMeTpbl NopTa.

Port Moka3biBaeT NOPsIAKOBbLIN HOMep nopTa.

State OTobpaxaeT cocTtosiHMe nopTa: enabled (BkntouveH) nnu disabled (oTkntoueH).

18.3.1 OkpaH EEE Edit

Ha sTOM 3kpaHe MOXHO HacTpouTb NapameTpbl EEE nopTtoB koMMyTaTtopa. YTobbl OTKPbITb 3TOT
3kpaH, BbibepuTe B MmeHt0 Configuration > Port > EEE > EEE > Edit.

PucyHok 93 3SkpaH Configuration > Port > EEE > EEE > Edit
EEE
EEE

Port List

State ) Enable @ Disable
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6nuua 61 DkpaH Configuration > Port > EEE > EEE > Edit

MOnE OMNMUCAHUE

EEE

Port List OTobpaxaeT nepeyeHb NOPAAKOBbIX HOMEPOB HAaCTPanBaeMbIX MNOPTOB.

State Bbi6epute onumio Enable, utob6bl BKNtoUNTb Ha nopTax ¢yHkumto EEE, unn onuumio Disable,
4YTO6bI OTKOUUTD €e.

Apply Haxmnte Apply, 4TOObl NPUMEHUTL U3MEHEHMUS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.

18.4 3kpaH PoE

[aHHbI KOMMYTaTOp NOAAEPXUBAET CTaHAAPThbI MMTAHUS YCTPOMCTB no BMuToM nape IEEE 802.3af
Power over Ethernet (PoE) n IEEE 802.3at High Power over Ethernet (PoE). laHHbIN KOMMyTaTOp
npeacrasnseTr cobon nutaruwee ycrtponctso (Power Sourcing Equipment, PSE), nockosnbKy OH
ABMISIETCSA UCTOYHMKOM NMUTaHMSa Yepes nopTol Ethernet, a kaxxaoe yCTponcTBO, KOTOpoe nony4yaeT
nuTaHue yepes nopt Ethernet, aensetca nutaembim ycTpoiictBoM (Powered Device, PD).

110

Ha 3TOM 3kpaHe MOXHO NMpOCMOTPETb NapaMeTpbl MUTaHUSA YCTPONCTB no BuTon nape (Power over
Ethernet, PoE) nopTtoB koMMmyTaTopa v Bbi6paTb NOpThbl 4715 NOCAeayowen HacTporku. YTobbl
OTKpbITb 3TOT 3KpaH, Bblbepute B MeHo Configuration > Port > PoE > PoE.

PucyHok 94 3SkpaH Configuration > Port > PoE > PoE

PoE

POE Setting

PoE Mode

© Edit

ElElslsHENEHENE] (=

Port State Class PDPriority Consuming Power{m\\) Max Power(mW)  Max Current(mA)

® classification O Consumption

Enable  MiA Lo 0 16200 n.a
Enahble  MiA Lo 0 16200 0o
Enable  MiA Lo 0 16200 0o
Enahble  MiA Loy 0 16200 0o
Enahble  MiA Loy 0 16200 0o
Enable  MiA Loy 0 16200 0o
Enable  MiA Loy 0 16200 0o
Enahble  MiA Ly 0 16200 0o
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 62 Skpan Configuration > Port > PoE > PoE

NONE

OMUCAHME

PoE Setting

PoE Mode

3T0 noJie yKasblBaeT Ha PEXWUM INEKTPONUTAHUSA, UCNOSb3YEMbI KOMMYTaTOPOM:
Classification (Knaccndukaumsa) nnm Consumption (MoTtpebneHune).

Edit

YcTaHOBUTE 3TOT NepekyaTens, 4TOObI BKNHOYNTL nopt. Mo yMon4aHuio BCe NopThl
BK/IOYEHbI. [lepegaya AaHHbIX MPONUCXOAUT TOJSIbKO Yepe3 BK/IHOUYEHHbIE NOPThl.

Port

Moka3blBaeT NopsAKOBLIA HOMep mopTa.

State

OTobparkaeT nepeyeHb NOPTOB, KOTOPbIE MOTYT Mosy4yaTb NUTaHWe oT KoMMyTaTopa. OH
3aBUCUT OT HaCTpoek, caenaHHbiX Ha akpaHe Configuration > Port > PoE Edit.

e Onuwus Disable - MnTaemoe yCTPONCTBO, NOAKNIOYEHHOE K 3TOMY NOPTY, HE MOXET NOoNy4YaTb NUTaHME.
e Onuwusa Enable - MNutaeMoe yCcTpoNcTBO, NOAKIOYEHHOE K 3TOMY MOPTY, MOXET Noay4vaTb NUTaHMeE.

Class

370 nose yKasbiBaeT Ha KlaccudmrKaLMo MOLWHOCTU NMUTAaeMOro YCTPOMCTBa.

Mosie coAep>KMT UNC/IoBOE 3HaYeHne M3 ananasoHa oT 0 40 4, Npu 3TOM KaXKAoe 3HaueHune
COOTBETCTBYET onpeAeneHHOMYy Anana3oHy MowHocTn (W) 1 Toka (mA), HeobxoanMbIx Ans
paboTbl MUTAEMOro yCTPOMCTBA. Hke nepeyncieHbl BO3MOXHbIE AMAMNasoHbl.

Class 0 - Mo ymonuaHuio, ot 0,44 no 12,94

Class 1 - OnuuoHanbHbIl, oT 0,44 no 3,84

Class 2 - OnuuoHanbHbIN, oT 3,84 Ao 6,49

Class 3 - OnuunoHanbHbIN, oT 6,49 no 12,95

Class 4 - Pe3epBHblii (MUTaloWMe yCTPOMCTBA OTHOCATCS K knaccy 0) Ans KOMMyTaTopa, KOTopblii
noaaepXuBaeT Tonbko ctaHaapT IEEE 802.3af. OnunoHanbHbIi, oT 12,95 ao 25,50 ans kommyTaTopa,
KOTOpbI noaaepxusaeT ctaHaapT IEEE 802.3at.

PD Priority

Ecnv coBoKynHasi MOWHOCTb, 3anpoLUeHHas NUTaeMbiMU YCTPOMCTBaMM, MpeBbIaeT
MaKCMMalsibHYt0 MOLLHOCTb KOMMYTaTopa, KOTOPYIO OH CNoco6eH oTAaBaTh ANs NUTAHUS
YCTPOMCTB MNo BUTON Nape, NUTaHue 6yaeT HanpaBnisaTbCs KOMMYTaTOpOM B MePBYIO oYepenb
Ha Te NopTbl, AJ1S KOTOPbIX C MOMOLLbI AAHHOr0 MOJs yCTaHOBIEH 6onee BbICOKUIA
npvopuTer.

e 3HadeHue Critical cooTBETCTBYET HaMBbICILEMY NPUOPUTETY.

e 3HadyeHue High o3HavaeT, 4TO KOMMyTaTOP BblAENSAET MOLWHOCTb Ha 3TOT NOPT Nocne Toro, kak byaet
Bbl€/IeHa MOLLHOCTb A1 BCeX NOPTOB C KPUTUYECKMM MPUOPUTETOM.

¢ 3HadyeHne Low 03Hay4aeT, YTO KOMMYTaTOp BblAENSET MOLWHOCTb Ha 3TOT MOPT Noc/e Toro, Kak byaer
BblA€NeHa MOLWHOCTb A1 BCEX MOPTOB C KPUTUYECKUM U BbICOKUM MPUOPUTETOM.

Consuming
Power (mW)

OTob6paxaeT TeKyLwmnit 06beM MOLLHOCTH, NOTpebisieMol NMTaeMbiM YCTPOMCTBOM OT
KOMMYyTaTopa 4yepes AaHHbI NopT.

Max Power
(mw)

OTo6paxaeT MakCUManbHbIi 06bEM MOLLHOCTU, KOTOPYIO MUTAEMOE YCTPOINCTBO MOXET
noTpebuTb OT KOMMYTaTopa Yepes AaHHbIA NopT

Max Current
(mA)

OTobparkaeT MakCUMasbHY CUy TOKa, NOTpebnsaemMoro NMTaeMbiM YCTPOMCTBOM OT
KOMMYyTaTopa Yepes3 AaHHbI NopT.

18.4.1 3kpaH PoE Edit

Ha 3ToM akpaHe MOXHO HacTpouTb napaMeTpbl POE NnopToB KOMMyTaTopa. YTo6bl OTKPbITh 3TOT
3KpaH, BbibepuTe B MeHio Configuration > Port > PoE > PoE > Edit.
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PucyHok 95 3SkpaH Configuration > Port > PoE > PoE > Edit

PoE §
PoE

Part List
PD State

PD Priority

1-8
® Enable O Disable

Loy w

[apply | [ cancel |

Mons 3KpaHa onucaHbl B crieayoLen Tabnuue.

Ta6nuua 63 SDkpaH Configuration > Port > PoE > PoE> Edit

MNOJE

OMNCAHME

Port

Port List

OTobpaxaeT nepeyeHb NOPSAAKOBbIX HOMEPOB HAaCTPanBaeMbIX MNOPTOB.

PD State

Bbi6epuTte onuunto Enable, 4yTo6bl paspewnts NoTpebieHNne MOLWHOCTM NUTAEMbIM
YCTPOWCTBOM, MOAKNIOYEHHBIM K AaHHOMY NMOPTY KOMMyTaTopa, nan onuuto Disable, uTobbi
3anpeTuTb NoTpebieHne MOLHOCTU.

PD Priority

STO nose HeaoCcTynHo Ans noptos SFP n SFP+.

ECv COBOKYMHAsA MOLLHOCTb, 3arpoLUeHHas NMUTaeMbIMK YCTPOMCTBAMM, MpeBbILaeT
MaKCUMasbHYI0 MOLLHOCTb KOMMyTaTopa, KOTOPYO OH crocobeH oTAaBaTh A1 NUTaHUA
YCTPOICTB N0 BUTOI nape, NuTaHue 6yaeT HanpaBAAaTbCA KOMMYTaTOpOM Ha Te NopThl, A1s
KOTOPbIX C MOMOLLbIO AAHHOMO MOJIA YCTAHOBMEH 60/iee BbICOKUI NPUOPUTET.

BbibepuTe onuwmio Critical, 4utobbl NuTaemoe yCcTponcTBo, NOAKIIOYEHHOE K AAHHOMY MOPTY,
06CNyXKMBanoCb C HaMBbICLLMM MPUOPUTETOM.

Bbi6epute onunto High, ytobbl AaHHOMY MOpTY 6bI71 BblAENEH 06BEM MOLLHOCTH,
OCTaBLUMICA nocne 06CNyXMBaHUS BCEX MOPTOB C KPUTUYECKUM NMPUOPUTETOM.

BbibepuTe onumio Low, uto6bl AaHHOMY NOPTY 6b11 BblAENEH 06BEM MOLLHOCTH, OCTaBLUMACA
nocne ob6CcnyxunBaHMa BCceX NOPTOB C KPUTUYECKMUM M BbICOKMM MPUOPUTETOM.

Apply

Haxmunte Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel

Haxmunte Cancel, 4TO6bl OTMEHUTbL U3MEHEHMUS.
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18.5 3kpaH Bandwidth Management

YnpaBneHue nponyckHOMW CNOCOBHOCTLIO NoApa3yMeBaeT onpegeneHme MakCMManbHOM
pa3peLeHHOoN NPOoNyCKHOM CNOCOB6HOCTU ANs BXOAALWEro U/nnm ncxoasiero noTokos Tpaduka
yepes noprT.

18.5.1 Akpan Bandwidth Control

Ha 3ToM akpaHe MOXXHO MPOCMOTPETb HAaCTPOMKM ynpaBfeHUs NPOonyCKHON CMOCOBHOCTbIO ANs
ncxoasiiero Tpaguka v BbibpaTb NOPThl ANS AaNbHENLLIEN HACTPOMKU. UTOObI OTKPbITL 3TOT 3KPaH,
BblbepuTe B MmeHto Configuration > Port > Bandwidth Management > Bandwidth Control.

PucyHok 96 SkpaH Configuration > Port > Bandwidth Management > Bandwidth Control

Bandwidth Control
Egress Global Burst
Egrass Global Burst 40000 {4578-50000, unit: Byte)
[ Apply ] [ Cancel ]

Pork Rate

e Edit
] Port Ingress RateLimit (Kbps) Egress RateLimit (Kbps)
F 1 Disable Disable
.| 2 Disable Disahle
.| 3 Disable Disahble
F 4 Digahle Disahle
L g Disahle Disahle
E G Disahle Disahle
.| 7 Digahle Digahle
B 8 Disable Disable

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 64 DkpaH Configuration > Port > Bandwidth Management > Bandwidth Control

NOJIE OMNCAHME

Egress Global Burst

Egress Global YKaxuTe pasmep naketa ncxoaswero Tpaduka B balitax Ans Bcex nopTos.

Burst

Port Rate

Edit YcTaHoBWUTE 3TOT nepekntoyaTenb, YTobbl HACTPOUTL NapaMeTpbl NopTa. HaxMmute KHOMNKY

Edit, uTo6bl NI3MEeHNTb NapameTpbl NopTa.
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Ta6nuua 64 DkpaH Configuration > Port > Bandwidth Management > Bandwidth Control

NONE

OMNMUCAHME

Port

MNMokasbiBaeT NOPSIAKOBLIA HOMEp MnopTa.

Ingress Rate

370 nosie NokasbiBaeT MaKCMMasIbHYH paspeLlleHHY0 NMPOnyCcKHY CNoco6HOCTb B

Limit (Kbps) Kkunobutax B cekyHay (Kbut/c) ans BXxoasiwero notoka Tpaduka yepes 3ToT NoOpT.
Egress Rate 3T0 noJie NokasbiBaeT MaKCUMabHY pa3peLleHHYI0 NPOMyCKHYI CNOCOBHOCTb B
Limit (Kbps) Kunobutax B cekyHay (K6uUT/c) ans ucxoasilero notoka Tpaduka yepes 3ToT nopT.

18.5.2 OkpaH Port Rate Edit

Ha 3TOM 3kpaHe MOXHO HacTpouTb NapamMeTpbl ynpaBaeHns NponyCcKHOM crnocobHOCTbIO Ans
CKOpOCTM NMopToB. YT06bI OTKPBLITE 3TOT 3KpaH, Bblibepute B MeHio Configuration > Port >
Bandwidth Management > Bandwidth Control > Edit.

PucyHok 97 SkpaH Configuration > Port > Bandwidth Management > Bandwidth Control > Edit

Port Rate

Fort List

Ingress State

Egress State

Ingress Bandwidthikhps)

Egress Bandwidth{kbps)

Bandwidth Control ]

1-8
O Enable @ Disable
(0-1000000, a multiple of 16
[% O Enable @ Disable

{0-1000000, a multiple of 16

[Apply | [ cancel ]

Mons akpaHa onucaHbl B crieaytowen Tabnuue.

Tabnuua 65 SkpaH Configuration > Port > Bandwidth Management > Bandwidth Control > Edit

MOnE OMNMUCAHUE
Port Rate
Port List OTobpaxaeT nepeyeHb NOPSAAKOBbIX HOMEPOB HaCTPanBaeMbIX MNOPTOB.

Ingress State

BbibepuTte onuuto Enable, 4To6bl akTMBMPOBaATL OrpaHMYeHMs Ans MUMKOBOM CKOPOCTH
BXoAsLero Tpacuka Ha AaHHOM nopTy (unm nopTax).

Ingress
Bandwidth
(Kbps)

YKaxunTe MaKCMMasibHYI paspeLlleHHY NPONyCKHY CNOCO6HOCTb B KUI06UTax B CEKYHAY
(kbnT/C) ANA ncxoasiLero noToka Tpaduka yepes 3ToT NopT.

Egress State

BbibepuTte onuuto Enable, 4To6bl akTMBMPOBaTL OrpaHMYeHMs A4S MUMKOBOM CKOPOCTH
ncxopsuwero Tpadumka Ha AgaHHOM nopTy (Mam noprax).

Egress YKaxuTe MakCMMabHYt0 pa3peLleHHY NMPOoMnyCKHY CMOCOBHOCTb B KMNobuTtax B CEKYHAY
Bandwidth (kbnT/C) ANA ncxoasiLero noToka Tpaduka yepes 3ToT NopT.

(Kbps)

Apply Haxmnte Apply, 4TOObl NPUMEHUTL U3MEHEHMUS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.
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18.6 JkpaH Storm Control

OYHKUMS KOHTPONS WMPOKOBELWaTe bHbIX LWTOPMOB OFpaHNUYMBaET KONMYECTBO
LUMpOKOBeLLaTeNbHbIX NAaKeTOB, NAaKeTOB MHOroaapecHom paccbinkm n DLF-nakeTtoB (destination
lookup failure), koTopble MOryT 6bITb MPUHATHI 3@ CEKYHAY BPEMEHW Yyepes3 NopTbl KOMMyTaTopa. Mpwu
OOCTMKEHUWN MaKCUMManbHOIro AOMNYCTMMOrO KOMMYeCTBa WMPOKOBELLaTe bHbIX NaKeTOB, NakeToB
MHOroagpecHol paccbiikm u/unn DLF-nakeToB BCe nocneayowmne nakeTbl 0T6pacbiBaoTCS.
BkntoyeHne 370 yHKUNM NO3BOSET CHM3UTL 06beM LUMPOKOBELLaTe bHbIX NMaKeToOB, NaKeToB
MHOroagpecHoln paccbikm n DLF-nakeToB, NOCTynawwmx B ceTb. MiIMeeTcs BO3MOXHOCTb
OrpaHnynTb AN Ka)KAoro nopta KoAM4ecTBO MAaKeTOB KaXAoro oTAeNbHOro Tmna.

18.6.1 OkpaH Port

C noMoLLbio 3TOro aKpaHa MOXHO NMPOCMOTPETb HAaCTPOMKM KOHTPONS LWITOPMa A5 OTAE/bHbIX
nopToB. YTobbl OTKPLITb 3TOT 3KpaH, BbibepuTte B MeHio Configuration > Port > Storm Control >
Port.

PucyHok 98 3SkpaH Configuration > Port > Storm Control > Port

pPetio . ———

Port

(=) Edit
[ Port State Broadcast {pps) Unknown Multicast (pps) Unknown Unicast {pps) Action
| 1 Disable Disahle Disahle Cisable Crop
] 2 Disable Cisahle Cisahle Cisahle Crop
L 3 Disable Cisahle Cisahle Cisahle Cirop
Ll 4 Disable Disahle Cisahle Cisahle Cirop
| 5  Disable Disable Disable Disahble Drop
[l 6 Disable Disable Disable Disable Drop
| 7 Disable Disable Disable Disahble Drop
F 8 Digable Dizahle Disahle Dizahle Drap

Mons akpaHa onucaHbl B crieaytowen tTabnuue.

Tabnuua 66 DkpaH Configuration > Port > Storm Control > Port

MNOJIE OMNMUCAHUE

Port

Edit YcTaHOBUTE 3TOT NepektoyaTtenb, YTobbl HACTPOUTL NapaMeTpbl nopTa. HaXxMmuTe KHOMKY
Edit, uTo6bl NI3MEeHNTb NapameTpbl NopTa.

Port MNMoka3biBaeT NOpSAKOBLIN HOMEp nopTa.

State YKasblBaeT Ha TO, BK/IOUEHa N1 PYyHKLUSA KOHTPOJISA WITOPMa Ha KOMMyTaTope.

Broadcast (pps) | OTo6pa)aeT KoNM4YeCcTBO LIMPOKOBELLATE/bHbIX MAaKETOB B CEKYHAY, MOCTynarowmx Ha
AaHHbIA NOPT.

Unknown OTo6parcaeT KOIMYECTBO NakeToB MHOr0aApecHOl pacChi/ikM B CEKYHAY, NMOCTYMNaowWwmnx Ha
Multicast (pps) | AaHHbIM NOPT.
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Ta6nuua 66 SDkpaH Configuration > Port > Storm Control > Port (npogomkeHune)

NOJIE

OMNCAHME

Unknown
Unicast (pps)

OTOo6paxaeT KOIMYECTBO OAHOAAPECHbLIX MAKETOB B CEKYHAY, MOCTYNAOWMX Ha AaHHbIN
nopT.

Action

YKasblBaeT Ha AelCcTBMe, NpeanpuHMMaeMoe YCTPOMCTBOM MpU AOCTMXKEHUUN MaKCUMabHO
[O0NYyCTUMOro KOJiM4ecTBa nakeToB. Bo3MOXHbI cneayowme BapuaHThl:

e Drop - otbpocuTb naker.
e Shutdown - 3akpbITb coeAnHeHMe.

18.6.2 3kpaH Port Edit

C NOMOLLbIO 3TOr0 3KpaHa MOXHO M3MEHUTb HAaCTPOMKN KOHTPOA WTOPMa AN OTAE/bHbIX MOPTOB.
YT106bI OTKPBLITE 3TOT 3KpaH, BbibepuTe B MeHio Configuration > Port > Storm Control > Port >

Edit.

PucyHok 99 SkpaH Configuration > Port > Storm Control > Port > Edit

Port

Port List

State

Action

Broadcast

Unkorwn Multicast

Unkorwn Unicast

froi L

1-8
O Enable @ Disable

® Crop O shutdown

Cenable | tunit:pps)
Clenable {unitpps)
ClEnable {unitpps)

[ mpply | [ cancel |

Mons aKpaHa onucaHbl B crieayioLlein Tabnuue.

Tabnuua 67 SkpaH Configuration > Port > Storm Control > Port > Edit

MOnE ONMUCAHUE

Port

Port List B sTOM none otobpaxaeTcs NopsaaKOBbIM HOMep nopTa (MM NopsaAKOBbIE HOMepa NMopToB).

State Bbi6bepuTte onuuto Enable, uTo6bl akTMBNMpOBaTh MYHKLNIO KOHTPO/S WTOPMA Ha AaHHOM
nopty (mnu noprtax).

Action OnucbiBaeT AelCTBUE, NpeanpuUHMMaeMoe YCTPOMCTBOM NpU AOCTUXEHUN MAaKCUMasibHO

[ONYyCTUMOro KOJIM4ecTBa nakeToB. Bo3MOXHbI cneayowme BapuaHTbl:

e Drop - OT6paCbIBaTb nakeT Npu AOCTUXEHNN OrpaHNYNTENBHOINO nNopora.
e Shutdown - 3aKpblBaTb COEAUHEHUE NPU AOCTUXKEHUU OrpaHUYUTENBHOIO nopora.

Broadcast (pps)

YctaHoBuTe nepekntoyvatens Enable, ytTobbl akTMBMpOBaTb 3Ty YHKLUMIO.

YKaXute MakCMMasibHOE KOJTIMYECTBO LIMPOKOBELLATENbHbIX MAKETOB 3@ CEKYHAY, KOTOpoe
MOXeT NpWHMMaTb NopT.
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Ta6nuua 67 DkpaH Configuration > Port > Storm Control > Port > Edit (npogonxeHune)
NONE OMUCAHME

Unknown YctaHoBuTe nepekntoyvatens Enable, 4tTobbl akTMBMpOBaTb 3Ty DYHKUMIO.
Multicast (pps)

YKaxuTe MakcMMasibHOe KOJIMYECTBO MAaKeTOB MHOMOAAPECHOM pacchifiku 3a CeKyHAy,
KOTOPOE MOXET MpUHUMaTL NopT.

Unknown YctaHoBuTe nepekntoyvatens Enable, 4tTobbl akTMBMpPOBaTb 3Ty DYHKUMIO.

Unicast (pps)
YKaxuTe MakcMManbHOe KOJIMYeCTBO OAHOAAPECHbIX MaKeToB 3a CEKYHAY, KOTOpOe MOXeT

npuvHMMaTbL NopT.

Apply Haxmnte Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel Haxxmunte Cancel, 4Tobbl OTMEHUTb U3MEHEHMS.
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JKpaHbl Configuration: VLAN

19.1 O630p

B aTOM paszaene pacckasbiBaetcs 06 akpaHax VLAN, Bbi3biBaeMbix n3 meHto Configuration.

BupTyanbHble nokasnbHble ceTn (VLAN) No3BonS0T pa3aennTb 04HY PU3NYECKYIO CETb Ha HECKOJbKO
normyeckmnx. YCTponcTBa B JIOTMYECKOM CeTU NMpuUHaAnexaT K 04HOM rpynne. YCTPONCTBO MOXET
npuHaanexaTtb K HECKONIbKUM rpynnam. NMpu ncnonb3osaHnn cetenn VLAN yCTpOMCTBO HE MOXET
OTNpasnATb MW NPUHUMATb AaHHbIE OT YCTPONCTB, HE NpUHaANexawmx K ToM xe rpynne
(rpynnam); Takon Tpaduk AONXKEH NPOXOAUTb Yepes3 MapLlpyTmsaTop.

Mpn ncnonb3oBaHun B 6M3HEC-LI,EHTan C HECKOJIbKMMU apeHaaTopaMn BUPTYasibHbIE JTOKAJIbHbIE
cet VLAN - BaXHeNLWmnn KOMMNOHeHT obecneveHns nsonsumm n 6esonacHoctn aboHEHTOB ceTu. Mpn
ycnosum Hagnexatwemn HaCTpOVIKM BUPTYyasbHblE JTOKAJ/IbHbIE CETU HE MO3BONIAOT KaKOMy-}'IVIGO
NMOoNIb30BATENIIO NOJNTYUYNUTb AOCTYN K peCypcCaM, NpuHaanexawnmm 4pyroMy noab3oBaTeNo B TOM Xe
NoKanbHOM CETN, TO €CTb NOJIb30BATEJIb HE YBUAUT NPUHTEPDbI N XXECTKNE ANCKUN OAPYrOro
nonb3oBaTens B TOW Xe CeTU.

KpomMme TOoro, BupTyasibHble f1IOKanbHble CETW NOBbLILAIOT NPONU3BOAUTENIBHOCTbL CETU 3a CYeT
orpaHun4yeHuns LLIMpOKOBeLLl,aTerIbHOVI PacCCblZIKN CpaBHUTENTbHO HeboNbWMMN 1 Nerko ynpaBndeMmbiMun
NOrMYecknMn WnpoKoBeLlaTenbHbIMM AOMeHaMN. B TpaANLMOHHbBIX KOMMYTUPYEMbIX cpefax Bce
WnpoKoBeLwaTebHblE NMAaKETbl HANPaBAKTCA Ha BCE 6e3 ncknoveHuns nopTbl. [1pn ncnonb3oBaHUN
BUPTYaJibHbIX JTOKa/bHbIX ceTen LMpoKoBeLlaTeNbHbIE NMAKETbl paCCbiNatoTCA IMb B KOHKPETHOM
LnpokKoBeLwaTebHOM JOMEHE.

19.1.1 O yem pacckasbiBaeTcsl B 3TOM rnaBe

e DkpaH VLAN (pa3a. 19.2 Ha cTp. 119) noka3biBaeT HacTporiku VLAN, noptoB n noptos VLAN.
OkpaH Guest VLAN (pa3a. 19.3 Ha cTp. 124) noka3sblBaeT rnobasnbHble HACTPOMKM N HAaCTPOMKM
nopToB KOMMYyTaTopa.

e 3kpaH Voice VLAN (pa3a. 19.4 Ha cTp. 126) noka3sbiBaeT rnobanbHble HACTPOMKKN, HAaCTPOKMK
OUI n HacTpoMKM NopToOB KOMMYyTaTopa.
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19.2 3kpaH VLAN

C NOMOLWbIO 3TUX 3KPAaHOB MOXHO MPOCMOTPETb N U3MEHUTb HACTPONKM BUPTYasbHbIX TOKabHbIX
ceten (VLAN).

19.2.1 3kpaH VLAN

C NoMOLLbo 3TOr0 3KpaHa MOXHO M3MEHUTb HAaCTPOMKM BUPTYanbHbIX JlokanbHbix ceTeit (VLAN).
YT06bI OTKPBLITE 3TOT 3KpaH, BbibepuTe B MeHio Configuration > VLAN > VLAN > VLAN.

PucyHok 100 SkpaH Configuration > VLAN > VLAN > VLAN

VAN ] port | VLN Port NN

VLAN

[1]

VLANID VLAN Name VLAN Type Modify

e Add

1 default Diefault of

Mons s3KpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 68 DkpaH Configuration > VLAN > VLAN > VLAN

MOnE ONMUCAHUE
Create VLAN
Add Haxmute Add, 4yTo6bl Co3aaTb HOBYHO ceTb VLAN.
VLAN ID MokasbiBaeT naeHTudunkaTop cetn VLAN.
VLAN Name Moka3sbiBaeT nma-onncaxHme VLAN, ¢ MOMOLLbIO KOTOPOrO €€ MOXHO MAEHTUPULMPOBATb.
MakcumanbHas AfinHa MMeHU — 64 neyaTHbIX CMMBOJA; Npobenbl AONYyCKakoTCs.
VLAN Type Yka3biBaeT Ha Tvn cetn VLAN: Default (no ymonuanumio) nnun Static (ctatnueckas).
Modify
Edit ‘ Haxmute Edit, 4To6bl BHECTN M3MEHEHNS B TEKYLLYIO KOHMUrypauuio.

19.2.2 3kpaH VLAN Add

C noMoLLblo 3TOro aKpaHa MOXHO €o3AaTb HOBYHO ceTb VLAN. YTo6bl OTKPbITL 3TOT 3KpaH, BbibepuTe
B MeHio Configuration > VLAN > VLAN > VLAN > Add.

PucyHok 101 DkpaH Configuration > VLAN > VLAN > VLAN > Add
YLAN

WLAMN List

WLAM Mame Prefix

[ apply | [ cancel |
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19.2.3 OkpaH Port

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 69 3SkpaH Configuration > VLAN > VLAN > VLAN > Add

NMOnE OMUCAHME

VLAN

VLAN List OcHoBHble yacTHble ceTn VLAN (Tvna Primary) MoryT 6bITb aCCOLUMNMPOBaHbI C HECKOIbKMMU
OOMNONIHUTENbHBLIMM YacTHbIMK ceTammn VLAN Tuna Community 1 He 6onee ogHow
aononHutenbHon cetbio VLAN Tuna Isolated.
Cnucok accoumaunin VLAN (VLAN Association List) co3zgaeTca Tonbko Ans OCHOBHbIX
yacTHbIx ceten VLAN (Tvna Primary). B kauectse pasgenutens npu accoumaumm
nocnepoBaTenbHbix ceTen VLAN mucnonb3ytoT ageduc, a ceten VLAN, naywmx He no nopsaky
- 3anaTyto (6e3 npobenos). Hanpumep, 3anuck B popmaTte 51-53 BkntoyaeT B cebs cetn 51,
52 1 53, a 3anuce B dopmaTe 51,53 He BktovaeT ceTb 52.
JononHuTtenbHble YacTHble ceT VLAN MOXHO accouMMpoBaTh TOJIbKO C OAHON OCHOBHOW
yacTtHo ceTbto VLAN.

VLAN Name YkaxuTte npedukc ans umenun cetn VLAN.

Prefix

Apply Haxmunte Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel HaxmMunte Cancel, 4To6bl OTMEHUTL U3MEHEHMS.

120

Ha 3ToM aKpaHe MOXXHO MPOCMOTPETbL NapaMeTpbl NOPTOB M BbibpaTb cetn VLAN ans ganbHenwen
HacTpomnku. YTobbl OTKpbITE 3TOT 3KpaH, BbibepuTe B MeHo Configuration > VLAN > VLAN >

Port.

PucyHok 102 3SkpaH Configuration > VLAN > VLAN > Port

VLAN T port [ VLANPort |
Port
) Edit
[~} Port PVID Accept Frame Type Ingress Check VLAN Trunk
O 1 1 ALL Disahle Disahle
O [}’ 2 1 ALL Disahle Cisahle
O 3 1 ALL Disahle Disahle
O 4 1 ALL Disahle Disahle
O 5 1 ALL Disahle Disahle
| G 1 ALL Disable Disable
O 7 1 ALL Disable Disahle
O g 1 ALL Dizable Dizable
1 LAGT 1 ALL Dizahle Disahle
(| LAG2 1 ALL Dizahle Digahle
O LAG3 1 ALL Diisahle Disahle
O LAGd 1 ALL Disahle Disahle
O LAGS 1 ALL Disahle Cisahle
O LAGE 1 ALL Disahle Disahle
O LAGT 1 ALL Disahle Disahle
O LAGE 1 ALL Disahle Disahle
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6bnuua 70 SkpaH Configuration > VLAN > VLAN > Port

MOnE OMNMUCAHUE

Port

Edit YcTaHoOBUTE 3TOT NepekntvaTtesnb, YTobbl HACTPOUTbL NapaMeTpbl NopTa. HaxmuTe KHOMKY
Edit, 4TO6bl U3MEHNTL NapamMeTpbl NopTa.

Port Moka3biBaeT NOPsAKOBbLIN HOMep nopTa.

PVID PVID (npeHtndukatop cetn VLAN nopTa) — 3TO Ter, KOTOPbIM MOMEYaloTCA BXOASLME Kaapbl

6e3 Teros, NpMHNMMaeMble NOPTOM, C TeM, YTO6bI NOTOM NepeHanpasuTb 3TN Kaapbl B rpynny
VLAN, KOTOpylo onpeaensieT AaHHbIN Ter.

Accept Frame YKaxuTe TMn KagapoB, paspelleHHbIX AN AaHHOro noprta. Bo3MoxHble BapuaHTbl AN
Type Bbibopa: All, Tag Only n Untag Only.
Ingress Check Ecnu paHHbIR nepekntoyaTtenb 4515 NOpPTa YCTaHOBMIEH, TO KOMMyTaTop oTbpacbiBaeT

Bxoaslme kaapbl ans VLAN, 4neHoM KOTOPbIX HE ABMSETCSA AaHHbIA MOopT.

VLAN Trunk YctaHosuTe nepekntoyvatens VLAN Trunking a4ns nopTos, NOAKAIOYEHHbIX K APYTUM
KOMMyTaTopaMm uan mapupyTtusaTtopam (HO He 4515 NOPTOB, HANPSAMYIO MOAKIIOYEHHbIX K
KOHEeYHbIM MoNb30BaTeNsAM), YTOObl pa3peLllnTb NPOXOXAEHMEe Yepe3 KOMMyTaTop Kaapos,
npuHaanexawmx K Hem3BecTHbIM rpynnam VLAN.

19.2.4 3kpaH Port Edit

HacTpoliki NopTOB a OCYLLECTBASIOTCS Ha 3TOM 3KpaHe. YTobbl OTKpbLITb 3TOT 3KpaH, BbibepuTe B
meHto Configuration > VLAN > VLAN > Port > Edit.

PucyHok 103 SkpaH Configuration > VLAN > VLAN > Port > Edit

VLAN | port [ VLANPort [
Port

Port Select all

PYID 1 {Range: 1 - 4084)

Accepted Type [OXN] OTag Only O‘Untag Only

Ingress Filtering O Enable ® Disable

WLAN Trunk O Enable @ Disable

[% [ Apply ] [ Cancel ]

Mons 3KpaHa onucaHbl B crieaytowen Tabnuue.

Tabnuua 71 Skpan Configuration > VLAN > VLAN > Port > Edit

MOnE OMNMUCAHUE

Port

Port Select OTobpaxaeT nepeyeHb NOPSAAKOBbIX HOMEPOB HacTpanBaeMbIX MOPTOB.

PVID BeeauTte Homep oT 1 fo 4094 B kauecTtBe naeHtTudukatopa VLAN ans nopra.
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Ta6nuua 71 SDkpaH Configuration > VLAN > VLAN > Port > Edit (npogomxkeHue)

NONE

OMNMUCAHME

Accepted Type

Bbi6op onumm All n3 BbinagamLLero CNnMcKa paspeLwaeT NpuMeM yepes 3TOT NOpPT Kak KaapoBs
C Teramu, Tak n Kagpos 6e3 Teros. 370 3HayeHMe BbI6pPaHO NO YMOMYAHMIO.

Bbibop Tag Only pa3spelwaeTt nprveM yepes 3TOT NOPT TONIbKO KaApoB C Teramu. Bce kaapbl
6e3 TeroB 6yayT OTOpOLUEHbI.

Beibop Untag Only pa3peliaeT npuem yepes 3TOT NOPT TObKO Kaapos 6e3 Teros. Bce
Kaapbl ¢ Teramy 6yayT oTo6poLLEHbl.

Ingress Filtering

Ecnu paHHbIR nepekntoyaTtenb 4519 NOPTa YCTaHOBMEH, TO KOMMyTaTop oTbpacbiBaeT
Bxoaswume kaapbl Ans VLAN, uneHoM KOTOpbIX He SABNSETCS AaHHbIN NOpPT.

CHMMUTE BblAeNieHne C nepekYaTens, eciv TpebyeTcs OTKIUNTL DUIbTpaLnio
BXOASLMX KaApoB.

VLAN Trunk YctaHosuTe nepekntoyvatens VLAN Trunking Ans nopTos, NOAKAIOYEHHbIX K APYTUM
KOMMyTaTopaM uan mapupyTtmsatopaM (HO He ANa NOPTOB, HAaNpsMyto NOAKIIOYEHHbIX K
KOHEYHbIM MoNb30BaTeNsAM), YTob6bl paspeLlmnTb NPOXOXAEHME Yepe3 KOMMYTaTop Kaapos,
npuHaAnexawmx K Hem3BecTHbIM rpynnam VLAN.

Apply Haxxmunte Apply, 4TO6bI NPUMEHUTL N3MEHEHMUS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.

19.2.5 3kpaH VLAN Port

122

BupTyanbHble noKasbHbIe CETU Ha OCHOBE MOPTOB — 3TO Takue VLAN, B KOTOPbIX pelleHue o
nepecbinke nakeTa nNpMHMUMaeTcs Ha ocHoBe MAC-adpeca HasHauyeHus M CBA3aHHOro C HUM nopTa.
[na VLAN Ha ocHOBe MopToB TpebyeTcs pa3spellieHne UCXOoAsLLen nepeaayun ans BCex rnopros.
TakunM 06pa3oM, UTO6bI MO3BOIMTL [BYM MOMb30BaTeNAM 06LATLCA APYr C APYroM, HanpuMep,
MeXxay KoH(epeHL-3anaMun B oTesie, He06X0AMMO paspeLlnTb NCXOASLLYI0 nepeaady AaHHbIX NS
o6ounx noptos. VLAN Ha ocHOBe NopToOB AENCTBYHOT TO/IbKO Ha TOM KOMMYTaTope, Ha KOTOPOM OHMU

6bIIN co3AaHbl.

C nMoMoLLbio 3TOro 3KpaHa MOXHO MPOCMOTpeTb HacTporku nopTtoB VLAN. YTo6bl OTKPbITL 3TOT
3KkpaH, BbibepuTe B MmeHio Configuration > VLAN > VLAN > VLAN Port.
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PucyHok 104 DkpaH Configuration > VLAN > VLAN > VLAN Port

VLAN | Port | vianport IR
YLAN Pork
VLAN ID 1 v
Port Membership
* Untagged v
1 O Forbidden Excluded O Tagged @ Untagged
2 O Forbidden Excluded O Tagged @® Lintagged
3 O Forbidden Excluded O Tagged @ Lntagged
4 O Forbidden Excluded O Tagged @® Lntagged
5 O Forbidden  Excluded O Tagoed @ Untagoed
] O Forbidden  Excluded O Tagoed @ Untagoed
T O Forbidden  Excluded O Tagaed @ Untagoed
] O Forbidden  Excluded O Tagged @ Untagged
LAG1 O Forbidden  Excluded O Tagged @ Untagged
LAG2 O Forhidden Excluded O Tagged & Untagged
LAG3 O Forhidden Excluded O Tagged @ Untagged
LAGY ) Forbidden Excluded O Tagged & Untagged
LAGS ) Forbidden Excluded O Tagged @ Untagged
LAGE O Forbidden Excluded O Tagged @ Untagged
LAGT O Forbidden Excluded O Tagged @ Untagged
LAGE O Forbidden Excluded O Tagged @ Untagged

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6nuua 72 SDkpaH Configuration > VLAN > VLAN > VLAN Port

MOnE ONMUCAHUE

VLAN Port

VLAN ID YkaxuTte naeHtnudurkaTop Hactpampaemon cetn VLAN.

Port OTobpaixaeT NopsiAKOBbIN HOMep nopTa.

Membership BbibepuTte Forbidden, 4to6bl 3anpeTuTb NOpTY NpPUCOEANHATLCSA K AaHHon rpynne VLAN.

BbibepuTte Excluded, 4tobbl y6paTb nopt n3 cetn VLAN.

BbibepuTte Tagged, 4To6bl BKIIOUMTL A06aBNeHWe TeroB K naketam, nepenaBaemMmbiM yepes
AaHHbIN NopT B 31O ceTn VLAN.

BbibepnTe Untagged, utobbl oTkAouUnTE A0o6aBneHne Teroe K NakeTam, nepenaBaemMbiM
yepes AaHHbI nopT B 31O ceTn VLAN.

Apply Haxmunte Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel Haxxmunte Cancel, 4To6bl OTMEHUTL U3MEHEHMS.
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19.3 3kpaH Guest VLAN

Ecnn Ha kOMMyTaTope 1 ero noptax BkAYeHa pyHKuMs ayTeHTudurkaunm 802.1x, kommyTaTop
3anpewaeT KAneHTaM, NpefoCcTaBAsioWLnUM HEKOPPEKTHbIE YYeTHbIE AaHHble, AOCTYN Yyepe3
yKasaHHble NopTbl. BO3MOXXHOCTM KOMMyTaTopa No3BoNs0T BbibpaTb 0aHY ceTb VLAN B KauecTse
rocteson. Ecnm BknounTb pyHKumio rocteson cetn VLAN (B AaHHOM npumepe - cetn 102) Ha
onpeaeneHHoM nopty (B AaHHOM NMpuMepe — NopT 2), TO onpeAesieHHbIn Nonb3oBaTtesnb (B AaHHOM
npuMmepe — nonb3oBaTenb A), KOTOpbI He noaaepxusaeT ctaHaapT IEEE 802.1x nnun He MoxeT
yKasaTb npasu/ibHble MMSA MOSIb30BaTeNSA U Napoflb, BCE PAaBHO CMOXET MNONYYUTb AOCTYMN K
KOMMYTaToOpy 4Yepes 3TOT NopT, HO byaeT HanpaBssieH B rocteByto ceTb VLAN. To ecTb nonb3oBaTteny,
He npowejlne ayTeHTuduKaumoo, CMOryT Noay4YnTb 4OCTYN K OrpaHUYEHHOMY KOIMYECTBY CETEBbIX
pecypcoB B Ton xe rocteson cetn VLAN, Takon, kak ceTb MHTepHeT. Habop npas, Ha3HAUYEHHbIX
roctesor VLAN, 3aBMCUT OT TOro, Kakne napameTpbl CETeBOW agMUHUCTPATOp 3a4acT Ans
KOMMYTaTOpPOB MM MapLpyTU3aTOPOB NpU ONMCaHMN MYHKLUNK FOCTEBOM CETU.

PucyHok 105 [Mpumep rocteson cetn VLAN

i

Internet
\K—/\)

C NOMOLLbIO 3TOr0 3KpaHa MOXHO MPOCMOTPETb U U3MEHUTb HACTPOMKK rocteBon cetn VLAN.

19.3.1 OkpaH Global

Ha 3ToM akpaHe MOXHO HacTpouTb robanbHble napameTpbl rocteBor cetn VLAN. YTo6bl OTKpPbITh
3TOT 3KpaH, Bbibepute B MeHto Configuration > VLAN > Guest VLAN.

PucyHok 106 >SkpaH Configuration > VLAN > Guest VLAN > Global

Global

State O Enable ® Disable

Guest¥lan ID

’ Apphy ] [ Cancel
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 73 SkpaH Configuration > VLAN > Guest VLAN > Global

MOnE OMNMUCAHUE
Global
State YcTaHoBWUTE 3TOT nepekntoyaTenb, YTobbl BKAOUYNTL r106anbHY0 OYHKLNIO FOCTEBON CETU

VLAN.

Guest VLAN ID

YkaxuTte rnobanbHbii naeHtudunkatop rocreson cetn VLAN.

Apply

Haxmnte Apply, 4TOObl NPUMEHUTL U3MEHEHMUS.

Cancel

Haxmunte Cancel, yTo6bl OTMEHUTb U3MEHEHUS.

19.3.2 OkpaH Port

Ha aTOM akpaHe MOXHO NMpOCMOTPEeTb HacTpolkm nopToB rocteBon cetn VLAN un Bbi6paTb nopThl
VLAN ansa panbHenwen HacTporikm. YTobbl OTKpbITh 3TOT 3KpaH, BbibepuTe B MeHto Configuration
> VLAN > Guest VLAN > Port.

PucyHok 107 DkpaH Configuration > VLAN > Guest VLAN > Port

Port

@ Edit

OOoOoOoOoEm@Eio

Global | Port

-l
=
=

State
Disahle
Disahle
Dizahle
Dizahle
Dizahle
Disable
Dizable
Digahle

L R = R

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 74 DkpaH Configuration > VLAN > Guest VLAN > Port

MOnE OMUCAHMUE

Port

Edit YcTaHOBWUTE 3TOT nepektoyaTenb, YTobbl HACTPOUTL NapaMeTpbl NopTa. HaXxMmnTe KHOMKY
Edit, yTo6bI NI3MEHNTbL NapaMeTpbl NopTa.

Port MNMoka3biBaeT NOPSAKOBLIN HOMEpP nopTa.

State OTobpaxaeT cocTosiHMe BblbpaHHOro nopTa.

19.3.3 3AkpaH Port Edit

Ha aToM akpaHe MOXHO HacTpouTb NapameTpbl EEE noptoB roctesoi cetn VLAN. YTo6bl OTKPbITb
3TOT 3KpaH, Bbibepute B MeHtio Configuration > VLAN > Guest VLAN > Port > Edit.
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Port

PortList

State

PucyHok 108 DkpaH Configuration > VLAN > Guest VLAN > Port > Edit

Global | Port

1-8

OEnable @ Disable

[ apply | [ cancel |

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Tabnuua 75 DkpaH Configuration > VLAN > Guest VLAN > Port > Edit

NMOnE ONMUCAHUE

Port

Port List OTobpaxkaeT nepeyeHb NOPSAKOBbIX HOMEPOB HacTpanmBaeMbIX MNOPTOB.

State 3TOT nepekntoyaTeslb NO3BOASET BKIOYUTL/OTKAOUYNTL PyHKUMIO rocTeBon cetn VLAN.
Apply Haxxmunte Apply, 4TO6bI NPUMEHUTL N3MEHEHMUS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.

19.4 3kpaH Voice VLAN

®yHkumsa ronocosor cetn VLAN (Voice VLAN) no3sonsieT nepecbliate roaocoson Tpaduk no
ronocosom cetn VLAN ¢ TeM, 4To6bl KOMMYTaATOP MOMYT KnaccmduumpoBaTtb M NJaHMPOBaTb CETEBOM
TpaduK. PekoMeHayeTCs BKAKOYATb KaXkabl MOPT B COCTaB ABYX BUPTYasibHbIX JIOKANbHbIX CeTen —
OAHOW ANs nepefayu rosoca v 04HON ANs nepeaayvn AaHHbiX. Mepen noagknioyeHnem IP-ycTponcTea
K KOMMyTaTOpy IP-TenedoH AO/MKEH NpaBUIbHO HAaCTPOUTb naeHTudukKaTop ronocoson cetn VLAN.
[ns saToro cneayet ncnonb3oBaTb COBCTBEHHbIN rpadunyeckmin nHtepdenc nonb3osartens IP-

TenedoHa.

C NoMoLbio 3TOro 3KpaHa MOXHO NPOCMOTPETb U HAaCTPOUTb NapaMeTpsbl rosiocosor cetu VLAN.

19.4.1 OkpaH Global

126

Ha 3ToM akpaHe MOXHO HacTpouTb rnobanbHble NapameTpbl ronocosoi cetn VLAN. YTob6bl OTKpbITh
3TOT 3KpaH, BbibepuTe B MeHio Configuration > VLAN > Voice VLAN > Global.
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PucyHok 109 DkpaH Configuration > VLAN > Voice VLAN > Global
Global : OUl | Port

Global

State O Enable @ Disable

Voice WLAN 1D default{1) v

Cos/802.1p 5 v

Rermark Cosignz.1p O Enable @ Disable

Aging Time 1440 (30-65536 min)

[ Apply ] [ Cancel ]

Mons aKpaHa onucaHbl B crieaytowen Tabnuue.

Tabnuua 76 DkpaH Configuration > VLAN > Voice VLAN > Global

MOnE ONMUCAHUE

Global

State BbibepuTte onuuio Enable, uto6bl akTuBMpOBaThL rMO6aNbHY0 PYHKLMIO FOSIOCOBON CETU
VLAN.

Voice VLAN ID YkaxuTe rnobanbHbin naeHTugmnkaTop ronocoson cetn VLAN. DTOT naeHTudmnKaTop A0SKEH
ObITb YHUKANbHbLIM B NMpeAenax CUCTEMbl; OH He MOXET 6bITb paBeH MaeHTUdUKaTopy
kakoro-nm6o u3 noptos (PVID). Ecnu 3HayeHWe B 3TOM nose coBnajaeTt C
naeHTudunkaTopomM ynpasnsioweiri cetn VID, naeHtudukatopamm VID MVR, PVID n T.4., TO B
CeTU BO3HMKaeT KOHMNMKT. Yncnosoe 3HayeHne B 3TOM NoJie AOJIKHO fiexaTb B Anana3oHe

oT 1 no 4095.
Cos/802.1p B sTOM none otobpaxaeTtcsa 3HayeHMe nons npuopmuteTa naketa 802.1p.
Remark Cos/ BbibepuTte onuuto Enable, 4To6bl BKNHOUYMTL A06aBeHNEe KOMMEHTapMeB NpuopuTeTa A
802.1p cos/802.1p.
Aging Time YKaxuTe BpeMs yctapeBaHus Ans 6e30nacHOro pexvma 3anoMmHaH1s roloCoBON ceTn

VLAN. lnana3oH AonyCcTUMbIX 3Ha4YeHui — ot 10 go 10000000 cekyHA. DTOT napameTp
NCMonb3yeTcs Npu BKIIOYEHHOM 6€30MacHOM pexnMe Un pexumme aBToMaTu4eckoro
obHapyxXeHunsa. Bo Bcex OCTanbHbIX CydYasX UCMOb3yeTCs BPeMS yCTapeBaHus
obopynoBaHus. PeanbHoe BpeMs ycTapeBaHus 6yaeT HaXoAMTbCA B Anana3oHe
[Bpems_ycTapeBaHusa; 2 * BpeMsi_ycTapeBaHus].

Apply Haxmnte Apply, 4TOObl NPUMEHUTL U3MEHEHMS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.

19.4.2 OkpaH OUI

Ha 3ToM akpaHe MOXXHO NpoCMOTpeTb HacTpomku OUI. MakcuManbHO AOMNYCTUMOE KOSIMYECTBO
3anucen — 16. NameHeHune Tabnunubl OUI BbI30BET Nepe3anyck nNpoLleaypbl aBTOMaTUYECKOro
obHapyxeHus npouecca OUI. YTobbl OTKpbITE 3TOT 3KpaH, BbibepuTe B MeHo Configuration >
VLAN > Voice VLAN > OUI.
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PucyHok 110 SkpaH Configuration > VLAN > Voice VLAN > OUI

Global T our T Port T

ouI
) Add
OUI Address Description Modity
O0:ED:BB ICOM EQ |
00:03:68 Gisco & M
00:E0:TS viritel ER |
00:00:E Pingtel EQ ]
00:01:E3 Siemens EQ |
00:60:B9 NECIPhilips &
00:0FE2 Hic EQ |
00:09:6E Avaya g

Mons aKpaHa onucaHbl B crieayoLlen Tabnuue.

Ta6nuua 77 SDkpaH Configuration > VLAN > Voice VLAN > OUI

MNOJE OMNCAHME

OuUI

Add Haxmunte Add, 4uT06bl 406@BUTE HOBYIO 3anucbk OUIL.

OUI Address

MokasbiBaeT agpec OUI. Aapec OUI B TenedoHun npeacraBnsier cobon rnobanbHbIl
YHVKanbHbIN NAEHTU(MUKATOP, BblAENEHHbIA NPOM3BOAUTENO 060PYAOBaHUS KOMUTETOM
IEEE. Ero anvHa goskHa coctaBnaTb 6 cMMBonos, ¢opMaT BBOAA AO/IKEH BbIrNAAeTb
crneayowmM 06pasoM: «XxX-XX-Xx» (rae X — 370 WecTHajuaTepuyHoe YMCo).

Description OTob6paxaeT onucaHme agpeca OUIL. Kak npaBuno, 3TO onmcaHme yKa3sbiBaeT Ha
npoussoanTens TenedoHHOro ycTtponcTaa. JiMHa CTPOKM AOJIXKHA HAXOAUTLCS B Anana3oHe
ot 0 Ao 32 cMMBOJIOB.

Modify

Edit HaxmuTte Edit, 4TO6bI BHECTUM U3MEHEHMS B TEKYLLYIO KOHMUIypauuto.
Delete Haxmunte Delete, 4To6bl YAaNuTbL 3anuchk.

19.4.3 3kpaH OUI Add/Edit

C NoMOLWbIO 3TOr0 3KpaHa MOXHO co3a4aTtb/n3MeHnTb agpec OUIL. YTob6bl OTKpbITb 3TOT 3KpaH,
BblbepuTe B MeHto Configuration > VLAN > Voice VLAN > OUI > Add/Edit.

PucyHok 111 2OkpaH Configuration > VLAN > Voice VLAN > OUI > Add/Edit

[ iobai T ou Trort |

our

QU Address

Description

[no:00:00

[ mpply | [ cancel |
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6nuua 78 3SDkpaH Configuration > VLAN > Voice VLAN > OUI > Add/Edit

NONE

OMUCAHME

OuUI

OUI Address

Beeaute agpec OUIL. Agpec OUI B TenedoHumn npeacrasnsiet cobon rnobanbHbin
YHUKaNbHbIN naeHTUdUKaTOP, BbIAENEHHbIA NPOM3BOAUTEND 060PYAOBaHUS KOMUTETOM
IEEE. Ero gnuHa pgoskHa cocTaBnaTb 6 cmumBonoB, hopMaT BBOAA AOJ/IKEH BbIMSAAETb
cneayowmm 06pasom: «XxX-XX-xx» (rae X — 3To WecTHaguaTepUYHoOe Yncso).

Description BeeanTe onmncaHue agpeca OUI. Kak npaBuio, 3TO onncaHue ykKasbliBaeT Ha NpoOnU3BoOAUNTENS
TenedoHHOro ycTponcrtea. [siMHa CTPOKM AO/KHA HaxoauTbCs B AnanasoHe ot 0 go 32
CUMBOJIOB.

Apply Haxxmunte Apply, 4TO6bI NPUMEHUTL N3MEHEHMUS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.

19.4.4 OkpaH Port

Ha 3ToM 3KpaHe MOXHO NPOCMOTPETbL HAaCTPOMKM NOPTOB rosiocoBor cetn VLAN m Bbi6paTb NopT Ans
[anbHeNLWen HacTponku. YTobbl OTKPbITb 3TOT 3KpaH, Bbibepute B meHio Configuration > VLAN >
Voice VLAN > Port.

PucyHok 112 3SkpaH Configuration > VLAN > Voice VLAN > Port

Global | oUl | port IR
Pork
@ Edit
] Port State
O 1 Digahle
F 2 Digahle
O k] Digahle
| 4 Digahle
F 5 Disahle
O [ Disahle
O 7 Disahle
] a Disahle
O LAG1 Disahle
] LAGZ2 Disable
| LAG3 Disahle
| LAG4 Disahle
] LaGs Dizahle
| LAGE Digahle
O LAGT Disahle
| LAGE Digahle
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'maBa 19 BkpaHbl Configuration: VLAN

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6nuua 79 3SkpaH Configuration > VLAN > Voice VLAN > Port

MOnE OMNMUCAHUE

Port

Edit YcTaHoOBUTE 3TOT NepekntvaTtesnb, YTobbl HACTPOUTbL NapaMeTpbl NopTa. HaxmuTe KHOMKY
Edit, 4TO6bl U3MEHNTL NapamMeTpbl NopTa.

Port OTobparxkaeT NOpsAKOBbIN HOMEp nopTa.

State Moka3sbiBaeT COCTosiHME pexnma 6esonacHocTu nopTa ronocoson cetn VLAN. Mpu

BKJIOUEHNM 3TON DYHKUMKM BCe HeTenedoHHble MAC-agpeca B rosiocooi cetn VLAN 6yayt
3abnokumpoBaHbl Ha 10 cekyHA. Bo3MOXHbI cneaytowme BapMaHTbl peXXMMOB MNOPTOB:

e Enabled: BknounTb pexum 6e3onacHocTn ronocosoi cetn VLAN.
¢ Disabled: OTknounTb pexxnm 6esonacHocT ronocosoit cetn VLAN.

19.4.5 3kpaH Port Edit

Ha 3ToM akpaHe MOXHO U3MEHUTb peXxnM 6e30nacHOCTM NOPTOB. YTOObI OTKPbLITb 3TOT 3KpaH,
BblbepuTe B MeHto Configuration > VLAN > Voice VLAN > Port > Add/Edit.

PucyHok 113 3kpaH Configuration > VLAN > Voice VLAN > Port > Add/Edit

[ icbai Tour T por

Port

Port

State

1.4-5

OEnable @ Disable

[ Apply ] [ Cancel ]

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 80 3SkpaH Configuration > VLAN > Voice VLAN > Port > Add/Edit

MOnE ONMUCAHUE

Port

Port B sTOM none otobpaxaeTcs NopsaAKOBbIA HOMep nopTa .

State BbibepuTe cocTtosiHne pexunma 6e3onacHocTn nopta ronocosor cetn VLAN. Mpwu BKkAOYEHUN
3TON pyHKUMK Bce HeTenedoHHble MAC-aapeca B ronocosoi cetn VLAN 6yayt
3abnokmposaHbl Ha 10 cekyHA. Bo3MOXHbI cneaylowne BapmaHTbl PeXUMOB MOPTOB!:

e Enabled: BkniounTb pexxum 6e3onacHoctn ronocosoli cetn VLAN.
e Disabled: OtkntounTb pexum 6e3onacHocTy ronocosoli cetn VLAN.

Apply Haxmnte Apply, 4TObObl NPUMEHUTL U3MEHEHMUS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.
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JKpaHbl Configuration: MAC Table

20.1 OG30p

B aTOM paszgene pacckasbiBaetca 06 skpaHax MAC Table, Bbi3biBaeMbix 13 MeHto Configuration.

Ha skpaHe HacTpoiiku Tabnuubl MAC-agpecos MAC Table (koTopyto elle Ha3sbiBaoT 6a301M AaHHbIX
GunbTpaumMmn) MOXHO YBUAETb, KakmM ob6pa3om Kaapbl NEpechbIIalnTCa Uan GUNbTPYIOTCS Ha NopTax
KoMMyTaTopa. Npn oTnpaBke yCTPONCTBOM (KOTOpPOE MOXET NpuHaanexaTb K ogHon us rpynn VLAN)
nakeTta Ans nepecbisiku Ha nopt MAC-aapec ycTponcTea nossnsercsa B Tabnnue MAC-agpecos (MAC
Table). B aTom none otobpaxaetcsa tun MAC-agpeca — dynamic (AMHaMMU4YeCcKuii, To ecTb
MOSTYYEHHbIN KOMMYTaATOPOM) unun static (CTaTudecknii, To eCTb BHECEHHbI BPYYHYIO Ha dKpaHe
Static MAC Forwarding).

20.1.1 O yem pacckasbiBaeTcsl B 3TOU rnaBe

OkpaH MAC Table (pa3a. 20.2 Ha cTp. 131) noka3biBaeT HaCTponkM ctatndecknx MAC-agpecos,
MAC-agpecoB punbTpaumm n anHammyeckmnx MAC-agpecos.

20.2 3kpaH MAC Table

20.2.1 JkpaH Static MAC

C MoMoLLbIO 3TOro 3KpaHa MOXXHO MPOCMOTPETb HACTPOMKKM cTaTnyeckmx MAC-agpecos. YTobbl
OTKpbITb 3TOT 3KpaH, Bbibepute B MeHto Configuration > MAC Table > Static MAC.

PucyHok 114 SkpaH Configuration > MAC Table > Static MAC

[ statc anc T Firering waC T oynamic age_

Static MALC

@ Add
MAC Address VLAN Port Delete
FOF5:28:4F10:20 default(l) CPU

Mons akpaHa onucaHbl B crieaytowen Tabnuue.

Tabnuua 81 Skpan Configuration > MAC Table > Static MAC

NMOnE OMUCAHME
Static MAC
Add Haxmunte Add, 4yT0o6bl CO3aaTh HOBLIM cTaTndyeckmn MAC-agpec.
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"maBa 20 BkpaHbl Configuration: MAC Table

Ta6nuua 81 SDkpaH Configuration > MAC Table > Static MAC (npogomkeHue)

MOnE ONMUCAHUE

MAC Address Moka3sbiBaeT MAC-agpec o6bekTa, OT KOTOPOro npuilen BXoAsWwmi Kaap.
VLAN MokasbiBaeT rpynny VLAN, K KOTOpPOIA OTHOCUTCSA 3TOT Kaap.

Port Moka3sbiBaeT NopT, C KOTOpOro 661 NoNyYeH ykasaHHbI Bbilwe MAC-agpec.
Delete Haxmunte Delete, uTobbl yaanuts MAC-aapec.

20.2.2 JkpaH Static MAC Add

C NOMOLLbIO 3TOr0 3KpaHa MOXHO co34aBaTb HOBble cTaTuyeckme MAC-agpeca. YTobbl OTKpbITb 3TOT
3KkpaH, Bbibepute B MeHio Configuration > MAC Table > Static MAC > Add.

PucyHok 115 3SkpaH Configuration > MAC Table > Static MAC > Add
[ static mac  Fitering MAC | Dynamic Age |

Static MAC

MAC Address 00:00:00:00:00:00

YLAN default hd

Fart 1 R

[ Apphy ] [ Cancel ]

Mons aKpaHa onucaHbl B creaytowen Tabnuue.

Tabnuua 82 >SkpaH Configuration > MAC Table > Static MAC > Add

MOnE OMNMUCAHUE

Static MAC

MAC Address Ykaxute MAC-agpec obbekTa.

VLAN Bbi6epute rpynny VLAN, c KOTOpOI HY>XHO accoummnpoBaTb AaHHbIM MAC-agpec.
Port BbibepunTe NopT, C KOTOPbIM HY>XHO accouMnpoBaTtb AaHHbI MAC-agpec.

Apply Haxxmunte Apply, 4TO6bI NPUMEHUTL N3MEHEHMUS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.

20.2.3 IkpaH Filtering MAC

C noMoLbto 3TOro 3KpaHa MOXHO NMPOCMOTPETb HacTpoliku MAC-aapecoB dpunbTpaumm. YTobsl
OTKpbITb 3TOT 3KpaH, BbibepuTte B MeHto Configuration > MAC Table > Filtering MAC.
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PucyHok 116 DkpaH Configuration > MAC Table > Filtering MAC
Static MAC Filtering MAC | Dymamic Age

Filtering MALC

o Add
MAC Address VLAN Action

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 83 SDkpaH Configuration > MAC Table > Filtering MAC

MOnE ONMUCAHUE
MAC Filtering
Add Haxmunte Add, 4yTobbl Co3aaTh HOBYHO 3anucbk dunbTpaumum MAC-agpecos.
MAC Address Moka3sbiBaeT MAC-agpec obbekTa dunbTpaunmn, oT KOTOPOro npuen BXoAswWwmn Kaap.
VLAN MokasbiBaeT rpynny VLAN, K KOTOpPOW OTHOCUTCS 3TOT Kaap.
Action
Delete ‘ Haxmunte Delete, 4To6bl YAaNuTbL 3anuchk.

20.2.4 3kpaH Filtering MAC Add

C NOMOLLbIO 3TOr0 3KpaHa MOXHO co3aaBaTb HoBble MAC-aapeca dunbTpaunm. Ytobbl OTKpPbITb 3TOT
3KpaH, Bbibepute B MeHio Configuration > MAC Table > Filtering MAC > Add.

PucyHok 117 3SkpaH Configuration > MAC Table > Filtering MAC > Add

Static MAC | Fittering MAC | Dynamic Age_ |

Filtering MAC
MAC Address Q0:00:00:00:00:00
WLAMN 1

[ Apply ] [ Cancel ]

Mons 3KpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 84 >SkpaH Configuration > MAC Table > Filtering MAC > Add

MOnE OMNMUCAHUE

Filtering MAC

MAC Address Ykaxute MAC-agpec ycTpoicTea.

VLAN Bbibepute rpynny VLAN, c KOTOpol HYXHO accoummnpoBaTb MAC-agpec obbekTa
dunbTpaumnn.

Apply Haxmnte Apply, 4TOObl NPUMEHUTL U3MEHEHMUS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.
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20.2.5 3kpaH Dynamic Age

C NoMOLLbIO 3TOr0 3KpaHa MOXHO yKasaTb CPOK XWU3HW AMHaMnyeckmnx MAC-agpecoB. CpoK XU3HU
AnHamunyeckoro MAC-agpeca onpeensieT nepmoj, B Te4eHne KOTOporo BCe AMHaMUYeCcKun
nonyyeHHble MAC-agpeca xpaHsaTcs B Tabnmue MAC-agpecoB. N0 ero MCTe4eHMN OHM YCTapeBatoT U
[O/MKHbI 6bITb MOJTyYEHbl 3@aHOBO. YTO6bI OTKPbLITL 3TOT 3KpaH, BbibepnTte B MeHto Configuration >
MAC Table > Dynamic Age.

PucyHok 118 3SkpaH Configuration > MAC Table > Dynamic Age

[ Static MAC T Fittering MAC T pynamic Age TR

Dynamic MAC Age

Aning Time 300 {10 - 630 sec)

[ Apply ] [ Cancel]

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6bnuua 85 DkpaH Configuration > Dynamic Age
NOnE OMNMUCAHUE
Dynamic MAC Age

Aging Time Ykaxunte BpemMs yctapeBaHna MAC-agpeca. 3HayeHue B 3TOM NoJsie A0/HKHO HaXoamMTbCs B
AnanasoHe ot 10 go 630 cekyHa.

Apply Haxxmunte Apply, 4TO6bI NPUMEHUTL N3MEHEHMUS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMUS.
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JKkpaHbl Configuration: Link Aggregation

21.1 O6G30p

B 5ToM pa3gene pacckasbiBaeTcsi 06 skpaHax Link Aggregation, Bbi3biBaeMbIX U3 MEHIO
Configuration.

B oTOM rnaBe pacckasblBaeTCs O JIOrMYEeCKOM 06beanHeHUN (arperaumm) HECKObKUX DU3NYECKMX
KaHanoB B OAMH NOrnyeckunii kaHan 6onbluen NponyckHOM cnocobHOCTH.

21.1.1 O yeMm pacckasbiBaeTcsl B 3TOU rnaBe

OkpaH Link Aggregation (pa3a. 21.2 Ha cTp. 135) oTtobpaxaeT rnobanbHble HAaCTPOMKKN, NapaMeTpbl
ynpasneHus LAG, noptoB LAG 1 HacTpolikmn noptos LACP.

21.2 JkpaH Link Aggregation

Arperauust (rpynnMpoBaHMe) KaHanoB — 3TO 06beANHEHNE HECKONbKUX (DU3NUYECKMX NMOPTOB B OAUH
Normyecknii kaHan 6onbluen NponyckHoM cnocobHocTn. O6beaMHUTL HECKOBbKO MOPTOB B OAUH
KaHas MOXHO B TOM C/lyyae, ecnu, HanpuMmep, AeLEBNE NCNO/Ib30BaTb HECKOJIbKO KaHaoB
MEHbLLEN CKOPOCTU, YEM He Ha MOJIHYH MOLHOCTb 3arpy»XaTb BbICOKOCKOPOCTHOM, HO 6osee
[OpOrol KaHasn C 04HUM MOPTOM.

OfHako, yeM 6onblie NopToB 6yAyT NOABEPrHYThl arperaumm, TeEM MeHbLIe AOCTYMHbIX MOPTOB
ocTaHeTcs. Mpynnoi NopToB Ha3blBAETCA €AWHbIN NOrMUYECKUt KaHan, 06beaMHAOLWMIA HECKONBKO
NnopToB.

[aHHbIN KOMMYTaTOp NOAAEPXUBAET KaK CTaTUYeCKyH, TakK U AMHAMUYECKYIO arperauuio KaHasaoB.
anMe‘-IaHllle: B Hagnexawmm o6pa30M CI'IﬂaHMpOBaHHOﬁ CETN peEKOMeHAYETCA

MCMO/b30BaTh TO/IbKO CTATMUECKYIO0 arperauunio KaHanos. OTo obecrneunsaeT 6onee
BbICOKYIO CTabWU/IbHOCTb CETU U ynpasBfieHWe rpynnamMm nopTos Ha KOMMyTaTope.

21.2.1 IkpaH Global

Ha aToM akpaHe MOXHO HacTpouTb rnobanbHble NapaMeTpbl arperauumn kaHanos. YTobbl OTKPbITh
3TOT 3KpaH, Bbibepute B MeHto Configuration > Link Aggregation > Global.
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Link Aggregation

Global

LACF State

LACF Systermn Priority

Load Balance Algarithm

PucyHok 119 3DkpaH Configuration > Link Aggregation > Global
Global | LAG Management | LAG Port | LACP Port _

O Enable @ Disable
65535 (1-65535)

O MaC address @ IPIMAC Address

[ Apply ] [ Cancel ]

Mons aKpaHa onucaHbl B crieaytowen Tabnuue.

Ta6bnuua 86 DkpaH Configuration > Link Aggregation > Global

MOnE ONMUCAHUE
Global
LACP State Bbi6bepuTte onuuto Enable, uTo6bl akTMBMpPOBaTL NPOTOKON YNpaBreHWUs arperaunen

KaHasoB.

LACP System
Priority

MpuopuTteT cuctemMbl npotokona LACP - 310 uncno ot 1 go 65 535. KommyTaTtop ¢
HaMMeHbLUMM NMPUOPUTETOM CUCTEMbI (M HAUMEHbLUMM HOMEPOM MOPTa, €C/IN 3HaYeHUs
npuopuTeTa CUCTEMbI OANMHAKOBbLI) CTAHOBUTCA «cepBepoM» npoTokona LACP. «Cepsep»
LACP ynpaBnsieT paboton npoTtokona LACP. BBeanute HoMep Ans yCTaHOBKM npuoputeTta
aKTMBHOrO nopTa, ncnosnb3ytowero npotokon LACP. YeM MeHbLLe HOMep, TEM Bbille YPOBEHb
npuopuTeTa.

Load Balance
Algorithm

BbibepuTe anropuTM pacnpeaeneHuns ncxoasalero tpadguka. Makersl, nmerowwme
OAMHAKOBbLIN aapec UCTOYHMKA W/MAN OAMHAKOBLIN afpec Ha3HaYeHWs, HanpassloTCa No
OAHOMY KaHasy B paMKax rpynnbl nopTos. [10 yMONYaHUIO KOMMYTaTOp MCMOMb3yeT TMN
pacnpeaenenus src-dst-IP + src-dst-mac. Ecnn komMmyTaTop pacnonaraercs 3a
MapupyTusatopoMm, To MAC-agpec Ha3Ha4YeHUsa UM UCTOYHMKA nakeTa byaeTt MeHATbCA. B
3TOM cny4vae Heo6xoAuMO BblIbpaTb anropuTM pacrnpeaesneHns KOMMyTaTopoM Tpaduka Ha
ocHoBe IP-agpeca, uTobbl 0ob6ecneunTb KOppeKTHYt0 paboTy dyHKUUM rpynnMpoBKM NOPTOB.

Bbibepute onumio src-dst-mac, 4tobbl pacnpeneneHune Tpaduka ocyLecTBAsN0Chk Mo
coyeTaHuo MAC-agpecoB UCTOYHMKA U HAa3HAYEeHNS NaKeToB.

Bbibepute onuuto src-dst-ip + src-dst-mac, 4Tob6bl pacnpeaneneHve Tpadbuka
OCYyLLEeCTBASANOCh NO COYeTaHMo IP-aapecoB NCTOYHUKA M HA3HAYEHMS NaKeToB.

Apply

Haxmnte Apply, 4TOObl NPUMEHUTL U3MEHEHMUS.

Cancel

Haxmunte Cancel, yTo6bl OTMEHUTb U3MEHEHUS.

21.2.2 OkpaH LAG Management

Ha 3ToM 3KkpaHe MOXHO NMPOCMOTPETb HACTPOMKWN yrpaBneHus arperaunen kaHanos. YTobbl OTKPbITb
3TOT 3KpaH, Bbibepute B MeHto Configuration > Link Aggregation > LAG Management.
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PucyHok 120 DkpaH Configuration > Link Aggregation > LAG Management

LAG Management

@ Add
LAG Name

Global | LAG Management | LAG Port | LACP Port

Type Link Status Active Member Standby Member Modify

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 87 SDkpaH Configuration > Link Aggregation > LAG Management

MOnE ONMUCAHUE
LAG Management
Add Haxmnte Add, 4To6bl 4O6aBUTHL HOBBLIV NPOd Wb YNpaBieHUs arperaumel KaHanos
(3anucb LAG Management).
LAG MokasbiBaeT rpynny arperaumn kaHanos (link aggregation group, LAG), To eCTb nornyeckmi
KaHan, o6 beaAnHAILWNIA HECKOIbKO MOPTOB.
Name OTob6parkaeT UMs rpynnbl arperaunmn KaHaaos.
Type B sTOM none otobpaxaetcs cnocob nobaBneHns ykasaHHbIX MOPTOB B FPynny NOpTOB.
BO3MOXHble 3HaYeHUN:
Static — nopTbl ABNSIOTCA CTaTUYECKUMUM YSIEHAMW TPYNMbl NOPTOB.
LACP - nobasneHune nopToB B rpynny ocylwecrensercsa no npotokony LACP.
Link Status OTob6paxaeT cocTosiHue coeanHeHus: Link up (yctaHosneHo) nnu Link down (HeT).
Active Member | 3To none ykasbiBaeT Ha TO, SBNAETCA M AAHHbIA KaHan aKTUBHbIM yYaCTHUKOM Fpynnbl
nopToB.
Standby 3T0 noJie yKasbiBaeT Ha TO, SIBASETCSA /M AaHHbIA KaHan pe3epBHbIM YYaCTHUKOM rFpynnbl
Member nopTOB.
Modify
Edit Haxmunte Edit, 4TO6bI BHECTN M3MEHEHUS B TEKYLLYI KOHMDUIypauuio.
Delete Haxmute Delete, yTo6bl YyaanuTb 3anuchk.

21.2.3 3JkpaH LAG Add

C NnoMoLLbIO 3TOro 3KpaHa MOXHO CO34aTb HOBYO rpynny arperaummn kaHanos (LAG). YTob6bl OTKpbITb
3TOT 3KpaH, Bbibepute B MeHio Configuration > Link Aggregation > LAG Management > Add.
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maea 21 OkpaHbl Configuration:

Link Aggregation

LALG Management
LAG

MHame

Type

Member Parts

PucyHok 121 DkpaH Configuration > Link Aggregation > LAG Management > Add
Global | LAG Management | LAG Port | LACP Port |

LAGT »
@ static O LacP
Available Acting
1
2
3 ?
4
a
B <
7
a
[ Apply ] [ Cancel ]

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6nuua 88 3SDkpaH Configuration > Link Aggregation > LAG Management > Add

MOnE OMNMUCAHUE

LAG Management

LAG BbibepuTe rpynny arperaumun kaHanos (LAG).

Name Beseaute nms 3anucu.

Type Ykaxwute Tun: Static nnu LACP.

Member Ports BbibepuTe NopTbl, KOTOPbIE HYXXHO BK/IOYUTL B 3TY FPynny arperauvm KaHaaos.
Apply Haxmunte Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel HaxmMunte Cancel, 4To6bl OTMEHUTL U3MEHEHMS.

21.2.4 3JkpaH LAG Port

Ha 3ToM 3KkpaHe MOXHO NMPOCMOTPETb HAaCTPOMKM NOPTOB rpynn arperaunn kaHanos (LAG). YTobbl
OTKpbITb 3TOT 3KpaH, Bblbepute B MeHto Configuration > Link Aggregation > LAG Port.
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PucyHok 122 DkpaH Configuration > Link Aggregation > LAG Port

LAG Port

@ Edit

LAGT
LAG2
LAG3
LAG4
LAGS
LAGH
LAGT
LAGE

ooooooood

LAG Name PortType State LinkStatus Speed Duplex FlowcCtrl State FlowcCtrl Status

Global | LAG Management | LAG Port | LACP Port

Enable Auto Auto Dizahle Dizable
Enable Auto Auto Dizahle Dizahle
Enable Auto Auto Dizahle Dizahle
Enahle Auto Auto Disable Disable
Enahle Auta Auto Disable Dizable
Enahle Auta Auto Dizable Dizable
Enable Auto Auto Digahle Dizahle
Enable Auto Auto Digahle Dizahle

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6nuua 89 3SDkpaH Configuration > Link Aggregation > LAG Port

NMOnEe OMUCAHME

LAG Port

Edit YcTaHoBUTE 3TOT NepekntvaTtesnb, YTobbl HACTPOUTbL NapaMeTpbl NopTa. HaxmuTe KHOMKY
Edit, yTo6bI NI3MEHNTbL NapaMeTpbl NopTa.

LAG OTobparxkaeT NOpsSAKOBbIN HOMEp rpynnbl arperaunn kaHanos (LAG).

Name OTob6paxaeT uMsa rpynnbl arperauum kaHanos (LAG).

Port Type OTobpaxaeT TMn nopTa.

State OTob6paxaeT cocTtosiHue nopTta: Enable (BkntoueH)/Disable (OTkntoueH).

Speed OTob6paxaeT ckopocTb nopta: Auto (HactpamBaeTtcsa aBTomaTmyeckun), Auto-10M
(HactpanBaetca aBTomMatmyeckm — 10 Méut/c), Auto-100M (HacTtpaunBaeTcs
aBToMaTmnyeckm — 100 M6ut/c), Auto-1000M (HacTtpaunBaeTcsi aBToMaTmyeckn — 1000
MéuT/c), Auto-10/100M (HactpamBaetca aBTomatnyeckm — 10/100 Méut/c), 10M (10
M6ut/c), 100M (100 M6uT/C) 1 1000M (1000 M6uUT/C).

Duplex YkasbiBaeT Ha pexum gynnekca: Full (aynnekc), Half (nonyaynnekc) n Auto (Bbibupaetcs
aBTOMaTU4eCKM).

FlowCtrl State YKkasblBaeT Ha pexum ynpasneHus notokom: Enable (Bkniouyer)/Disable (OTkntoueH).

FlowCtrl Status | Yka3sbiBaeT Ha cocTosiHue ynpasneHunsa notokom: (Enable/Ucnonb3yetcsa) nnu (Disable/He
ncnonb3lyeTcs).

21.2.5 3JkpaH LAG Port Edit

Ha 3TOM 3KkpaHe MOXHO U3MEHUTb HAaCTPOMKKN NOPTOB rpynnbl arpermposaHns kaHanos (LAG).
YT106bI OTKPBITE 3TOT 3KpaH, BbibepuTe B MeHto Configuration > Link Aggregation > LAG Port >

Edit.
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PucyHok 123 DkpaH Configuration > Link Aggregation > LAG Port > Edit

Global | LAG Management | LAG Port | LACP Port

LAG Port
LAG
State
Speed

Flowy Caontral

LAGT-6
®Enable O Disable
Auto w

O Enable @ Disable

[ Apply ] [ Cancel ]

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 90 SkpaH Configuration > Link Aggregation > LAG Port > Edit

NMOnEe OMUCAHUE

LAG Port Edit

LAG OTobparkaeT NOpSAKOBbLIN HOMEp rpymnnbl arperaunun KaHaaos.

State BbibepuTe coctosiHne nopta: Enable (BkntoueHn) nnu Disable (OTkntouveH).

Speed OTobpaxaeT ckopocTb nopta: Auto (Hactpansaetcs aBToMatnyeckn), Auto-10M
(HactpavBaetcsa aBTomMatmyeckm — 10 Méut/c), Auto-100M (HacTtpaunsaeTtcs
aBToMaTtm4yeckn — 100 M6ut/c), Auto-1000M (HacTtpausaetcsa aBToMaTnyeckn — 1000
M6ut/c), Auto-10/100M (HacTpauBaeTtcs aBTomMmaTmyeckn — 10/100 M6éut/c), 10M (10
MéwuTt/c), 100M (100 M6uTt/Cc) n 1000M (1000 MbUT/C).

Flow Control BbibepuTte onuuio Enable, 4tobbl akTuBMpOBaTh MYHKLUMIO YNPaBAEHUS MOTOKOM.

Apply Haxxmunte Apply, 4TO6bI NPUMEHUTL N3MEHEHMUS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.

21.2.6 OkpaH LACP Port

140

Ha 3ToM akpaHe MOXHO MPOCMOTPETb HACTPokKu rnopToB LACP. YTo6bl OTKPbLITL 3TOT 3KpaH,
BblbepuTe B MeHto Configuration > Link Aggregation > LACP Port.
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PucyHok 124 DkpaH Configuration > Link Aggregation > LACP Port

Global | LAG Management | LAG Port LACP Port |
LACP Port
& Edit
] Port Priority Timer(sec)
O 1 1 a0
O . 1 30
O 3 1 30
O 4 1 30
O 5 1 30
O & 1 30
. 7 1 30
. g 1 30

Mons aKpaHa onucaHbl B crieaytowen Tabnuue.

Ta6bnuua 91 SkpaH Configuration > Link Aggregation > LACP Port

MNOJIE OMNMUCAHUE

LACP Port

Edit YcTaHOBUTE 3TOT NepektoyaTtenb, YTobbl HACTPOUTL NapaMeTpbl nopta. HaxmuTe KHOMKY
Edit, uTo6bl NI3MEeHNTb NapameTpbl NopTa.

Port Moka3biBaeT NOpSIAKOBLIN HOMEp nopTa.

Priority OTob6paxkaeT 3Ha4YeHne npmopuTeTa.

Timer (sec) Moka3sbiBaeT 3HavyeHe TaMepa B CeKyHAaxX.

Tanm-ayT, onpeaensiowmn BpeMeHHON NPOMeXyTOK OT ogHOoro obmeHa naketamu LACP
MexAy OTAENbHbIMW MOpTaMu A0 APYroro (B Lensx nposepku paboTocnocobHOCTH NOpPTOB-
napTHEPOB B rpynmne nopToB). EcAn nopT He OTBETWN NOC/e TPeX NOMbITOK, TO OH CYMTAETCA
«OTK/IIOYEHHBIM» U yaansaeTcs M3 rpynnbl. AN 3arpy>XeHHbIX CrpynnMpoBaHHbIX KaHanos
cnefyeT MCcnosb30BaTb KOPOTKUIM MHTepBan (oAHa cekyHaa), 4Tobbl obecneunTb ckopeliee
yAaneHue OTKJIIOYEHHbIX MOPTOB U3 rpynnbl.

21.2.7 JkpaH LACP Port Edit

Ha 3ToM aKpaHe MOXHO M3MeHUTb HacTpoinku noptoB LACP. YTobbl OTKpbITE 3TOT 3KpaH, BbibepuTte B
MeHto Configuration > Link Aggregation > LACP Port > Edit.

PucyHok 125 SkpaH Configuration > Link Aggregation > LACP Port > Edit
Global | LAG Management | LAG Port ELACP Port _

LACP Port

Port List 1-8

Priatity 1 {1-65538)
Tirner @ 305ec O1sec

[ Apply ] [ Cancel ]
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 92 SkpaH Configuration > Link Aggregation > LACP Port > Edit

MOnE OMNMUCAHUE

LACP Port

Port List OTobpaxaeT nepeyeHb NOPAAKOBbIX HOMEPOB HAaCTPanBaeMbIX MNOPTOB.

Priority YKaxuTe 3HauyeHune npuopuTeTa ANns nopTa. OTO YNCNOBOE 3HAYeHWe BbibupaeTcs B
AunanasoHe ot 1 go 65 535.

Timer BbibepuTe 3HaveHne TanMepa: 1 cekyHaa unm 30 cekyHA.

Apply Haxmnte Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel Haxxmunte Cancel, 4Tobbl OTMEHUTb U3MEHEHMS.
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JKpaHbl Configuration: Loop Guard

22.1 O630p

B aTOM paszaene pacckasbiBaeTca 06 akpaHax Loop Guard, Brbi3biBaeMbix M3 MeHto Configuration.

B naHHOM rnaese onucaHa HaCTpOVIKa Ha KOMMyTaTope MeXaHu3Ma 3alluTbl OT 06pa3OBaHVIFI neTenb
Ha rpaHuue cetTn.

22.2 3kpaH Loop Guard

®DyHKUMS 3aWnTbl OT 06pasoBaHMs NneTesb NO3BOSET HACTPOUTb HA KOMMYTaTope OTK/HOUEHUE
onpeaesieHHoro nopTta npu o6HapyXXeHUM CUTyalMmn, Koraa oTrnpaBsieMble Yyepes 3TOT NopT NakeThbl
BO3BpallatoTcs 06paTHO Ha KOMMyTaTop. [Nns 3aWmTel OT 06pa3oBaHUs NeTesb B ONOPHON CETU
MOX>XHO MCMNOJIb30BaTb NPOTOKOJ MoKpbiBatowero agepesa (STP), ogHako STP He o6ecneynBaeT
3alnTbl OT NEeTeNb, KOTOPbIE MOTYT BO3HUKHYTb Ha rpaHuLUe CeTu.

22.2.1 JkpaH Global

Ha 3ToM akpaHe MOXHO HacTpouTb rnobanbHble NapaMeTpbl 3aWmMTbl 0T 06pa3zoBaHUs NeTesb. YTobbl
OTKpbITb 3TOT 3KpaH, BbibepuTe B MeHio Configuration > Loop Guard.

PucyHok 126 SkpaH Configuration > Loop Guard

Global | Port

Global
State O Enable @ Disable
Recovery Time 300 '(1—65535 sec)

[ Apply | [ cancel ]
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 93 SkpaH Configuration > Loop Guard

MOnE OMNMUCAHUE
Global
State BbibepuTe onumio Enable, 4ytobbl akTnBnpoBaTth 3aWmTy OT 06pas3oBaHns NeTesb Ha AaHHOM

KOMMyTaTope.

Recovery Time

YkaxuTte nepuog (B cekyHaax), B Te4eHne KOToporo nopt 6yaeT OTKAOYEH npu
obHapyXeHuu neTnu (1 gencTene, NpeayCMOTPEHHOE AN NopTa, OTKYUT NOpT).

Apply

Haxmute Apply, UTO6bI MPUMEHUTL M3MEHEHUS.

Cancel

Haxmute Cancel, 4To6bl OTMEHUTbL N3MEHEHMUS.

22.2.2 3kpaH Loop Guard Port

Ha 3ToM akpaHe MOXHO MPOCMOTPETb HAaCTPOMKM 3alnTbl 06pa3oBaHUsa NeTenb A4s1s NopToB. YTO6bI
OTKpbITb 3TOT 3KpaH, BbibepuTe B MeHo Configuration > Loop Guard > Port.

PucyHok 127 SkpaH Configuration > Loop Guard > Port

Port
& Edit

[F] Port State Action

| 1 Disable Shutdown Part
F 2 Disable Shutdown Part
F 3 Disable Shutdown Port
.| 4 Disahle Shutdown Part
. 5 Digable Shutdown Port
4| 6 Disable Shutdown Part
F 7 Disable Shutdown Part
F g Disable Shutdown Part

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6nuua 94 DkpaH Configuration > Loop Guard > Port

MOnE ONMUCAHUE

Port

Edit HaxmuTte Edit, yTO6bI M3MEHUTL NapaMeTpbl NopTa.

Port Moka3biBaeT NOpSAKOBLIN HOMEpP nopTa.

State YkasblBaeT Ha cocTosiHue nopTa: Enable (BkntoueH) nnu Disable (OTkntoueH).

Action YKa3blBaeT Ha AeNCTBUE, KOTOPOE AOMXKEH BbINOMHUTL KOMMYyTaTop. Bo3MOXHbIe BapuaHThl:
Log (3aHecTn nHdopMauuto o cobbiTum B xxypHan), Shutdown Port (oTk/1t04nTbL NOPT) 1
Shutdown and Log (0TKNHOUYMTb NOPT M 3aHECTU MHDOPMaLMIO O COBbITUN B XypHan).

22.2.3 SkpaH Port Edit

144

C NoMoLLblo 3TOr0 3KpaHa MOXHO HAaCTPOMTb NapaMeTpbl 3aLiUTbl MOPTOB OT 06pa3oBaHMs NeTesb.
YT06bI OTKPBLITL 3TOT 3KpaH, BbibepuTe B MeHio Configuration > Loop Guard > Port > Edit.
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PucyHok 128 DkpaH Configuration > Loop Guard > Port > Edit

Global Port

Port

Fort List 1.4-5

State O Enable ® Disable
Action |Shutdown Port  [+]

[ Apply ] [ Cancel ]

Mons aKkpaHa onucaHbl B cnegytowen tabnuue.
Ta6nuua 95 SDkpaH Configuration > Loop Guard > Port > Edit

MOnE ONMUCAHUE

Port

Port List OTobpaxaeT nepeyeHb NOPAAKOBbIX HOMEPOB HAaCTPanBaeMbIX MNOPTOB.
State Bbi6epuTte onuunto Enable, 4utob6bl akTBMpoBaTh yHKUMo Admin Enabled.
Action BbibepuTte gencremne, KOTOpoe AO/HKEH BbIMOJHUTE KOMMYTaTop.

Apply Haxxmunte Apply, 4TO6bI NPUMEHUTL N3MEHEHMUS.

Cancel Haxmute Cancel, 4To6bl OTMEHUTH U3MEHEHMS.
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AKkpaHbl Configuration: Mirror

23.1 O6G30p

B aTOM pasaene pacckasbiBaetcs 06 akpaHax Mirror, Bbi3biBaeMbix n3 meHio Configuration.

23.2 3kpaH Mirror

3epkanbHoe KONMpoBaHWe NOPTOB NO3BONASET KONMPOBaTb TpaduK HA KOHTPO/IbHbIA NOPT (TOT, Ha
KOTOPbI KonupyeTcsa Tpaduk), 4Tobbl MOXHO 6b110 aHanM3npoBaTb TPadUK Ha KOHTPOUPYEMOM
nopTy, He BMeLWMBasiCb B NOTOK.

[aHHbIi KOMMYTaTOp NOALEPXMBAET 3epKanMpoBaHMe NIOKasbHbIX NOPTOB.

23.2.1 3kpaH Mirror

C NOMOLLbIO0 3TOr0 3KpaHa MOXHO HAaCTPOUTb NapaMeTpbl 3epKannMpoBaHus. YTobbl OTKPLITL 3TOT
3KkpaH, BbibepuTte B MeHto Configuration > Mirror.

PucyHok 129 >SkpaH Configuration > Mirror

Mirror
Idirroring O Enable @ Disable
Idonitor Port
Earess Available Acting
Ingress Available Acting

PykoBoacTso nonb3oBartens ans cepun GS1900 146




maea 23 BkpaHbl Configuration: Mirror

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 96 >SkpaH Configuration > Mirror

MOnE OMNMUCAHUE
Mirror
Mirroring BbibepuTte onuuio Enable, utobbl akTuBMpOBaTh MYHKLUUIO 3€pKanMpoBaHns NOpPTOB Ha

KoMMmyTaTope, unu onunio Disable, 4yTObbl OTKNOUUTL AaHHYO QYHKLMIO.

Monitor Port KOHTPONbHbIN NOPT — 3TO NOPT, HA KOTOPbIA KONUPYETCs TpaduK C Lenbio ero aHanmsa 6e3
BMeLlaTeNbCTBa B MNOTOK Tpadmka Ha MCXOAHOM nopTy (nopTtax). Beeaute Homep
KOHTPOJSIbHOroO nopra.

Egress YKaxuTe nopTbl, KOTOPblE AO/MKHbI 3€pKaMpoBaTh UCXOAALWMI TpaduK.

Available HaxmMunte <, yTo6bI NEPEHECTN YPOBEHb CeEpbe3HOCTM M3 Nonsa Acting B none Available.

Haxxmute >, yTo6bI NEPEHECTN YPOBEHb CEPbE3HOCTM B nosie Acting us nons Available.

Acting Haxmunte <, 4To6bI NEpeHecTn ypoBeHb Cepbe3HOCTM U3 nons Acting B none Available.

Haxmunte >, 4To6bl NEepeHecTn ypoBeHb cepbe3HOCTM B nosne Acting ns nons Available.

> Haxmunte >, yTo6bI NEpeHeCcTN ypoBeHb Cepbe3HOCTM B nosie Acting us nons Available.

< Haxmnte <, 4To6bI NEpeHecTM ypoBeHb cepbe3HOCTM 13 nons Acting B none Available.
Ingress YKaxuTe nopTbl, KOTOPble AO/HKHbI 3epKanpoBaTh BXOAAWMNA TpaduK.

Available Haxmnte <, 4To6bI NEpeHecTn ypoBeHb Cepbe3HOCTM 13 nons Acting B none Available.

Haxxmunte >, yTo6bI NEPEHECTN YPOBEHb CEPbe3HOCTM B nosie Acting us nons Available.

Acting Haxmunte <, yTo6bl NEpeHecTn ypoBeHb Cepbe3HOCTM U3 nons Acting B none Available.

Haxmute >, yTo6bl NEepeHecTn ypoBeHb Cepbe3HOCTM B none Acting n3 nons Available.

> Haxxmute >, yTo6bI NEPEHECTN YPOBEHb CeEpPbe3HOCTM B nosie Acting us nons Available.
< Haxmute <, yTo6bI NEpeHecTn ypoBeHb cepbe3HOCTM M3 nonsa Acting B none Available.
Apply Haxxmunte Apply, 4TO6bI NPUMEHUTL N3MEHEHMUS.
Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.
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AKpaHbl Configuration: Multicast

24.1 O6G30p

B aTOM paszaene pacckasbiBaetca 06 sakpaHax Multicast, BbizbiBaeMbix n3 meHio Configuration.

O6bI4HO nepepayva IP-nakeToB NPONCXOAUT O4HUM U3 ABYX CNOCOBOB: B peXxXmnmMe O4HOaAPECHOM
nepegayn (ot 1 otnpasuTens K 1 nonyyaTento) Uam B pexume wmnpokosewaHms (0T 1 oTnpaBuTens
BCEM MoslyyaTensm B ceTn). MHoroagpecHas paccbiika (Mnuv rpynnosas nepegaya) obecneumsaet
pocTtaBky IP-nakeToB onpegeneHHon rpynne XoCcToB B CETU.

24.2 3JkpaH IGMP

MexceTteBon npoTtokon ynpasnenus rpynnamum (Internet Group Management Protocol, IGMP)
npeacrtaenseT cobor NpoToKOS CETEBOIO YPOBHS, UCMOJIb3YEMbIA AN OonpeaeneHuns
NPUHAANEXHOCTW K rpynne MHoroagpecHon paccoliku IPv4. [Ina nepefayun noab30BaTesbCKUX
AAHHbIX OH He ucnonb3yeTtcsa. Hdopmaumio o npoTokone IGMP Bepcuii 1, 2 1 3 MOXHO HanTu
COOTBETCTBEHHO B cTaHaapTax RFC 1112, RFC 2236 n RFC 3376.

24.2.1 JkpaH Global

Ha 3ToM aKkpaHe MOXHO NMPOCMOTPETbL rnobanbHblie HacTponkn IGMP. YTo6bl OTKPbITL 3TOT 3KpaH,
BblbepuTe B MeHto Configuration > Multicast > IGMP.

PucyHok 130 3kpaH Configuration > Multicast > IGMP

Global | VLAN | Router Port [ Profile | Throtting |

Global
Snooping State O Enable ® Disable
Snooping Version ®vz Ow3
Unknawn Multicast Action @ Flood O Drop O Router Port

[ Apply ] [ Cancel ]
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 97 SkpaH Configuration > Multicast > IGMP
NONE OMNMUCAHME
IGMP Global

Snooping Status | Beibepute onumio Enable, utobbl BkNOUNTL PyHKUMIO OTCNeXuBaHusa naketos IGMP, nnu
onuuto Disable, 4TO6bI OTKIOUYNTE AAHHYIO DYHKLUMNIO.

Snooping BbibepuTe 0AMH 13 BapuaHToB — V2 unun v3 — B 3aBUCMMOCTM OT TOro, Kakas Tpebyetcsa
Version Bepcus GyHKLUMN OTCNEXNBAHMS.
Unknown BbibepuTe BapmMaHT OTNpaBKM HEM3BECTHbLIX KaApOB MHOroaApecHon paccoinkun IPv4 Ha nopT

Multicast Action | mapwpyTusaTopa. Bo3MOXHbI cneaylowme BapmaHTbl:

e Flood - kaapbl (Mnu kaapbl) 6yaeT oTnpaBieHbl Ha BCe MOPThI.
e Drop - kaapbl 6yayT oT6poLleHbl.
e Router Port - kagp 6yaet oTnpaBneH Ha NOpT MaplupyTusartopa.

Apply Haxmnte Apply, 4TOObl NPUMEHUTL U3MEHEHMUS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.

24.2.2 JkpaH VLAN

Ha 3ToM akpaHe MoXHO npocMoTpeTb napameTpbl IGMP VLAN. YTo6bl OTKpbITb 3TOT 3KpaH,
BblbepuTe B MeHio Configuration > Multicast > IGMP > VLAN.

PucyHok 131 DkpaH Configuration > Multicast > IGMP > VLAN
Giobal | VLAN | Router Port | Profie | Throtting |

IGMP Vian

[1]

& Edit
Query Last Member Query Querier
O VLANID State Router Ports Auto Learn
Retry  Interval{sec) Max. Response Interval{sec) Count Interval{sec) State Versiol
O 1 Disahle Enahle 2 125 10 2 1 Disahle

Total Entries:1

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 98 SkpaH Configuration > Multicast > IGMP > VLAN

MOnE ONMUCAHUE

IGMP VLAN

Edit Haxmunte Edit, 4To6bl OTpeaakTupoBaTb napameTpbl VLAN IGMP.

VLAN ID OTobpaxaeT naeHtndukatop cratndeckon cetn VLAN; aonyctumoe 3HayeHne HaxoamTcs B
AnanasoHe ot 1 go 4094.

Status OTob6paxaeT cocTtosiHue cetn VLAN: enabled (BkntodeHa) nnu disabled (oTkntoueHa).

Router Ports OTob6pakaeT COCTOSIHME NOopTa MaplpyTu3aTopa, oTHocswerocs K nobon cetn VLAN, kak

Auto Learn nony4yartens nHdopmaumm 06 yyactum B rpynne MHOroapecHon paccoliku: enabled
(dyHKumMs BkatoyeHa) nnu disabled (dbyHKUMA OTKAOYEHA).

Query

Retry Moka3biBaeT KONMYECTBO MOBTOPHbIX MOMbITOK OTNPaBKK 3anpoca.

Interval(sec) OTobpakaeT BpeMeHHON MHTepBan (B ceKyHAax) Mexay cooblieHnsiMmM-3anpocammn obero

XapaKkTepa, KOTopble MOCbIfIaeT KOMMYTaTop, MNOAK/IUYEHHbIN K arpervpyoweMy nopry.
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Ta6nuua 98 DkpaH Configuration > Multicast > IGMP > VLAN (npogonxeHue)

NOJIE OMNCAHME

XxapakTtepa IGMP.

Max. Response OTob6paxkaeT BpeMeHHOWN nHTepBan (B CeEKyHAaXx), B Te4EHME KOTOPOro MapLipyTusaTtop,
Interval (sec) NMOAK/TIOYEHHbBIN K arpernpyrowemy nopTty, OXuaaeT oTBeTa Ha coobuieHne-3anpoc obuiero

Last Member Query

Count [Moka3biBaeT KONMYECTBO 3aMNpOoOCoB.

Interval(sec) MNMoka3biBaeT BpeMeHHON UHTepBan (B MUIIMCEKYHAAX) Mexay 3anpocamum IGMP ¢
yKasaHueM rpynnbl, KOTOpble OTMPaBASET arpervpyrowmin nopT nocse noayyeHus
coobuieHna IGMP Done.

Querier

State Moka3biBaeT cocTosiHMe Tekylwen 3anmcn Querier ana VLAN: Enable (BkntoueHa) nnm
Disable (OtkntoueHa).

Version Moka3biBaeT Bepcuio Tekylwen 3anncm Querier ans VLAN.

24.2.3 JkpaH Edit IGMP

C NoMoLWbio 3TOr0 3KpaHa MOXHO HacTpouTb napameTpbl VLAN ansg IGMP. YTobbl OTKpbITb 3TOT

3KkpaH, Bbibepute B MeHo Configuration > Multicast > IGMP > VLAN > Edit.

PucyHok 132 DkpaH Configuration > Multicast > IGMP > VLAN > Edit

Global | VLAN [ Router Port | Profile | Throtting |

IGMP Edit
WVLAM List
IGIP State
Router Ports Auto Learn
Query Retry
Query Interval
Cuery Max. Response Interval
Last Member Query Counter
Last Member Query Interval
IGMP Cuerier State

IGMP Querier Version

1

O Enable ® Disable

® Enable O Disable

2

12

(8]

10
2

1

O Enable ® Disanble

117
| 30-18000)

(5-20)

[ 2pply | [ cancel |
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 99 SkpaH Configuration > Multicast > IGMP > VLAN > Modify

MOnE OMNMUCAHUE

IGMP Edit

VLAN List Beeaute naeHtudukaTop cratmyeckon VLAN; gonyctnMoe 3HadYeHne HaxoanTcs B
AnanasoHe ot 1 go 4094.

IGMP State Bbi6epuTte onuuto Enable nnu Disable, 4To6bl BKNHOYNTL UM OTKAKOYUTE COCTOsiHUE IGMP.

Router Ports BbibepuTte onuuto Enabled, 4To6bl kOMMyTaTOp nony4yan nHdopmauuto o6 yyactum B

Auto Learn rpynnax MHOroagpecHon paccbiiku ans nobbix ceten VLAN aBTOMaTU4ECKMU.

Query

Retry YKaxuTe KOIMYEeCTBO NMOBTOPHbLIX MOMbITOK OTNPaBKKW 3anpoca. 3HayeHne B 3TOM none

BblbMpaeTcs u3 ananasoHa ot 1 go 7.

Interval(sec) YKaxuTte BpeMeHHOW nHTepBan (B cekyHAax) Mexay cooblieHnsiMm-3anpocamm obuiero
XapakTepa, KOTopble NOoCbIIaeT KOMMYTaToOp, MNOAKOYEHHbIN K arpervpytoLiemMy nopry.
3HayeHve B 3TOM nose BblbupaeTcs u3s ananasoHa ot 30 go 18000.

Max. Response | YkaxuTe BpeMeHHOWN nHTepBan (B CeKyHAax), B Te4eHMe KOTOpPOro MapLupyTmusaTop,
Interval (sec) NOAK/IOYEHHbIN K arpernpyroLemy nopTty, OXnaaeT oTBeTa Ha coobleHmne-3anpoc obuero
xapakTtepa IGMP.

Last Member Query

Count YKaxute Kom4yecTso 3anpocos.

Interval(sec) YKaxuTe BpeMeHHON nHTepsan (B CeKkyHaax) mexay 3anpocamm IGMP ¢ ykasaHuem rpynnbl,
KOTOpble OTMpaBAseT arpernpyrowmnii NopT nocse nonydyeHus coobwenmns IGMP Done.

Querier

IGMP Querier Bbi6epuTte onuunto Enable nnu Disable, yTo6bl BKNHOUYUTE UM OTKIKOUYUTL cOCTOsiHME IGMP

State Querier.

IGMP Querier Bbibepute Bepcmio IGMP Querier — v2 nnu v3.

Version

Apply Haxmute Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel Haxxmunte Cancel, 4Tobbl OTMEHUTb U3MEHEHMS.

24.2.4 3JkpaH Router Port

Ha 3ToM akpaHe MOXHO MPOCMOTPETb HAaCTPOMKM MOPTOB MapLlpyTmnsaTopa. YTobbl OTKPbITh 3TOT
3kpaH, BbibepuTe B MeHto Configuration > Multicast > IGMP > Router Port.

PucyHok 133 3kpaH Configuration > Multicast > IGMP > Router Port

Global | VLAN Router Port | Profile | Throttling

Router Port

@ Add
VLAN D Static Router Ports Forbidden Router Ports Modify

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 100 DkpaH Configuration > Multicast > IGMP > Router Port

NOnE OMNMUCAHME

Router Port

Add Haxmnte Add, 4Tobbl CO34aTb HOBbLIN Npoduab NOpPTa MapLpyTM3aTopa.
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Ta6nuua 100 DkpaH Configuration > Multicast > IGMP > Router Port (npogonxeHue)

NOJIE

OMNCAHME

VLAN ID

OTob6paxaeT naeHTudunkaTop ctatmyeckon cetn VLAN; gonyctmmoe 3HayeHMe HaxoanTcs B
ananasoHe ot 1 go 4094.

Static Router
Ports

MokasbiBaeT CMMCOK NOPTOB, CKOHMUIYPUPOBaHHbLIX Kak CTaTUYecKne nopTol
MapLipyTusaTopa.

Forbidden Moka3biBaeT CNMCOK NOPTOB, CKOHPUIYPMPOBAHHbLIX KaK 3anpeTHbIe MNOpThl
Router Ports MapLipyTu3aTopa.
Modify
Edit HaxmuTte Edit, 4TO6bI BHECTM U3MEHEHMS B TEKYLLYIO KOHMUIypauuto.
Delete Haxmunte Delete, 4To6bl YAQNUTbL 3anuch.

24.2.5 JkpaH Add/Edit Router Port

C NOMOLWbIO 3TOr0 3KpaHa MOXHO U3MEHWUTb HaCTPOMKM NOPTOB MaplwpyTmaTopa. YTobbl OTKPbITb
3TOT 3KpaH, BbibepuTe B MeHto Configuration > Multicast > IGMP > Router Port > Add/

Modify.

PucyHok 134 3SkpaH Configuration > Multicast > IGMP > Router Port > Add/Modify

Global | VLAN | Router Port | Profil | Throtting |

IGMP Router Edit

Router Port Type @ static O Forbid

WLAM List

Static Router Ports Selects Available Acting
2 i
3 | >
4 |
5 £
7
8 ~|

Forbidden Router Ports Selects Available Acting

[ Apply ] [ Cancel ]
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6bnuua 101 DkpaH Configuration > Multicast > IGMP > Router Port > Add/Modify
NONE OMNMUCAHME
IGMP Router Edit

Router Port Type | BoibepuTte ponb ans noptos MapwpyTtmsatopa — Static (ctratnueckue) nnm Forbidden
(3anpeTHbie).

VLAN List YkaxuTte naeHtndukatopbl ctatnyeckmx cetet VLAN (3HavyeHWe Kaxaoro naeHtudukaTopa
OOJKHO BbIGUpaTbCs B AnanasoHe ot 1 o 4094).

Static Router BbibepunTe nopThbl, KOTOPbIE CneAyeT UCMO/b30BaTbh B POJIN CTaTUYECKMX MOPTOB

Ports Selects MapLipyTusartopa.

Forbidden BbibepuTe NopThbl, KOTOPbIE CNeayeT UCMO/b30BaTh B PON 3anpeTHbIX NOPTOB

Router Ports MapLipyTu3aTopa.

Selects

Apply Haxxmunte Apply, 4TO6bI NPUMEHUTL N3MEHEHMUS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.

24.2.6 OkpaH Profile

Ha 3ToM aKkpaHe MOXHO NMPOCMOTPETbL HAacTponku npodunen IGMP. YTobbl OTKpbITb 3TOT 3KpPaH,
BblbepuTe B MeHto Configuration > Multicast > IGMP > Profile.

PucyHok 135 SkpaH Configuration > Multicast > IGMP > Profile

Global | VLAN | Router Port ProﬂleéTl‘erttlmg

IGMP Profile

& Add
Profile No. Group from Group to Action Modify

Mons 3KpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 102 SkpaH Configuration > Multicast > IGMP > Profile

MOnE ONMUCAHUE
IGMP Profile
Add Haxmunte Add, 4yTob6bl Co3aaTh HOBbIV Npodunb IGMP.
Profile No. Moka3biBaeT HOMep npoduns.
Group from MokasbiBaeT IP-aapec HayanbHOM rpynnbl Npoduns.
Group to MokasbiBaeT IP-agpec kKoHeYHoW rpynnbl npoduns.
Action MokasbiBaeT Aericteme npoduns - Permit (Paspewnts) nnn Deny (3anpetuTsb).
Modify
Edit HaxmuTte Edit, 4TO6bI BHECTM U3MEHEHMS B TEKYLLY KOHDUrypauuto.
Delete Haxmunte Delete, yTobbl yaanuTtb 3anuchb.

24.2.7 JkpaH Add/Edit Profile

C NOMOLWbIO 3TOr0 3KpaHa MOXHO U3MEHUTb HacTpolikn npodunent IGMP. YTo6bl OTKPbITE 3TOT
3KkpaH, Bbibepute B MmeHo Configuration > Multicast > IGMP > Profile > Add/Modify.
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PucyHok 136 DkpaH Configuration > Multicast > IGMP > Profile > Add/Modify

IGMP Profile
Prafile Mo.
Group From
Group To

Action

Giobal | VLAN | Router Port | Profile | Throtting |

1 |t1-128)

@ permit O Deny

[ Apply ] [ Cancel ]

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6nuua 103 DkpaH Configuration > Multicast > IGMP > Profile > Add/Modify

MOnE ONMUCAHUE

IGMP Profile

Profile No. BBeauTte Homep npoduns.

Group from YkaxuTe IP-agpec HayanbHOM rpynnbl Nnpoduns.

Group to YkaxuTe IP-agpec KoHeYHOW rpynnbl Npoduns.

Action BbibepuTe pgericteme npodpunsa - Permit (Paspewnts) nnn Deny (3anpetuTsb).
Apply Haxxmunte Apply, 4TO6bI NPUMEHUTL N3MEHEHMUS.

Cancel Haxmute Cancel, 4To6bl OTMEHUTH U3MEHEHMS.

24.2.8 IkpaH Throttling

Ha 3ToM akpaHe MOXHO MPOCMOTPETb NapaMeTpbl OrpaHndeHuns Tpaduka. YTobbl OTKPLITL 3TOT
3KkpaH, Bbibepute B MeHto Configuration > Multicast > IGMP > Throttling.
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PucyHok 137 DkpaH Configuration > Multicast > IGMP > Throttling

Giobal | VLAN | Router Port | Profis | Throtting
IGMP Port Throttling
© Edit
[ Port Max. Groups Exceed Group Number Action Filter Profile ID
Fl 1 256 Deny Mone
| 2 256 Deny Mone
H 3 256 Deny Mone
¥ 4 266 Deny MNone
F 5 256 Den Mone
O [ 25R Deny Mone
L} 7 256 Deny Mong
O 8 256 Den Mone
LA&31 256 Deny Mone
Fl LAGZ 256 Den MNone
il L433 256 Deny Mone
O LAGY 256 Deny Mone
L] LAGE 256 Den Mone
] LAGE 256 Deny Mone
F LAGT 256 Deny None
(i) LAGE 258 Deny Mone

Mons sKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6nuua 104 DkpaH Configuration > Multicast > IGMP > Throttling

MOnE ONMUCAHUE

IGMP Port Throttling

Edit YcTaHoBUTE 3TOT NepekntYaTtenb, YTobbl HACTPOUTbL NapaMeTpbl NopTa. HaxmuTe KHOMKY
Edit, 4TO6bI U3MEHNTL NapamMeTpbl NopTa.

Port OTobparxkaeT NOpsAKOBbIN HOMEp nopTa.

Max. Groups Moka3biBaeT MakCMMasbHO AOMyCTMMOE YMC0 rpynmn.

Exceed Group MNoka3sbIiBaeT AelicTBMe, npeanpuHMMmaemoe rpynnamMm — Permit (PaspewwnTts) nnm Deny

Number Action (3anpeTtuTb).

Filter Profile ID | OTobpaxaeT naeHtudukatop npoduns orpaHmumsatowero GunbTpa.

24.2.9 3kpaH Add/Edit Throttling

C NoMoLLbio 3TOro 3KpaHa MOXHO U3MEHUTb NapaMeTpbl orpaHnyeHns Tpaduka. YTobbl OTKPbITb
3TOT 3KpaH, Bbibepute B MeHio Configuration > Multicast > IGMP > Throttling > Add/Edit.
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PucyHok 138 DkpaH Configuration > Multicast > IGMP > Throttling > Add/Edit
Global | VLAN | Router Port | Profile | Throtting

IGHMP Port Throttling

Port List

Max. Groups 255 (0-256)
Exceed Group Mumber Action ® Deny O Replace
Filter Profile 1D [None (%]

l Apply l [ Cancel ]

Mons sKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6nuua 105 SkpaH Configuration > Multicast > IGMP > Throttling > Add/Edit

MNOJE OMNCAHME

IGMP Port Throttling

Port List YKaxuTe nopsaKOBbIN HOMep nopTa.

Max. Groups YKaxuTe MakcMManbHO A0MYyCTMMOE YMCcno rpynn. Beeante 3HayeHue B ananasoHe ot 0 g0
256.

Exceed Group BbibepuTe perictBue, npeanpuHmMaemoe rpynnamm — Deny (3anpeTtuts) unn Replace

Number Action (3amMeHunTDb).

Filter Profile ID | BbibepuTe naeHtTudumkaTop npodmns orpaHnymBsaroLLero duibTpa U3 BbiNagatoLwero cnmcka.

Apply Haxmute Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel Haxxmunte Cancel, 4Tobbl OTMEHUTb U3MEHEHMS.
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25.1 O630p

B 5TOM pa3aene paccka3biBaeTcsi 06 akpaHax Spanning Tree, Bbi3bIBAEMbIX U3 MEHIO
Configuration.

[aHHbI KOMMYyTaTOp NoaAepXXMBaeT NPOTOKOJ NokpbiBatowero gepesa (STP), 6biCTpbI NPOTOKON
nokpbiBatowero gepesa (RSTP) 1 NpoTOKO HECKONbKUX 3K3EMMIAPOB NOKPbIBAOLWEro Aepesa
(MSTP), kak 3TO onpeaeneHo B crefyrwmx ctaHaapTax.

e IEEE 802.1d - npoToKon MOKpbIBaOLWEro AepeBa
e IEEE 802.1w — 6bICTpbIli MPOTOKOJ1 NOKpPbIBAlOLLIErO AepeBa
e IEEE 802.1s — NpoTOKO/ HECKO/bKMUX 3K3EMMISAPOB NOKPbIBAOLWEro Aepesa

KpoMe Toro, AaHHbIM KOMMYTaTOp NO3BOIIET HACTPOUTb HECKOJIbKO KOHpUrypaumin STP (HECKONbKO
nepesbeB). NMocne 3Toro NopTbl MOryT 6bITb OTHECEHbI K Pa3/INYHbIM AEPEBbSM.

25.2 3JkpaH Spanning Tree

Mpotokon (R)STP obHapy>mMBaeT 1 pa3pbiBaeT ceTeBble NeTM U obecneunBaeT Haanyue 3anacHblX
KaHasoB Mexay KOMMyTaTopaMum, MOCTaMu UAn MapuwpyTtusatopamm. OH NO3BOSISIET KOMMYTaTopy
B3aMMOAEeNCTBOBaTb C APYIrMMWN YCTPOMCTBaMu, nogaepxusaoowmmm npotokon (R)STP, 6naroaaps
yeMy AOCTUraeTCs Halnyune TONIbKO O4HOro MyTU MexAay bbiMU ABYMSA CTaHUMAMU B CETH.

25.2.1 3kpaH Global

Ha 3ToM akpaHe MOXHO NPOCMOTPETb rnobasibHble HAaCTPONKKN NPOTOKOM0B. YUTO6bl OTKPLITL 3TOT
3KpaH, Bbibepute B MeHto Configuration > Spanning Tree.
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PucyHok 139 3SkpaH Configuration > Spanning Tree

Global

State

BFDL Forward

Version

PathCost Method

Configuration Mame

Configuration Revision 0 (- BA535)

Global | STP Port | CIST | CISTPort | MsT | MsTrort R

OEnable @ Disable
@ Flooding O Filtering

Short * Long

FCFa:284F1C:20 (Max.32 characton

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 106 DkpaH Configuration > Spanning Tree

MOnE ONMUCAHUE
Global
State BbibepuTte oaHy u3 onumnii — Enable nnu Disable — 4To6bl BKIIOUNTL UM OTKIOYNUTD

(DYHKLMIO MOKPbIBAIOLLErO AEpeBa.

BPDU Forward

BbibepuTe onuuio nepecbiikm 610KOB AaHHbBIX MOCTOBOro npoTtokona (BPDU) - Flooding
(naBuHHas nepecbinka) nnu Filtering (bunbtpaums).

Path Cost
Method

BbibepuTe onunm MeToaa, OCHOBAHHOIoO Ha ctoumocTn Nyt — Short (kopoTkuin NyTb) unmn
Long (ANVHHbBIM NyTb).

CTOMMOCTb NyTN — CTOMMOCTb Nepeaayn Kajapa B JI0KalbHY CeTb Yepes 3ToT nopT. JaHHoe
3HavyeHne peKoMeHAyeTCs BbibupaTb B 3aBMCMMOCTM OT CKOPOCTM MOCTa. YeM Huxe
CKOpOCTb, TE€M Bbill€ CTOMMOCTb — AOMNOSIHUTENbHYO MHMDOPMaLNIO MOXHO HanTn B Tabnvue
40 Ha cTpaHuue 112.

Version

BbIGGDMTe TWUMN NCNONb3YEMOrO NPOTOKONa MOKpbIBaoLWero gepesa. Bo3MoxHbI cnegytoume
BapUaHThI:

e STP
e RSTP
e MSTP

Configuration
Name

BBeauTe uMsa KoOHdUrypaumm B WecTHaguaTepMyHoMm dopmaTte. MakcuManbHO gonycTuMoe
yncno cMMmBosioB — 32.

Configuration

YKaxuTe HOMEP PEBU3MMU KOHMDMUIypauun. DTO YMC/IOBOE 3HAaYEHUE Bbi6UpaeTcsa B

Revision AvanasoHe oT 0 go 65535.
Apply Haxmnte Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.
Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.

25.2.2 JkpaH STP Port

158

Ha aToM akpaHe MOXHO NpPoCMOTpeTb NapaMeTpbl NOpToB STP. YT06bl OTKPbITL 3TOT 3KpPaH,
BblbepuTe B MeHio Configuration > Spanning Tree > STP Port.
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PucyHok 140 DkpaH Configuration > Spanning Tree > STP Port

Giobal | TP Port | Cist | cist port | st | st por
STP Port
) Edit
] Port State External Cost Edge Port BPDU Filter P2P MAC
O 1 Enable ] Yes No Yes
O z Enable 0 Yes Mo Yes
O ] Enable ] Yes Mo Yes
O 4 Enable ] Yes No Yes
F 5 Enable 0 Yes No Yes
O i Enable ] Yes No Yes
O T Enable 0 Yes No Yes
O ] Enable ] Yes No Yes
[ LAGT Enable 0 Yes Mo Yes
O LAG2 Enable a Yes Mo Yes
O LAG3 Enakle 0 Yes Mo Yes
O LAGA Enable a Yes Mo Yes
O LAGS Enakle 0 Yes Mo Yes
] LAGE Enable a Yes Mo Yes
O LAGT Enable 1] Yes Mo Yes
] LAGS Enable a Yes Mo Yes

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 107 >SkpaH Configuration > Spanning Tree > STP Port

MOnE OMNMUCAHUE

STP Port

Edit YcTaHoBUTE 3TOT NepekntvaTtesnb, YTobbl HACTPOUTbL NapaMeTpbl NopTa. HaxmuTe KHOMKY
Edit, 4TO6bI U3MEHNTL NapamMeTpbl NopTa.

Port MNMoka3sbiBaeT nocnenoBaTeNbHbI HOMep nopTta STP.

State OTobpaxaeT cocTtosiHne nopTa STP - enabled (BkntoueH) unu disabled (oTkntoueH).

External Cost [Moka3biBaeT CTOMMOCTb BHELIHEro MapLipyTa.

Edge Port [Moka3sbiBaeT cocTosiHMe rpaHmnyHoro nopta — Yes ([a) nnn No (Het).

BPDU Filter MokasbiBaeT coctosiHne punbTpa BPDU - Yes ([a) wnm No (Her).

P2P MAC MokasbiBaeT coctossHue MAC-agpeca P2P - Yes (Ja) vnn No (HeT).

25.2.3 JkpaH STP Port Edit

C MoMOLLbIO 3TOro 3KpaHa MOXHO M3MEHUTb HACTPOMKKM NOpToB STP. YTo6bl OTKPbLITL 3TOT 3KPaH,
BblbepuTe B MmeHio Configuration > Spanning Tree > STP Port > Edit.
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25.2.4 JkpaH CIST

PucyHok 141 DkpaH Configuration > Spanning Tree > STP Port > Edit

STP Port

Port List all

External Path Cost(0 = Auto) 0

State @ Enanble O Disahle
Edge Port @ves Ono

BPDU Filter Oves ®@no

PZP MAC @ves Ono

Migrate O ves @ no

[ Apply ] [ Cancel ]

Giobal | STP port | CIST | CisT port | msT | mist port |

Mons aKpaHa onucaHbl B crieaytowen Tabnuue.

Tabnuua 108 >SkpaH Configuration > Spanning Tree > STP Port > Edit

MOnE OMNMUCAHUE
STP Port
Port List YKaxuTe nocnegoBaTtenbHbI HOMep nopTta (Mam noptos) STP

External Path
Cost (0=Auto)

YKaxuTe CTOMMOCTb BHELIHEro MapwpyTta. 3HayeHue 0 6yaeT o3HavaTb, UTO MaplwpyT 6yaeT
BblI6MpaTbCsl @aBTOMaTUYECKU.

State

BbibepuTte coctosiHue nopta STP — enabled (BkntoueH) wnum disabled (oTkntoueH).

Edge Port

YcTaHoBWTE 3TOT NepekstoyaTesb, YTobbl BbibpaTh 4S5 NOpPTa poJsib FPaHUYHOrO NopTa, ecnu
OH HanpsIMyt NMOAKIIOYEH K KOMMbIOTEPY. [PaHUYHbIN NOPT HEMEANIEHHO MEHSIET CBOE
nepBoHayvasibHOe COCTOsIHNE Kak nopTa STP ¢ 6/10KMpYOLLEro Ha nepeckliatllee, MUHYS
COCTOSIHUSI MPOC/YLUMBAHUSA U 3aNOMUHaHKS, cpasy nocsie Bbibopa 3Toro noprta B KayecTse
rPaHUYHOrO UMM MOCSE U3MEHEHUS COCTOSIHUS COEAMHEHUS Ha STOM MOPTY.

MpuMeyaHue: NpaHWYHBIN NOPT NepectaeT 6bITb TAKOBbIM, KakK TOSIbKO OH
rnosay4yaet 670K AaHHbIX MOCTOBOro npotokona (BPDU).

BPDU Filter

BbibepuTte onuuto Yes, 4ytobbl aktuBmpoaTtb punbtp BPDU, nnu onunto No, 4tobbi
[EeaKTMBMPOBaTb €ro.

P2P MAC

BbibepuTe onuuto Yes, 4Tobbl aktnenposatb dpyHkunio MAC-agpecos P2P, unm onumto No,
4yTO6bI €€ AeaKTNBMPOBaATh.

Migrate

BbibepuTe onumio Yes, 4tobbl akTMBMpoBaTb MyHKUNIO Murpauumn, nnm onumio No, uytobel ee
[eaKTUBMpOBaTb.

Apply

Haxmunte Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel

Haxmunte Cancel, 4TO6bl OTMEHUTb U3MEHEHMUS.

160

Ha 3ToM aKkpaHe MOXXHO MPOCMOTPETb HAaCcTpomku npoTokona CIST. YTobbl OTKPbITb 3TOT 3KpaH,

BblbepuTe B MmeHio Configuration > Spanning Tree > CIST.
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PucyHok 142 DkpaH Configuration > Spanning Tree > CIST

CIST Instance
Priority

Max Hops
Forward Delay
Max Ade

T« Hold Count

Hello Time

Global | STPPort | CIST | CISTPort | MST | MST Port B

32768 v
20 1-40%
15 {4-30
20 (B-40)
B (-10
2 1-10%
[ Apply ] [ Cancel ]

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 109 SkpaH Configuration > Spanning Tree > CIST

MNOJE

OMNCAHME

CIST Instance

Priority YKkaxuTte npunoputeT Ana naeHtudukatopa mocra CIST.
3HayeHne NpuopuTeTa SBNSETCA YacTblo nAeHTUdUKaTopa MOCTa U UCNOMb3YyeTCs Nnpu
Bblbope kopHeBoro mocta CIST.

Max Hops YKaxuTe MakcMManbHO AOMYCTMMOE YMC/O0 NepexoAoB. 3Ha4YeHe B 3TOM nose BbibnpaeTtcs

M3 AvanasoHa ot 1 go 40.

Forward Delay

BpemeHHOM nHTepBan (B CeKyHAax), B TeYEeHNe KOTOPOro KOPHEBOM OXMAAET, MPexAae Yem
CMEHWUTb COCTOSIHMSA. DTa 3ajepxka HeobxoamMma Ans Toro, 4Tobbl KOMMyTaTOp ycnen
nonyyYnTb MHMOPMaLMIO O TONOSIOMMK Mpexae, YeM OH HaYHET nepecbinatb kaapbl. Kpome
TOro, KaxaoMy nopty TpebyeTcs BpeMs AN NoayyYeHus nHpopmaumm o KoOHbANKTax,
KOTOpasi MOXET 3aCTaBUTb ero BEPHYTbCA B COCTOSIHWE 6/10KMPOBKU; B NMPOTUBHOM Cily4yae
MOTyT BO3HUKHYTb BPEMEHHbIE NeTAn AaHHbIX. lnanasoH AONYCTUMbIX 3Ha4YeHU — OT 4 Ao
30 cekyHa.

Kak npaswuno:

Mpumeyanme: 2 * (Forward Delay — 1) >= Max Age >= 2 * (Hello Time +
1)

napameTp max
age

MakcumanbHoe BpeMs (B ceKyHAax), B TeYeHne KOTOpOro KOMMyTaTop MOXET NpocTamBaThb,
He nonyyasa coobweHunii BPDU, npexae 4yem oH npeanpuMeET MonbITKY NPOU3BECTH
HaCTpOliKy 3aHOBO. Bce nopTbl KOMMyTaTopa (3a UCKIOYEHWEM HAa3HAYEHHbIX MOPTOB)
AOMMKHbI Mony4YaTb coobuweHns BPDU yepes perynsipHble NpOMeXyTKu BpeMeHu. JTtoboi
nopT C ycTapeBwen nHdbopmaumnen npotokona STP (coaepxalelics B nocnegHeM
coobweHnn BPDU) cTaHOBUTCA Ha3Ha4YeHHbIM MOPTOM ANS NOAK/IIOUYEHHOW IOKaNbHOW CeTu.
Ecnu 310 KOpHEBOI NOPT, TO HOBbIVN KOPHEBOW NOPT BbIbMpaeTcs U3 NOPTOB KOMMYyTaTopa,
NOAKIIOYEHHbIX K CeTU. [Inanas3oH AONYCTUMbIX 3Ha4YeHnn — oT 6 Ao 40 cekyHa.

Tx Hold Count

YKaxuTe 3HaveHne cyeTumnka 610KMpoBKM rnepeaayd. 3HayeHne B 3TOM nose Bbibupaetcs u3
aAnanasoHa ot 1 go 10.

napameTp hello
time

BpeMeHHOWM MHTepBasn B ceKyHAax Mexay KOHMUrypaunoHHbIMK cooblieHnsammn BPDU (610ku
AaHHbIX MOCTOBOIO NPOTOKO/A), FeHepMpyeMbIMW KOPHEBLIM KOMMYTaTOpoM. [lnanasoH
AOMYCTUMbIX 3HayeHun — oT 1 go 10 cekyHA.
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Ta6nuua 109 DkpaH Configuration > Spanning Tree > CIST (npoAaosixeHune)

MOnE ONMUCAHUE
Apply Haxmunte Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.
Cancel Haxxmunte Cancel, 4Tobbl OTMEHUTb U3MEHEHMS.

25.2.5 JkpaH CIST Port

Ha 3ToM akpaHe

MOXHO nNpocMoTpeTb napameTpbl NoptoB CIST. YT06bl OTKPLITL 3TOT 3KpaH,

BblbepuTe B MeHio Configuration > Spanning Tree > CIST Port.

PucyHok 143 SkpaH Configuration > Spanning Tree > CIST Port

CIST Port

) Edit
Port

[== R I = RS | A L R ]

LAGT
LAGZ
LAG3
LAG
LAGS
LAGH
LAGT
LAGE

Ooo0oooooooooooooo

Global | STPPort | CIST | cisTport | ST | WT Port |

Priority External Path Cost Internal Path Cost
128 0 0
128 0 0
128 i 0
128 i 0
128 i 0
128 i 0
128 1} a
128 1} a
128 0 0
128 0 0
128 0 0
128 0 0
128 0 0
128 0 0
128 i 0
128 i 0

Mons aKpaHa onucaHbl B crieaytowen Tabnuue.

Tabnuua 110 2k

paH Configuration > Spanning Tree > CIST Port

MOnE ONMUCAHUE

CIST Port

Edit YcTaHOBWTE 3TOT NepekntoyaTesib, YTo6bl HACTPOUTL NapaMeTpbl NopTa. HaxMuTe KHOMKY
Edit, uTo6bl NI3MEeHNTb NapameTpbl NopTa.

Port Moka3sbiBaeT nocnenoBaTenbHbIi HOMep nopTa STP.

Priority 3T0 nosie NoKasbiBAET NPUOPUTET KaKAOro nopra.

External Path
Cost

[Moka3biBaeT CTOMMOCTb BHELLIHEr0 MapLpyTa.

Internal Path
Cost

MokasblBaeT CTOMMOCTb BHYTPEHHEro MapLipyTa.
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25.2.6 OkpaH CIST Port Edit

C NMoMoLLbio 3TOro 3KpaHa MOXHO U3MEeHUTb HacTpolikn noptoB CIST. YTo6bl OTKPbITb 3TOT 3KpaH,
BblbepuTe B MeHto Configuration > Spanning Tree > CIST Port > Edit.

PucyHok 144 SkpaH Configuration > Spanning Tree > CIST Port > Edit

Global | STP Port | CIST | cIST Port | MST | MST Port

STP CIST Port

Paort List all

Priarity 128w
Internal Path Cost{0 = Auto) 0

[(apply | [ cancel |

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Tabnuua 111 SkpaH Configuration > Spanning Tree > CIST Port > Edit
NOonE OMNUCAHUE
STP CIST Port

Port List YKaxuTe nocnegoBaTtesnbHbli HOMep nopTta (Mam noptos) STP

Priority 34eCb MOXHO onpeaennUTb NPUOPUTET A KaXA0ro U3 nopTos.

YpoBeHb NpuvopuUTeTa onpeaensieT, Kakon 13 NopToB HYXXHO OTK/IHOUYUTb, KOraa Ha
HEeCKOJIbKMX MopTax KoMMmyTaTtopa obpasyetca netns. [MopTbl ¢ 601€ee BbICOKMM 3HaYEHUEM
npuopuTeTa oTKAOYaTCs nepebiMU. [onyCTUMbIA AManasoH 3HadeHun — oT 0 go 255, no
YMOJT4YaHMIO yCTaHaBIMBaETCs YPOBEHb npuoputeTa 128.

Internal Path BBeauTe CTOMMOCTb BHYTpEeHHEro MaplwpyTa. 3HadeHue 0 6yaeT o3HayaTb, YTO MaplwpyT
Cost (0=Auto) 6yneT BblIbMpaTbCs aBTOMATUYECKM.

Apply Haxmnte Apply, 4TOObl NPUMEHUTL U3MEHEHMUS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.

25.2.7 JdkpaH MST

Ha aToM akpaHe MOXHO NMpOCMOTPETb HAacTpPorkn MST. YTo6bl OTKPLITL 3TOT 3KpaH, Bbibepute B
meHio Configuration > Spanning Tree > MST.

PucyHok 145 DkpaH Configuration > Spanning Tree > MST
Global | STPPort | CIST | CISTPort | MST | MST Port

MST Instance

@ Add

MSTI VLAN List VLAN Count Priority Modify
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 112 Skpan Configuration > Spanning Tree > MST
MOnE OMNMUCAHUE
MST Instance
Add Haxmunte Add, 4yT0bbl CO3aaTh HOBLIV 3k3eMnasp MST.
MSTI MokasbiBaeT ak3emnnspbl MST (Multiple Spanning Tree).
VLAN List MokasbiBaeT cnncok VLAN MSTI.
VLAN Count MokasbiBaeT cueTyunk VLAN.
Priority 3TO nosie NokasbiBAaeT NPUOPUTET KaKAoro nopra.
Modify
Edit HaxmuTte Edit, 4TO6bI BHECTM U3MEHEHMS B TEKYLLY KOHDUrypauuto.
Delete Haxmunte Delete, yTobbl yaanuTtb 3anuchb.

25.2.8 JAkpaH Add/Modify MST

Ha 3ToM aKpaHe MOXXHO MPOCMOTPETb HAaCTPoMkM MST. UTo6bl OTKPLITL 3TOT 3KpaH, BbibepuTte B
MeHto Configuration > Spanning Tree > MST > Add/Modify.

PucyHok 146 SkpaH Configuration > Spanning Tree > MST > Add/Modify

Global | STP Port | CIST | CIST Pont MST MST Port
MST Instance
METIID 1 v
WLAM List (1-4094;
Friority 32768 hd
[ mpply | [ cancel |

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 113 DkpaH Configuration > Spanning Tree > MST > Add/Modify
MOnE OMUCAHUE
MST Instance
MST ID Moka3sbiBaeT naeHTudumnkaTopbl skdemnasgpos MST (Multiple Spanning Tree).
VLAN List Moka3biBaeT cnncok VLAN MSTI.
Priority lMoka3biBaeT 3Ha4YeHue npmopuTeTa Ans naeHtTndukaTopa Mmocta MSTIL.
Apply Haxmunte Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.
Cancel Haxxmunte Cancel, 4To6bl OTMEHUTL U3MEHEHMUS.

25.2.9 JkpaH MST Port

Ha 3ToM akpaHe MOXHO MPOCMOTPETb HACTPOMKK NMopToB MST. YT06bI OTKPbLITL 3TOT 3KPaH,
BblbepuTe B MeHto Configuration > Spanning Tree > MST Port.
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PucyHok 147 3k

paH Configuration > Spanning Tree > MST Port

Global | STPPort | CIST | CISTPort | MST | MST Port _
MST Port
MST ID 1 v
& Edit
[F] Port MSTIID Priority Internal Path Cost
O 1 1 128 0
O 2 1 128 0
O 3 1 128 0
| 4 1 128 0
O 5 1 128 0
O 6 1 128 0
| 7 1 128 0
(| 8 1 128 0
(| LAGT 1 128 0
| LAG2 1 128 0
(| LAG3 1 128 0
O LAGA 1 128 0
O LAGS 1 128 0
O LAGE 1 128 0
O LAGT 1 128 0
| LAGE 1 128 0

Mons sKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6bnuua 114 >k

paH Configuration > Spanning Tree > MST Port

MOnE ONMUCAHUE

MST Port

MST ID BbibepuTte naeHtndurkaTop nopta MST u3 BbinagatoLwwero cnmcka.

Edit YcTaHOBUTE 3TOT NepektoyaTenb, YTobbl HACTPOUTL NapaMeTpbl naeHTUdmnKaTopa MST.
Haxmute kHonky Edit, yTo6bl M3MeHUTbL NapameTpbl naeHTUdMKaTopa MST.

Port [Moka3biBaeT nHaekc nopta MST.

MSTI ID OTobparxaeT nopsAKoBbIN HOMep MSTI.

Priority [Moka3sbiBaeT NpUOpPUTET ANA KaXAoro nopra.

Internal Path Moka3biBaeT CTOMMOCTb BHYTPEHHEr0 MapLupyTa.

Cost

25.2.10 dkpaH MST Port Edit

C noMolLLblo 3TOro 3KpaHa MOXHO HACTPOUTb NapaMeTpbl nopTa MST. YTo6bl OTKPLITL 3TOT 3KPaH,

BblbepuTe B MeH

to Configuration > Spanning Tree > MST Port > Edit.
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PucyHok 148 DkpaH Configuration > Spanning Tree > MST Port > Edit
Global | STP Port | CIST | CIST Port | MST MST Port

STP MST Port

MSTIID 1

Port List all

Priority 128 R
Internal Path Cost{l = Auto) i}

[(apply | [ cancel |

Mons aKpaHa onucaHbl B crieaytoLen Tabnuue.

Tabnuua 115 SkpaH Configuration > Spanning Tree > MST Port > Edit

MOnE ONMUCAHUE

STP MST Port

MST ID MokasbiBaeT naeHTndunkaTop MST.

Port List BBeauTe nopsiaKoBbIN HOMep Ans nopTa (Mnwn noptos) MTP.
Priority 34eCb MOXHO onpeaenvTb NPUOPUTET A4S KaXAoro u3 nopTos.

YpoBeHb npuopuTeTa onpeaensier, Kakoh U3 NopToB HYXHO OTK/OYUTb, KOraa Ha
HEeCKONIbKMX nopTax KoMMyTaTopa obpa3yeTcs netns. MNopTbl ¢ 6051ee BbICOKMM 3HaYeHNneM
npuopuTETa OTKOYAIOTCA NepBbIMU. JONyCTUMBbIM Ananas3oH 3HaveHnn — ot 0 go 255, no
YMOSIYaHUIO yCTaHaBNMBAETCHA YpOBEHb npuoputeTa 128.

Internal Path BBeauTe CTOMMOCTb BHYTPEHHEro MaplpyTa. 3HadyeHue 0 6yaeT o3HayaTb, YTO MapLlpyT
Cost (0=Auto) 6ynet BbIbMpaTbCA aBTOMATUYECKMN.

Apply Haxxmunte Apply, 4TO6bI NPUMEHUTL N3MEHEHMUS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMUS.

1 66 PykoBogcTtBo nonb3oatens ans cepun GS1900




JKpaHbl Configuration: LLDP

26.1 O6G30p

B aTOM paszaene pacckasbiBaetca 06 akpaHax LLDP, Bbi3biBaeMbix U3 MeHto Configuration.

C nomoubio 3kpaHoB Link Layer Discovery Protocol (LLDP) MOXHO HacTpouTb napameTpbl LLDP
KOMMyTaTopa.

26.2 OkpaH LLDP

Ha sToil cTpaHuue nonb3oBaTesib MOXET NMPOCMOTPETb U U3MEHUTb TEKYLLME HAaCTPONKN MOPTOB
LLDP.

26.2.1 IkpaH Global

Ha aToM akpaHe MOXHO NpoCcMOTpeTb rnobanbHble HaCTPONKN. YTOo6bl OTKPLITbL 3TOT 3KPaH,
Bbl6epuTe B MeHio Configuration > LLDP > Global.

PucyHok 149 3SkpaH Configuration > LLDP > Global
Global | Port | Locallnformation | MED Network Policy | MED Port |

Global

State @ Enanle O Disable
Transmission Interval an (5-32THR sec)
Hold hultiplier 4 2-10;
Reinitialization Delay 2 (1-10sec)
Transmit Delay ? (1-8192 sec)
LLDP-WMED Fast Start Repeat Count 3 (-1

PykoBoacTso nonb3oBartens ans cepun GS1900 1 67




'maBa 26 OkpaHbl Configuration: LLDP

26.2.2 JkpaH Port

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 116 >k

paH Configuration > LLDP > Global

MOnE OMNMUCAHUE
Global
State BbibepuTte onuuio Enable, uto6bl akTuBnposaTte rnobanbHyo GyHkumio LLDP.

Transmission
Interval

YKaxuTte nHTtepsan nepegauu.

KomMyTaTop neprmoanyeckn nepecoliaeT cocefHuM ycTponcTesam kaapel LLDP ang Toro,
yTo6bI 0O6ECNeUnTb aKkTyanbHOCTb MHOPMaLMKN, UCMOIb3YEMOM NPy 06HaPYXeHUN ceTeBbIX
yCTpOMCTB. MIHTepBan Mexay oTrnpaBkamMu kaapos LLDP onpeaensieTcs 3Ha4YeHUeM,
yKa3aHHbIM B nosie Tx Interval. 3HayeHns Ans 3T0ro nosie AOKHO BbIGMpaTbLCa U3
AnanasoHa oT 5 fo 32768 cekyHa.

Hold Multiplier

YKaxuTe 3HauyeHne MHOXUTENS yaepXaHus.

Kaxnabii kagp LLDP coaepxuTt nHdopMaumio o TOM, B TEYUEHME KAKOro BPEMEHWU AaHHbIE,
XpaHsawuecs BHyTpu Kagpa LLDP, 6yayT cuntatbca akTyanbHbIMU. [lepnoa akTyanbHOCTU
nHdopmMauunm LLDP onpepenseTcs Kak npoussegeHue 3HavyeHus B none Tx Hold v 3HaueHuns
B none Tx Interval, yka3aHHOro B cekyHaax. 3Ha4yeHune Ans 3Toro noss A0MXHO BbibupaTbes
u3 ananasoHa ot 2 o 10.

Reinitialization
Delay

YKaxuTe 3HaueHne 3a4epXXKn NMOBTOPHOM MHMLUMANM3auUnn.

[Mpun OTKAOYEeHMM NopTa, OTKAOYEHUN NpoTokona LLDP nan nepesarpyske KoMMmyTaTopa
KOMMYTaTOp OTNpaBfseT COCeAHNM YCTPONCTBAM Kaap OTktoYeHus LLDP, ykasbiBaowmnin Ha
TO, 4TO MHbOopMaums LLDP 6onblue He SBNsieTCa akTyanbHOW. BennuunHa, ykasaHHas B none
Tx Reinit, onpeaensieT nHTepBan B CEKYHAAX MeXAy OTNPaBKOW Kazapa OTK/OYEHUS 1 HOBOWM
wHuumanusaumen LLDP. 3HauyeHus ans 3TOro nosne A0SXKHO BbibMpaTbCsa M3 AnanasoHa ot 1
00 10 cekyHA.

Transmit Delay

YKaxute 3HayeHune 3a4EPXKN nepenayu.

Mpu n3mMeHeHnn KoHdUrypauum (Hanpumep, Npu cMmeHe IP-agpeca) koMMyTaTOp OTNpaBAseT
HoBbIN kKaap LLDP, HO nHTepBan mexay kaapamu LLDP He MOXeT 6biTb MeHbLUe 3Ha4YeHus,
ykasaHHoro B nose Tx Delay (B cekyHaax). 3HayeHune B nosie Tx Delay He MOXeT 6bITb
6onbwe, yem 1/4 3HaueHus, ykasaHHoro B none Tx Interval. 3HaueHnsa ansa aToro none
OOJDKHO BblGMpaTbhCs U3 AnanasoHa oT 1 ao 8192 cekyHA.

LLDP-MED Fast
Start Repeat
Count

YKaxuTe 3HaueHne cyeTymka noBTopeHnn 6bicTpbix 3anyckos LLDP-MED.

CywecTByeT puck notepu kagpa LLDP B npouecce ero oTnpaBKku COCEAHMM YCTPOMCTBaM,
NO3TOMY peKOMEHAYETCS BbIMOMHATL Nepeaayvy ¢ 6bICTPbIM 3aMyCKOM HECKOJIbKO pa3 Ans
NOBbILEHNS BEPOSTHOCTU MOJSTyYeHUs cocefHNMN ycTponcTBamMm kaapa LLDP. Hannume nons
Fast start repeat count no3sonsieT ykasaTb, CKOJIbKO pa3 Heo6XxoAMMO NOBTOPUTL Nepeaavy
C 6bICTPbIM 3anyckoM. PekoMeHAyeMoe 3HavyeHne — 4, UCX0As U3 NPEeAnosoXKeHUs, YTo
KoMMyTaTop 6yaeTt nepeaasaTb 4 kagpa LLDP c nHTepBanom B 1 cekyHAy Npu NosyYyeHnmn
kaapa LLDP c HoBoW nHgopmaumen.

Apply

Haxmute Apply, UuTo6bI MPUMEHUTHL M3MEHEHUS.

Cancel

Haxmute Cancel, 4To6bl OTMEHUTb N3MEHEHUS.
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Ha aTOM akpaHe MOXHO NPOCMOTPEeTb HAaCTPOMKK NMOPTOB. YTO6bI OTKPbITh 3TOT 3KpaH, BbibepuTe B
meHio Configuration > LLDP > Port.
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PucyHok 150 DkpaH Configuration > LLDP > Port

Global | Port | Local Information | MED Network Policy | MED Port ﬁ

LLDP Port

() Edit
[ ] Port Mode Optional TLV Select
O 1 Ti & R
O 2 Ti & Ry
O 3 Tu & Ry
O % 4 Ty & Ry
O 5 Tu & Ry
O [ T & Rx
O 7 Ti & Rx
O 3 Ty & Rx

SM:System Mame FPD:Port Description

SD:System Description SC:System Capability

MP:802.3 MAC-PHY L&802.3 Link Aggregation

MFE:.802.3 Maximum Frame Size MAManagement Address

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6nuua 117 DkpaH Configuration > LLDP > Port

MOnE ONMUCAHUE
LLDP VLAN
Edit YcTaHOBWUTE 3TOT nepektoyaTenb, YTobbl HACTPOUTL NapaMeTpbl NopTa. HaxMuTe KHOMKY
Edit, yTo6b1 NI3MEHNTL NapaMeTpbl NopTa.
Port OTobparkaeT nopsakoBbIi HoMep nopTta LLDP.
Mode Moka3sbiBaeT pexum nopta LLDP: Disable (oTkntoueH), Tx Only (Tonbko nepeaaya), Rx
Only (Tonbko npuem) n Tx & Rx (nepepava n npuem).
Optional TLV OTob6paxaeT cTpykTypy TLV B BUAE 04HOWN UM HECKOJIbKUX OMLMIA:
Select
e SN - System Name (MmMsa cuctembr)
e PD - Port Description (OnucaHne nopta)
e SD - System Description (OnucaHue cuctemsbl)
e SC - System Capability (Bo3M0OXHOCTM cUCTEMBI)
e MP - 802.3 MAC-PHY (®usmnyeckunit MAC-aapec)
e LA - 802.3 Link Aggregation (Arperauuns kaHanos)
e MFS - 802.3 Maximum Frame Size (MakcvManbHbIin pa3Mmep Kagpa)
e MA - Management Address (Ynpasnsitowmii agpec)

26.2.3 OkpaH Port Edit

C NOMOLLbIO 3TOr0 3KpaHa MOXHO M3MEHUTb HAaCTPOMKM MOPTOB. YTO6bI OTKPbLITL 3TOT 3KPaH,
BblbepuTe B MeHto Configuration > LLDP > Port > Edit.
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PucyHok 151 3SkpaH Configuration > LLDP > Port > Edit

Global | Port | Local
LLDP Port

Part List
Mode

Optional TLY Select

Information | MED Network Policy | MED Port _

1-8
T &Ry v

O systam Marme

Clront Cescription

O Systern Description

O systam capability

(18023 MAC-PHY

[J202.3 Link Aggregation

[ a02.3 Maxirmurn Frame Size
O Management Address

[ Apply ] [ Cancel ]

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6bnuua 118 3k

paH Configuration > LLDP > Port > Edit

NMOnEe OMUCAHME
LLDP Port
Port List OTobparkaeT nocnenoBaTeNbHbI HOMep nopTta (unm noptos) LLDP.
Mode BbibepuTe pexum nopta LLDP: Disable (oTkntoueH), Tx Only (Tonbko nepegaya), Rx Only
(Tonbko npuem) n Tx & Rx (nepepava n npuem).
Optional TLV Bbibepute cTpykTypy TLV B BUAE 04HOW UM HECKOJIbKUX OMLMNA:
Select
e SN - System Name (Mmsa cuctemsbl)
e PD - Port Description (OnucaHue nopta)
e SD - System Description (OnucaHue cuctembl)
e SC - System Capability (Bo3aMoXHOCTU cucTeMbl)
e MP - 802.3 MAC-PHY (®usnueckunin MAC-aapec)
e LA -802.3 Link Aggregation (Arperauus KaHanos)
e MFS - 802.3 Maximum Frame Size (MakcuManbHbI pa3Mep Kagpa)
¢ MA - Management Address (Ynpasnsitowuii agpec)
Apply Haxmunte Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.
Cancel Haxxmunte Cancel, 4To6bl OTMEHUTb U3MEHEHMS.

26.2.4 OkpaH Local Information

Ha 3ToM akpaHe

MOXXHO MPOCMOTPETb HAaCTPOMKN NoKanbHOW MHMDOpMaUMK. YTOBbl OTKPbITb 3TOT

3kpaH, Bbibepute B MeHtio Configuration > LLDP > Local Information.

170
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PucyHok 152 DkpaH Configuration > LLDP > Local Information

Global | Port | Local Information | MED Network Policy | MED Port _

Local Device Summary

Chassis ID Subtype MAC Address
Chassis D FiFa:28:4F:1C:20
Systern Mame Switch

Systern Description

Capabilities Supported Bridge
Capahilities Enable Bridge
FPaort 1D Subtype Interface name

MED Port Location

(&) Edit
Port Coordinate Cnvic Address ECS ELIN
1 Latitude:0 Morth, Longitude:0 East, Altitude:0 | Map Daturm:
Latitude:0 Morth, Longitude:0 East, Altitude:0 | Map Datum:
Latitude:0 Marth, Longitude:0 East, Altitude:0, Map Daturm:
Latitude:0 Marth, Longitude:0 East, Altitude:0, Map Daturm:
Latitude:0 Morth, Longitude:0 East, Altitude:0 , Map Daturm:
Latitude:0 Morth, Longitude:0 East, Altitude:0 , Map Daturm:
Latitude:0 Morth, Longitude:0 East, Altitude:0 , Map Datum:
Latitude:0 Marth, Longitude:0 East, Altitude:0 , Map Datum:

OOoOOooooooo

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 119 SkpaH Configuration > LLDP > Local Information
MOnE ONMUCAHUE
Local Device Summary
Chassis ID MokasbiBaeT NoATMN naeHTUdUKaTopa LWaccu.
Subtype
Chassis ID NpeHTndukaTtop waccm - 310 naeHtndukatop kaapos LLDP, nocTynamowmx oT coceaHnX
YCTPOICTB.
System Name MUMAa cucteMbl — 3TO UMA, O KOTOPOM coobLaeT cocegHee YCTPOMCTBO.
System OTobparkaeT onMcaHne CUcTeMbl.
Description
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Ta6nuua 119 DkpaH Configuration > LLDP > Local Information (npogonxexune)

NMOnE ONMUCAHUE
Capabilities DyYyHKLMOHabHble BO3SMO>XXHOCTH, KOTOpPble NOAAEPXKMBAaET cocefHee YCTPOMCTBO.
Supported BO3MOXHbI cneaylowme BapmaHThl:
1. Other (Opyroe)
2. Repeater (MoBTOpuTEND)
3. Bridge (MocT)
4. WLAN Access Point (becnpoBoaHas Touka AocTyna)
5. Router (MapwpyTnsatop)
6. Telephone (TenedoH)
7. DOCSIS cable device (KabenbHoe ycTponicTBO)
8. Station only (Tonbko cTaHums)
9. Reserved (3ape3epBMpoOBaHO)
Psaom ¢ BkNOYEHHOM PYHKLMOHaNbHOM BO3MOXHOCTbIO CTOUT 3HakK (+). Pagom ¢
BbIK/TIOYEHHOW (PYHKLMOHaNbHOW BO3MOXHOCTbIO CTOUT 3HakK (-).
Capabilities YKasblBaeT Ha TO, Kakme U3 hyHKLMOHaIbHbIX BO3MOXHOCTEN BK/IHOUYEHbI.
Enable

Port ID Subtype

MokasbiBaeT noaTMn naeHTudukaTopa nopTa.

MED Port Location

Edit

YcTaHOBWUTE 3TOT nepekntoyaTenb, YTobbl HACTPOUTL NapaMeTpbl NopTa. HaxMuTe KHOMKy
Edit, yTo6bI NI3MEHNTL NapaMeTpbl NopTa.

Port OTobparkaeT nocnenoBaTeNbHbI HOMep nopTta (unm noptos) LLDP.

Coordinate OTobpaxkaeT kKoopAnHaTbl MECTONON0XeHUs nopTta (unu noptos) LLDP.

Civic Address OTobparkaeT ropoackon agpec (Mnu agpeca) B WecTHaauaTepuyHon dopme.

ECS ELIN Cnyx6a 3KCTpeHHbIX Bbi30BOB (Hanpumep, E911 n T.n.), B opmaTe, COOTBETCTBYIOLLEM

ctraHaapty TIA nnn NENA.

®dopmMaT AaHHbIX naeHTugukatopa Emergency Call Service ELIN onpepensercs Takum
obpasom, 4yTobbl NnepensasaTh naeHtTudukatop ELIN Bo BpeMs ycTaHOBNEHUS 3KCTPEHHOMO
BbI30Ba B TpaauuunoHHble cnctembl CAMA unn PSAP ISDN Ha ocHoBe rpynn noptos. dopmart
BKJItOYaeT B cebsi cTpoky M3 umdp, COOTBETCTBYOLWYO naeHTudmkatopy ELIN,
NCrosib3yeMOoMY AJ151 SKCTPEHHbIX BbI30BOB.

26.2.5 JkpaH Local Information Edit

172

C NOMOLLbI 3TOro 3KpaHa MOXHO M3MEHUTb HAaCTPOMKM NOpPTOB. YTO6bI OTKPbLITL 3TOT 3KPaH,
Bbl6epuTe B MeHio Configuration > LLDP > Local Information > Edit.
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PucyHok 153 DkpaH Configuration > LLDP > Local Information > Edit

Global | Port | Local Information | MED Network Policy | MED Port s

MED Port Location

Port List 1,34
Location Coordinate Latitude |0 * | Morth R
Longitude |0 *| East v
Altitude 0 Meters i
MapDatum) WizSa4 v
Location Civic Address Country code
State
Country
City
City district

Block (Meighbourhood)
Street

Leading street direction
Trailing street suffix
Street suffix

House no.

House no. suffix
Landmark

Additional location info
Marme

Zip code

Building

Apartment

Floor

Roorm no.

Place type

Fostal community name

P.0. Box

Location ECS ELIN

Mons akpaHa onucaHbl B crieaytowen Tabnuue.

Ta6bnuua 120 SkpaH Configuration > LLDP > Local Information > Edit

NONE OMNMUCAHME

MED Port Location

Port List OTobpaxaeT nocnenosaTeNbHbIi HOMep nopTa (wnu noptos) LLDP. 3HaueHue B 3TOM none
BKovaeT B cebs 16 nap wecTHagLuaTepPUYHbIX CUMBOOB.
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Ta6nuua 120 SkpaH Configuration > LLDP > Local Information > Edit (npogosixeHne)

NONE

OMNMUCAHME

Location Coordinates

Latitude

LLinpoTa Latitude JOJ/IXXHA 6bITb HOpManm3oBaHa K agvana3oHy ot 0 Ao 90 rpaaycos ¢
TOYHOCTbIO He 6onee 4 3HaKoB.

Mpy onncaHum WnpoTbl MOXHO BbiI6paTb HanpaeneHue kK cesepy ot akeatopa (North) nan k
tory ot skeatopa (South).

Longitude

Jonrota Longitude JOJ/IXKHA 6bITb HOpManu3oBaHa k Anana3soHy oT 0 go 180 rpaaycos c
TOYHOCTbIO He 6onee 4 3HaKoB.

Mpy onmMcaHnn AONroTbl MOXHO Bbl6paTb HanpasneHne k Boctoky (East) nnu k 3anaay
(West) oT rnaBHoro mepvamnaHa.

Altitude

BeicoTta Altitude JOJ/1XXHA 6b1Tb HOpManusoBaHa K agvManasoHy oT -32767 po 32767 ¢
TOYHOCTbIO He 6onee 4 3HAKOB.

MpW oNMcaHUM BbICOTbI MOXHO BbI6paTh OAMH U3 ABYX €€ TUMOB (3TaXu WUAN METpbI).
Meters: [oKa3bIBaET BbICOTY, MCHUC/IEHHYIO B METPAxX B BEPTUKA/IbHOM HanpasfieHuu.

Floors: NMoka3sbiBaeT BbICOTY B hopMe, kKoTopas 6onee noaxoanT ANs 34aHUN, 3TaXmn
KOTOPbIX MOrYyT MMETb Pa3HYH BbICOTY. 3HauyeHune BbicOTbl = 0,0 MeeT CMbIC U BHE 34aHuN
— OHO 0603HayaeT ypoBeHb 3eM/IN AJ1S1 AaHHbIX 3HAYEHWI WKNPOTbl U A0NroTbl. BHYTpMu
34aHunsA 3HayeHne 0,0 cOOTBETCTBYET YPOBHIO 3Ta)ka, aCCOLMMPOBAHHOMY C YPOBHEM 3eM/n
OCHOBHOro Bxoja.

Map Datum

174

3HayeHne Map Datum vcnonb3yerca 418 KOOPAWHAT, MPUBEAEHHbIX B C/IEAYOLWMX
onuuax:

WGS84: (Geographical 3D) — BcemnpHas reogesndeckas cucrema 1984 roaa, koa CRS
4327, Ha3BaHMe OCHOBHOIo MepuanaHa: puHBKY.

NAD83/NAVDS88: CeBepoaMepukaHckas cucrtema koopamHat 1983 roga, koa CRS 4269,
Ha3BaHWe OCHOBHOIO MepuanaHa: MpuHBMY; CBA3aHHaa BEpTUKaNbHas cMCTeMa KoopauHaT
COOTBETCTBYET CEBEpOaMepuKaHcKkon cncteme koopamHat 1988 roaa (NAVD88). 3T1o napa
CUCTEM KOOPAWMHAT A0/HKHA MCMOMb30BaThCA MPU ONMCAHMUM HA3EMHbIX reorpaduyeckmx
06BEKTOB, PACNONOXEHHbIX BHE 30H NpUAMBa (A9 3TUX 30H AOJKHA MCMO1b30BaTbCs
cucrtema koopamHat NAD83/MLLW).

NAD83/MLLW: CeBepoaMepukaHckasi cuctema koopamHat 1983 roga, koa CRS 4269,
Ha3BaHWEe OCHOBHOro MepuanaHa: 'puHBuY; CBA3aHHas BepTMKaibHasA cCMCTEMa KOOpAMHAT:
CcpeAHui ypoBeHb HanHu3Wnx mManbix Boa (Mean Lower Low Water, MLLW). 3Ta napa cucrem
KOOpAMHAT A0/IKHA MCNOb30BaTbCA MPU ONUCaHUK reorpaduryeckmx 06bEKTOoB,
pacnonoXeHHbIX B BOAE/MOpsaX/oKeaHax.
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Ta6nuua 120 SkpaH Configuration > LLDP > Local Information > Edit (npogosixeHne)

NMOnE ONMUCAHUE
Location Civic NHdopmaums o koHdurypaummn mectononoxenus (Civic Address LCI) Ha ocHOBe ropoAcKoro
Address appeca IETF Geopriv Civic Address.

e Country code: [1ByXCMMBOJIbHbIA KOA CTpaHbl, HAaMMCaHHbIN 3arnaBHbIMW ByKkBaMu B
koanposke ASCII cornacHo ctanaapTty ISO 3166 - MNpumep: DK, DE nan US.

e State: AAMMHUCTPaTUBHbBIE €ANHULBI BHYTPW CTpaHbl (LITaT, KAHTOH, PeruvoH,
NpoBUHUMSA, npedekTypa).

e County: Kpaii (rpadcTtBo), okpyr, ryH (AnoHus), panoH.
e City: lN'opoa, nocenok ropoackoro Tuna, wu (AnoHus) — Mpumep: KoneHrareH.

e City district: l'opoackoi okpyr, ropoackoe noceneHne, ropoackon paioH, rOpoACKOM
OKpYr, 4oy (AnoHus).

e Block (Neighborhood): MukpopaiioH, kBapTan.

e Street: Ynuua - MNpumep: Poppelvej.

e Leading street direction: Beayuiee HanpasneHue ynuubl — MNpumep: N.
¢ Trailing street suffix: KoHeuHbIn cyddukc ana ynuubl — Mpumep: SW.
e Street suffix: Cydpdukc ana ynmupel - MNpumep: Ave, Platz.

¢ House no.: Homep goma - Mpumep: 21.

e House no. suffix: Cy¢ddukc ana Homepa goma - lMpumep: A, 1/2.

¢ Landmark: O6wensBecTHoe Ha3BaHue reorpacdunyeckoro obbekta — Mpumep: Columbia
University.

¢ Additional location info: JJononHuTenbHas nHdopmMaLms 0 MECTOMONIOXEHUN —
Mpumep: KOxHOE Kpblso.

e Name: /Mg (MU0, NOCTOSIHHO NMpoXMBatoLiee uim paboTatolee no yKasaHHoOMy
aapecy) - MNpumep: Flemming Jahn.

e Zip code: NoyToBbI MHAEKC — Mpumep: 2791.

e Building: 3aaHue (kopnyc) — Mpumep: HWXHAS 6ubnuoTeka.

e Apartment: Ksaptupa, Homep - Mpumep: Ks. 42.

e Floor: dtax - lNpumep: 4.

e Room no.: HomMep koMHaTbl — Mpumep: 450F.

* Place type: Tun nomeweHus — Mpumep: oduc.

¢ Postal community name: Ha3ssaHune nouytoBoro coobuiectsa — lNpumMep: Leonia.
e P.O. Box: lNMouTtoBbinn awuk (P.O. BOX) - MNMpumep: 12345.

Location ECS

Cny»6a 3KCTpeHHbIX Bbl30BOB (HanpuMep, E911 n 1.n.), B dopMaTe, COOTBETCTBYIOLEM

ELIN ctaHpapTty TIA nnn NENA.
dopmaT faHHbIX naeHtTudukaTopa Emergency Call Service ELIN onpeaensieTca Takum
obpasomM, yTobbl Nnepeaasatb naeHTndukaTop ELIN BO BpeMsa yCTaHOBNEHUS 3KCTPEHHOrO
Bbl30Ba B TpaaMuMoHHble cncteMbl CAMA nnmn PSAP ISDN Ha ocHoBe rpynn noptos. ®opmaT
BKOYaeT B cebs cTpoky M3 umdp, COOTBETCTBYOLWYIO naeHTudmkatopy ELIN,
NCMosb3yeMOMY AJ151 SKCTPEHHbIX BbI3OBOB.

Apply Haxmunte Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel Haxxmunte Cancel, 4To6bl OTMEHUTL U3MEHEHMS.

26.2.6 OkpaH MED Network Policy

Ha 3ToM akpaHe MOXXHO NPOCMOTPETb HAaCTPOMKM ceTeBOM NonnTUKM MED. YTo6bl OTKPbLITL 3TOT
3KpaH, Bbibepute B MeHto Configuration > LLDP > MED Network Policy.
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PucyHok 154 DkpaH Configuration > LLDP > MED Network Policy

Global | Port | Local Information | MED Network Policy | MED Port [N

Network Policy Configuration

) Add
No.
1

Application VLANID VLAN Tag L2 Priority DSCP Value Modify

Vaoice 1 Untagged il 0 A

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 121 DkpaH Configuration > LLDP > MED Network Policy

NONnE

OMNMUCAHME

Network Policy Configuration

Add Haxmnte Add, 4To6bl CO34aTb HOBbIN NPOdUIb KOH(UIYpaumm ceTeBbIX NOINTUK.
No. OTobparkaeT NopsiAKOBbIN HOMEP CETEBON MOMINTUKMU.
Application OTobpaxaeT TMn npunoxeHus Application type, KoTopbiii yka3biBaeT Ha OCHOBHYHO
PYHKUMIO NpUNoXeHNs (M NPUNOXEHWNIA).
VLAN ID OTtobpaxaeT naeHtndukatop VLAN (VID) ana gaHHOro nopta B COOTBETCTBMU CO
ctaHpaapTom IEEE 802.1Q-2003.
VLAN Tag OTob6paxaeT 3HaveHue napametpa VLAN Tag: Tagged (C teramn) unmn Untagged (be3s
Teros).
L2 Priority OTobpaxkaeT 3HayeHMe nNnpuopuTeTa AN BTOPOro ypPOBHS.
DSCP Value OTobparkaeT 3HayeHne kogoBoro mapkepa DiffServ DSCP Value.
Modify
Edit Haxmunte Edit, 4TO6bI BHECTU M3MEHEHUS B TEKYLLYI KOHMDUIypauuio.
Delete Haxmute Delete, uTo6bl yaanuTb TeKyLLYO 3anucb.

26.2.7 9kpaH MED Network Policy Add/Edit

176

C NoMoLblo 3TOr0 3KpaHa MOXHO M3MEHUTb HAaCTPOMKM MOPTOB. YTO6bI OTKPbLITb 3TOT 3KPaH,
BblbepuTe B MeHto Configuration > LLDP > MED Network Policy > Add/Edit .
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PucyHok 155 DkpaH Configuration > LLDP > MED Network Policy > Add/Edit

MNew Metwork Policy
Mo,

Application

WLAN D

WLAM Tag

L2 Priority

DECP value

Global | Port | Local Information | MED Network Policy | MED Port |

1 v

Woice -
0 {1-4094)

OTagged ® Untagged

] (0-7)

0 (0-63)

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 122 SkpaH Configuration > LLDP > MED Network Policy > Edit

MNOJE

OMNCAHME

MED Port Location Edit

No.

BbibepuTe NopsiAKOBbIN HOMEP CETEBOM NMOMUTUKMU

PykoBoacTBo nonb3oBartens ans cepun GS1900
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Tabnuua 122 SkpaH Configuration > LLDP > MED Network Policy > Edit (npogonxeHue)

NONE

OMNMUCAHME

Application

BbibepuTte TMn npunoxeHuns Application, ykasbiBalowmin Ha OCHOBHYIO YyHKLMIO
NPUIOXKEHUS (U MPUIOXKEHN), ONPeAeneHHYI0 ANS AaHHOW CETEBOWN MOMNTUKN U
@HOHCMPYEMYI0O KOHEYHOWM TOYKON UM YCTPOMNCTBOM, Yepe3 KOTOpOe OCYyLLeCTBSETCS
NoAKI0YEHNEe K ceTn. BO3MOXHbIE TUMbl NPUMOXEHWI NPUBEAEHBI HUXE.

1. Voice - ncnonb3syerca ans annapatos IP-TenedoHun n Apyrux aHanormyHbIxX ycT-
POWNCTB, NOAAEPXNBAIOLWNX MHTEPAKTUBHbIE rO10COBbIE yCnyrn. O6bI4YHO Takme yCT-
poMCTBa NOAKMOYAIOT K oTAeNbHOW ceTn VLAN, 3TO NO3BONSIET YNPOCTUTb BHEAPEHMWE U
obecneunTtb 60nee BbICOKMI YPOBEHb 6€30MacHOCTM 3@ CUET U30ALMN OT MPUITOXKEHUIA,
paboTatlowmx c AaHHbIMU.

2. Voice Signalling - ncnonb3yetcsa B ceTeBbIX TONOMOrMSAX, NpeanonaramLwmx pasiany-
Hble NOSIUTUKM NO OTHOLUEHUSA K rO/I0OCOBOM CUrHanu3aumm n cobCTBeHHO nepenave
ronoca.

3. Guest Voice - ncnonb3yeTtcs ana NoAAEPXKM rOsI0COBbIX YCYr C OrpaHUYeHHON (yH-
KLUWOHaNbHOCTbIO A9 FOCTEBbLIX NOSIb30BaTeNen 1 noceTuTenen ¢ cCobCTBeHHbIMM anna-
patamu IP-tenedoHun 1 ApyrMMm aHanormyHbIMM YCTPOMCTBAMK, NOAAEPXKNBAOLLUNMMN
WHTEPaKTUBHbIE FOSI0COBbIE YCNYTW.

4. Guest Voice Signalling - ncnonb3yetcsa B ceTeBbIX TONOMOrMSAX, NpeanonaramLwmx
pasnnyHble MNOJIMTUKN MO OTHOLLIEHMS K FOJIOCOBOM CUrHanM3aumm n cobCcTBeHHO nepe-
Aave rosoca Ans rocTeBblX NOAb30BaTeNEN.

5. Softphone Voice - ncnonb3syetcs Ana npunoxeHui tmna codTdOoH, YCTaHOBIEHHbIX
Ha YCTpPOMCTBaXx, U3Ha4yanbHO NpefHa3HavyeHHbIX AN 06paboTku AaHHbIX, HanpuMep,
Ha NepCcoHaNbHbIX KOMMNblOTEPAx UN HoyTbyKax.

6. Video Conferencing - ncnonb3yeTtcs Ansa cneunanm3mpoBaHHbIX YCTPOUCTB, NpeaHa-
3HaYeHHbIX Ana 06CNy>XNBaHUSA BUAEOKOH(EPEHUNI WU APYTMX aHANOTNYHbIX YCTPOICTB,
NoAAEPXUBAOLWNX MHTEPAKTUBHbIE BUAE0/ayaAN0yCNyru, okalbiBaeMble B peasibHOM
BpEMeHMU.

7. Streaming Video - ncnonb3ayetcs 4na ycnyr WMpoKoBeLwaTelbHOM U MHOroaAapecHom
paccCbIIKN NpU pacnpocTpaHeHUN BUAEOKOHTEHTA U APYTUX aHANOMMYHbBIX NPUNOXKEHWNIA,
NOAAEPXNBAOLMX YCYrn NOTOKOBOW NepeAayn BMAeo, KoTopble TpebytoT NpuMeHeHns
0CObbIX CeTEeBbIX NOMUTUK. DTOT TUM NPUSIOXKEHUIA HE pacCUnTaH Ha NPUIOXKEHUS ANs
nepeaayv BMAaeo, ucnonb3ytowme npotokon TCP c 6ydepusaunei.

8. Video Signalling - ncnonb3yetcsa B ceTeBbIX TONOMOrMSAX, Npeanonaramlmnx pasiamy-
Hble MOSIUTUKM MO OTHOLIEHUSA K CUrHanu3aumMm BMAeO M CObCTBEHHO nepepave BUAEO.

VLAN ID

Ykaxute naeHtndukatop VLAN VLAN ID (VID) ana gaHHOro nopta B COOTBETCTBMU CO
ctaHgaptom IEEE 802.1Q-2003. 3HayeHune B 3TOM rnosie A0/IKHO 6bITb BbIbpaHoO 13
AvanasoHa oT 1 ao 4094. 3HaueHue 0 (Priority Tagged, npuoputeT Ha OCHOBE TEroB)
NCnonb3yeTcs B TOM C/lyyae, ecnun yCTPOMCTBa UCMOMb3YIOT Kaapbl C TeraMu npuopuTeTa,
Kak onucaHo B ctaHaapTe IEEE 802.1Q-2003. B TakoM Kagpe 3Ha4yeHue nmeeT TO/IbKO
ypoBeHb npuoputeta IEEE 802.1D, a B kayecTBe naeHtudmkatopa VID kagpy Ha3zHadaeTcs
naeHtTudukatop VID no ymMonyaHmio BXoasLiero nopra.

VLAN Tag

TAG curHanuMsmpyeT o ToM, kako Tun cetn VLAN nucnonb3yeT AaHHble TUM NPUNOXEHUS — C
Teramm nnu 6e3. Boibepute cooTBeTCTBYOWYIO onunto — Tagged nnm Untagged.

Untagged: [JaHHOe yCTpoOICTBO Ucnonb3yeT popMaT kKagpa 6€3 TeroB U, COOTBETCTBEHHO,
He COAEpPXMUT 3arosioBOK Tera, kKak onucaHo B ctaHaapTte IEEE 802.1Q-2003.

Tagged: [laHHOe yCTPOMCTBO MCMofb3yeT ¢popMaT Kagpa C TeraMmu, COOTBETCTBYHOLMMU
ctaHaapTty IEEE 802.1Q.

L2 Priority

Moa npuoputeToM Priority noHnMaeTcs NnpMopuUTET BTOPOro YPOBHS, KOTOPbIN
NCNonb3yeTcsa AN NPUIoXeHU BbiIbpaHHOro Tuna. B 3ToM none MOXHO Bbi6paTbh OAUH K3
BOCbMMW YPOBHeW npuoputeTa (B AvanasoHe oT 0 ao 7).

DSCP Value

DSCP - 370 3HadeHne DSCP, koTopoe obecneumBaeT nosegeHune y3sna Diffserv ana
NpuNoXeHui BolIbpaHHOro TUna, kak onncaHo B ctaHaapte IETF RFC 2474. 3To none MoXxeT
cofepxaTb 3HaYeHne oAHON 13 64 KoAOBbIX Toyek (M3 AnanasoHa oT 0 go 63).

Apply

Haxmnte Apply, 4TOObl NPUMEHUTL U3MEHEHMUS.

Cancel

Haxmute Cancel, yTo6bl OTMEHUTb U3MEHEHUS.
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26.2.8 OkpaH MED Port

Ha 3ToM aKpaHe MOXHO NMPOCMOTPETbL HAaCTPOMKKM nNopToB MED. YTo6bl OTKPLITL 3TOT 3KpaH,
BblbepuTe B MeHto Configuration > LLDP > MED Port .

PucyHok 156 >SkpaH Configuration > LLDP > MED Port

Global | Port | Local Information | MED Network Policy | MED Port SR
MED Port
2 Edit
] Port State Network Policy Location PoE Imventory
O 1 Enahle Mo Mo Mo Mo
O 2 Enahle Mo Mo Mo Mo
O 3 Enahle Mo Mo Mo Mo
O 4 Enahle Mo Mo Mo Mo
O 5 Enahle Mo Mo Mo Mo
O [ Enahle Ko Mo Ko Mo
O 7 Enahle Ko Mo Ko Mo
O ] Enahle Ko Mo Ko Mo

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 123 SkpaH Configuration > LLDP > MED Port

MOnE OMUCAHUE

MED Port

Edit YcTaHOBWUTE 3TOT nepektoyaTenb, YTobbl HACTPOUTL NapaMeTpbl NopTa. HaXxMnTe KHOMKY
Edit, yTo6bI N3MEHNTL NapaMeTpbl NopTa.

Port OTobpaxxaeT Homep nopTa MED.

State OTobpaxaeT cocTtosiHne nopta MED: Enable (BkntoueH) unu Disable (BbikntoueH).

Network Policy OTob6parkaeT onunio CeTeBOM NMOJIMTUKMU.

Location OTob6paXkaeT onunio MEeCTOMNOJIOXKEHUSA.
PoE OTtobpaxaet onuunio POE.
Inventory OTobparkaeT onuunio UHBEHTapu3auum.

26.2.9 JkpaH MED Port Add/Edit

C NOMOLLbIO 3TOro 3KpaHa MOXHO HACTpOUTb NapameTpbl NOpToB MED. YT06bI OTKPbLITL 3TOT 3KPaH,
Bbl6epuTe B MeHio Configuration > LLDP > MED Port > Edit .
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PucyHok 157 DkpaH Configuration > LLDP > MED Port > Edit

MED Port

Port List

State

MED Optional TLYs

MED Metwork Palicy

1-8

®Enable O Disable

I Metwark Policy
(I Lacation
[CJPoE-PSE
O Inventany

Available

Global | Port | Local Information | MED Network Policy | MED Port _

Acting

[ Apply ] [ Cancel ]

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Tabnuua 124 DkpaH Configuration > LLDP > MED Port > Edit

MOnE ONMUCAHUE

MED Port

Port List OTobpaxaeT cnucok noptos Port List.

State Bbi6bepuTte onuuto Enable, uto6bl akTuBnpoBate dyHKuUuto noptos MED.
MED Optional BbibepuTe 04HY UM HECKOJIbKO OMUMOHAaNbHbIX CTPYKTYp TLV MED:
TLVs

Network Policy (CeTteBas nonutuka)
Location (Pacnonoxenue)

PoE PSE

Inventory (MiHBeHTapm3auusa)

MED Network
Policy

BbibepuTte ogHy unm Heckonbko ceTeBblix nonntuk MED (MED Network Policies) B none
Available n nepemectnte nx B none Acting ans aktusaumm.

Apply

Haxmnte Apply, 4TO6bl NPUMEHUTL U3MEHEHMUS.

Cancel

Haxmute Cancel, yTo6bl OTMEHUTb U3MEHEHUS.
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JKkpaHbl Configuration: QoS

27.1 O630p

B aTOM paszgene pacckasbiBaetca 06 akpaHax QoS (Quality of Service), Bbi3biBAaEMbIX U3 MEHIO
Configuration.

27.2 3JkpaH General

Moa ynpaBneHmem KadyectBoM obcnyxmneaHus (QoS) noHMMaeTcs Kak CNOCOBHOCTb CETU AOCTaBNASATb
AaHHble C MUHUMAaNbHOW 3aepXKON, Tak U NPpUMEHsIeMble B CETU MeTOoAbl ynpaBieHUs NponyCKHOM
cnocobHocTbio. Ecnm QoS He ncnonb3yeTcs, TO BeCb TpadpuK MMEeT paBHY BEPOSATHOCTb
oTbpacbiBaHMS NMpu BO3HUKHOBEHUW Meperpy3oK B CETU. DTO MOXET NPUBECTU K CHUXEHUIO
NpoOmn3BOANTENBHOCTM paboTbl CETU U caenaTb ee HENPUIrOAHOM A/ KPUTUUHBLIX KO BPEMEHU
MPpUNOXEHWNIN, TaKNX Kak BUAEO Mo 3anpocy.

27.2.1 3kpaH Port

Ha aTOoM akpaHe MOXHO NPOCMOTPETb HAaCTPOMKK NOPTOB. YTO6bI OTKPbITh 3TOT 3KpaH, BbibepuTe B
meHio Configuration > QoS > General.
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PucyHok 158 3SkpaH Configuration > QoS > General

Port | Queue | CoS Mapping | DSCP Mapping | IP Precedence Mapping [NNNRREEE

o5 Pork

) Edit
Port

[== R B = RS | T S L I ]

LAGT
LAG2
LAGS
LAGA
LAGS
LAGE
LAGT
LAGE

OOoo0o0ooooooooooooo

CoS Value Remark CoS

=

Dizahle
Disahle
Disahle
Disahle
Dizahle
Dizahle
Dizahle
Disable
Disable
Dizable
Digahle
Digahle
Dizahle
Dizahle
Disahle
Disahle

[ Y e S e Y e Y e e Y N e Y e Y e Y e R e Y e Y e Y e

Remark DSCP
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disable
Disahle
Dizahle
Dizahle
Dizahle
Disable
Disable
Disable

Disable

Remark IP Precedence
Dizahle
Disahle
Disahle
Disahle
Dizahle
Dizahle
Dizahle
Disable
Disable
Dizable
Digahle
Digahle
Dizahle
Dizahle
Disahle
Disahle

Mons aKpaHa onucaHbl B crieayioLlein Tabnuue.

Ta6nuua 125 DkpaH Configuration > QoS > General

NMOnEe OMNMUCAHUE

QoS Port

Edit YcTaHOBWUTE 3TOT nepektoyaTenb, YTobbl HACTPOUTL NapaMeTpbl NopTa. HaXxMnTe KHOMKy
Edit, yTo6bI NI3MEHNTbL NapaMeTpbl NopTa.

Port OTobpaxaeT cnncok nopToe € pyHKumen QoS.

CoS Value OTob6parkaeT 3HaueHune knacca obcnyxmBanus (CoS), BOIMOXHbIA agManas3oH 3HavyeHumn: 0 -
7.

Remark CoS YKasblBaeT Ha TO, BK/IlOUEHA WIN OTK/IoYEeHa 3Ta pyHKUMS.

Remark DSCP YKa3blBaeT Ha TO, BKJIKOYEHa WUIW OTKJII0YEeHa 3Ta PyHKUMS.

Remark IP YKasblBaeT Ha TO, BK/IlOUEHA WM OTK/OYEHa 3Ta pyHKUMS.

Precedence

27.2.2 IkpaH Port Edit

182

C noMoLLbo 3TOr0 3KpaHa MOXHO M3MEHUTb HAaCTPOMKU NOPTOB. YTOObI OTKPbLITL 3TOT 3KpaH,
Bbl6epuTe B MeHio Configuration > QoS > General > Port > Edit.
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PucyHok 159 DkpaH Configuration > QoS > General > Port > Edit
Port | Queue | CoS Mapping | DSCP Mapping | IP Precedence Mapping -

QoS Port

Paort List 1.4-5

CoS Value i] “
ZoS Remark O Enable @ Disable
DSCF Remark O Enable @ Disable
IP Pracedence Remark O Enable @ Disable

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 126 SkpaH Configuration > QoS > General > Port > Edit

MOnE OMUCAHUE

QoS Port

Port List OTobparkaeT nocnenoBaTeNbHbIM HOMEP MopTa ¢ noaaepXkoi QoS.

CoS Value Bbi6epuTte 3HaueHne CoS u3 BbinagalowWwero cnmcka.

CoS Remark BbibepuTte onuuto Enable, 4Ttobbl akTuBMpoBaTh dhyHKUUo CoS Remark.

DSCP Remark BbibepuTte onuuto Enable, ytobbl akTuBMpoBaTe dyHkuuto DSCP Remark.

IP Precedence BbibepuTte onuuto Enable, uto6bl akTuBMpoBaTh hyHKuuto IP Precedence Remark.
Remark

Apply Haxmnte Apply, 4TOObl NPUMEHUTL U3MEHEHMUS.

Cancel HaxmMunte Cancel, 4To6bl OTMEHUTL U3MEHEHMS.

27.2.3 JkpaH Queue

Ha 3ToM akpaHe MOXHO NMPOCMOTPETb HAaCTPONKKN ovepeaenn. YTobbl OTKPbLITb 3TOT 3KpaH, BbibepuTe B
MeHto Configuration > QoS > General > Queue.
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PucyHok 160 DkpaH Configuration > QoS > General > Queue

[Port | Queue ;| CoS Mapping | DSCP Mapping | IP Precedence Mapping _

0oS5 Queue

Queue D

0

1

Schedule Algarithm Weight(1-127)
@ strict OWRR 1

@ sgtrict OWRR 2

@ gtrict OWRR 3

@ strict OwWRR 4

@ strict OWRR 5

@ strict O WRR 9

@ strict OWRR 13

@ strict O wWRR 15

Mons aKpaHa onucaHbl B crieaytowen Tabnuue.

Ta6bnuua 127 SkpaH Configuration > QoS > General > Queue

MOnE ONMUCAHUE

QoS Queue

Queue ID OTobpaxaeT naeHtndukatop odepean (Queue ID).

Schedule BbibepuTte anroputM nnaHnposaHus — Strict (Ctporas oyepeab) nunm WRR (B3BelweHHoe
Algorithm LMKIINYecKoe obcnyxuneaHume).

Weight (1-127) | YkaxwuTe Bec nosuumm QoS.

Apply Haxxmunte Apply, 4TO6bI NPUMEHUTL N3MEHEHMUS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.

27.2.4 OkpaH CoS Mapping

184

C rnoMoLbio 3TOro 3KpaHa MOXHO U3MEHUTb HaCTpOVIKVI COOTBETCTBUI KNaccos 06C1'Iy>KVIBaHVI$|.

YT06bI OTKPBITE 3TOT 3KpaH, BbibepuTte B MeHio Configuration > QoS > General > CoS Mapping.
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PucyHok 161 DkpaH Configuration > QoS > General > CoS Mapping
Port | Queue CoS Mapping DSCP Mapping | IP Precedence Mapping i

Co5 to Queue Mapping

Class of Service(CoS) Gueue D {0-T)

0 1 v
1 i w
2 2 v
3 3 v
4 4 e
5 5 v
B B -
7 7 w

Queue to CoS Mapping

Gueue D Class of Service (CoS) (0-7)
0 1 w
1 i v
2 2 v
3 3 L'
4 4 =
5 i) -
6 G v
7 7 v

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6nuua 128 SkpaH Configuration > QoS > General > CoS Mapping

NOnE OMNMUCAHUE

CoS to Queue Mapping

Class of Service (CoS) MokasbiBaeT cNncok knaccos obcnyxmanusa (CoS), amanasoH: 0 — 7.

Queue ID (0-7) YKaxuTe COOTBETCTBME Mex Ay AaHHbIM KnaccoMm obcnyxusanusa (CoS) un
naeHTudmnkaTopom cooteeTcTBytower oyepeam (Queue ID). Ans atoro
BOCMOJ/Ib3yMTECh BbINaAaloLWNM MEHIO.

Queue to CoS Mapping

Queue ID MokasbiBaeT CNNCOK MAeHTUhUKATOPOB ouepeaen, agmanasoH: 0 — 7.
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Ta6nuua 128 SkpaH Configuration > QoS > General > CoS Mapping (npogonxeHune)

NONE

OMNMUCAHUE

Class of Service (CoS) (0-7)

YKaxuTe cooTBeTCTBME Mexay naeHTudunkatopom odepean (Queue ID) n
COOTBETCTBYOLWMM Knaccom obcnyxmsaHus (CoS). Ang aToro BOCnonb3ymnTecob
BbINaAaoLWwmM MeHIo.

Apply

Haxmnte Apply, 4TO6bl MPUMEHUTE U3MEHEHMS.

Cancel

Haxmute Cancel, 4To6bl OTMEHUTH U3MEHEHMUS.

27.2.5 JdkpaH DSCP Mapping

C MoMoLL b 3TOro 3KpaHa MOXHO M3MEHUTb HacTporkn cooTBeTcTBMIA DSCP. YT06bl OTKPbLITE 3TOT
3KpaH, Bbibepute B MeHio Configuration > QoS > General > DSCP Mapping.

PucyHok 162 DkpaH Configuration > QoS > General > DSCP Mapping

0 [o
g 1
16
24
32
40
48
56

e RR=C RN R R TR ]

0

Port | Queue

< [ [ €] €] ] £ | £

Glueue D

1
g

17
25
33
41
49
a7

CoS Mapping | DSCP Mapping | IP Precedence Mapping

e RR=C RN R R TR ]

DSCP to Queue Mapping

£ (0] [0 1] [ (] (] [

Queue to DSCP Mapping

10
18
26
3
42
50
53

R AN RS RS ]

<[ [ 0] 1] ] €] | £

30 W 4 |0 = A 10 W B |0 W T |0 »
1101 | 1211 | 131 = | 141 = 151 =
19 |2 w 202 W 212 W 2202w 232 W
2T (3 w | 283 w| 2903 w| 3003 v 3|3 0w
344w 36 |4 W T4 v 384w 394w
43 |5 W 44 15 W 15 |15 w 46 |6 W AT |5 w
81 |6 w| 826 w| 836 w| H46 w| 996 w
a9 | T 60| T = 61 |7 » B2 T » B3 |7
DSCP0- 63

a v

g w

16 A

24 -

32 “

40 w

48 w

56 w

Apply

186
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6nuua 129 SkpaH Configuration > QoS > General > DSCP Mapping

MOnE OMNMUCAHUE

DSCP to Queue Mapping

Queue ID OTobpaxaeT naeHtndukatop odepean DSCP.

Queue to DSCP Mapping

DSCP (0-63) Bbibepute naeHtugukatop coorsetctemsa DSCP 13 Beinagarowero cnmcka.
Apply Haxxmunte Apply, 4TO6bI NPUMEHUTL N3MEHEHMUS.

Cancel Haxmute Cancel, 4To6bl OTMEHUTH U3MEHEHMS.

27.2.6 JkpaH IP Precedence Mapping

C NoMOLLbO 3TOr0 3KpaHa MOXHO U3MEHUTb HAaCTPOMKM COOTBETCTBUIN AN (DYHKLMU NOALEPKKM
6utoB npuoputeta IP-Tpaduka. YTobbl OTKPbLITL 3TOT 3KpaH, BbibepuTe B MeHio Configuration >
QoS > General > IP Precedence Mapping.
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PucyHok 163 DkpaH Configuration > QoS > General > IP Precedence Mapping
Port | Queue | CoS Mapping @ DSCP Mapping IP Precedence Mapping -

IP Precedence to Queue Mapping

IP Precedence Queue D (0- 7

0 0 v
1 1 v
2 2 w
3 3 £
4 4 hd
3 5 -
G B v
7 7 v

Queue to IP Precedence Mapping

Queue ID IP Pracedence {0 - 7)

0 0 v
1 1 w
2 2 £
3 3 -
4 4 hd
2 5 v
G B v
7 7 w

Mons sKpaHa onucaHbl B crieaytoLen Tabnuue.

Ta6bnuua 130 DkpaH Configuration > QoS > General > IP Precedence Mapping

NONE OMUCAHME

IP Precedence to Queue Mapping

IP Precedence OTob6paxaeT cnucok naeHtTngmkatopos IP Precedence, ananasoHn: 0 - 7.

Queue ID (0-7) | YkaxuTe cooTBeTCTBME Mexay naeHTudukatopom IP Precedence n naeHtndmkatopom
cooTBeTCcTBYHOWEN ovepean (0 — 7). s 3TOro BOCMNO/b3yNTECh BbiNaAaloWwmMM MEHIO.

Queue to IP Precedence Mapping

Queue ID MNMoka3sbIBaeT CNNCOK MAeHTUHUKATOPOB ovepeael, ananason: 0 — 7.
IP Precedence YKaxuTte CoOOoTBETCTBUE MexAay naeHTudunkatopom odepeam (Queue ID) 1 COOTBETCTBYOWNM
(0-7) naeHTudunkaTopoM IP precedence. [ns 3Toro BOCNoJIb3yNMTECh BbiNagatowmMM MEHIO.
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Ta6nuua 130 DkpaH Configuration > QoS > General > IP Precedence Mapping (npoaonxeHune)

MOnE ONMUCAHUE
Apply Haxmunte Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.
Cancel Haxxmunte Cancel, 4Tobbl OTMEHUTb U3MEHEHMS.

27.3 JkKpaH Trust Mode

27.3.1 3kpaH Global

Ha aToM akpaHe MOXHO NpoCcMOTpeTb rnobanbHble HaCTPONKKN. YTOo6bl OTKPLITL 3TOT 3KPaH,
Bbl6epuTe B MeHio Configuration > QoS > Trust Mode.

PucyHok 164 DkpaH Configuration > QoS > Trust Mode

Global ; Port

Global

Trust Mode CoS v

Mons 3KpaHa onucaHbl B crieayioLen Tabnuue.

Ta6nuua 131 DkpaH Configuration > QoS > Trust Mode

MOnE ONMUCAHUE

Global

Trust Mode Bbibepute pexum gosepus (Trust Mode) 13 BbinagatoLlero cnmcka.
Apply Haxmute Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel HaxmMunte Cancel, 4To6bl OTMEHUTL U3MEHEHMUS.

27.3.2 JkpaH Port

Ha 3ToM aKpaHe MOXXHO MPOCMOTPETb HACTPOMKKM MOPTOB. YTO6bI OTKPbLITbL 3TOT 3KpaH, BbibepuTte B
meHto Configuration > QoS > Trust Mode > Port.

189
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PucyHok 165 DkpaH Configuration > QoS > Trust Mode > Port

Global | Port

o5 Pork

) Edit

OOoOoOoooEOOOOoOEOEEEDmEME

Port Mode
1 Untrust
2 Untrust
3 Untrust
4 Untrust
] Untrust
3 Untrust
7 Lintrust
a Untrust
LAG1 Untrust
LAaG2 Untrust
LAG3 Untrust
LAaG4 Untrust
LAGE Untrust
LAGE Untrust
LAGY Untrust
LAGE Untrust

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 132 DkpaH Configuration > QoS > Trust Mode > Port

MOnE ONMUCAHUE

QoS Port

Edit YcTaHoOBUTE 3TOT NepekntvaTtesnb, YTobbl HACTPOUTbL NapaMeTpbl NopTa. HaxmuTe KHOMKY
Edit, yTo6bI NI3MEHNTb NapaMeTpbl NopTa.

Port OTobparxaeT NOpsAKOBbIN HOMEp nopTa.

Mode OTobpaxaeT cocTosiHne pexuma aosepus: Trust (YcTaHOBNEH pexunm foBepust) nnu

Untrust (Pexum poBepus oTCcyTCTBYET).

27.3.3 9kpaH Trust Mode Edit

190

C NoMOoLLbIo 3TOro 3KpaHa MOXHO U3MEHUTb NapaMeTpbl pexnma Aosepus. YTobbl OTKPbITb 3TOT
3KkpaH, Bblbepute B MeHto Configuration > QoS > Trust Mode > Port > Edit.
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PucyHok 166 DkpaH Configuration > QoS > Trust Mode > Port > Edit

Global | Port

QoS Port
Fart List 1,3-4
Mode O Trust @ Untrust

Mons aKpaHa onucaHbl B crieayioLen Tabnuue.

Ta6nuua 133 DkpaH Configuration > QoS > Trust Mode > Port > Edit
NONE OMUCAHME

QoS Port Trust Edit

Port List B sTOM none otobpaxaeTcs NopsaAKOBbIA HOMep nopTa .

Mode BbibepuTe pexum gosepus ans noprta c nogaepxkon QoS: Trust (pexum gosepus
Bko4veH) nnn Untrust (pexuvm goBepust OTKIOYEH).

Apply Haxxmunte Apply, 4TO6bI NPUMEHUTL N3MEHEHMUS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.
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JKpaHbl Configuration: Security

B aTOM paszgene pacckasbiBaeTca 06 akpaHax Security, BbizbiBaeMbix n3 meHio Configuration.

28.2 3kpaH Port Security

28.2.1 IkpaH Global

Ha 3ToM akpaHe MOXHO NPOCMOTPETb rnobasibHble HaCTPONKKN. YUTo6bl OTKPLITb 3TOT 3KPaH,
BblbepuTe B MeHto Configuration > Security > Port Security.

PucyHok 167 DkpaH Configuration > Security > Port Security

Global | Port

Global

State

O Enable ® Disable

Mons akpaHa onucaHbl B crieayrowlen Tabnuue.

Ta6bnuua 134 DkpaH Configuration > Security > Port Security

NONE

OMNMUCAHME

Global

State

YKaxuTe, fonXKeH N 6bITb BKAOYEH pexnM 6e30nacHOCTM Ha rnobanbHOM ypoBHE.

Apply

Haxmunte Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel

Haxmunte Cancel, 4TO6bl OTMEHUTb U3MEHEHMUS.

28.2.2 JkpaH Port

Ha sTOM akpaHe MOXHO MpPOCMOTPETb HAaCTPOMKM NOPTOB. YTOObI OTKPbITL 3TOT 3KpaH, Bbibepute B
MeHto Configuration > Security > Port Security > Port.
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PucyHok 168 DkpaH Configuration > Security > Port Security > Port

Port
@) Edit
[~} Port State Max. MAC Entry Number Action
| 1 Disahle Unlimited
Ll 2 Disahle Unlimited
| 3 Disahle Unlimited
O 4 Disahle Unlimited
O 5 Disahle Unlimited
O £ Disahle Unlimited
O 7 Disahle Unlimited
| a8 Disahle Unlimited
F LAG1 Disable Unlirnited =
F LAGZ Dizable Unlirnited ---
F LAG3 Disahle Unlimited ---
| LAG4 Disahle Unlimited ---
O LAGS Dizahle Unlimited
O LAGH Disahle Unlimited
O LAGT Disahle Unlimited
| LAGE Dizable Unlimited

Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6nuua 135 SkpaH Configuration > Security > Port Security > Port

NMOnEe OMUCAHME

Port

Edit Haxmute Edit, 4To6bI M3MEHNTL NapameTpbl NOpTa.

Port OTobparkaeT NopsiAKOBbLIN HOMep nopTa.

State OTobpaxaeT cocTosHme pexunma gosepus: Enable (BknioueH)/Disable (OTkntoueH).

Max. MAC Entry | lNoka3sbiBaeT MakCcMManbHO gonyctmmoe konnyectso MAC-aapecos. MakCMManbHO

Number aonyctumoe konndectso MAC-aapecoB MOXET ObiTb 3aHECEHO B NaMsATb ANS OTAENbHbIX
nopToB.

Action YKka3sblBaeT Ha AeNCcTBMe, KOTopoe HeobxoamMo npeanpuHaTh: Discard (oTtbpacbiBaTb
naketbl) unin Shutdown (oTkAUNTL NOPT).

28.2.3 OkpaH Port Edit

C NOMOLLbO 3TOr0 3KpaHa MOXHO M3MEHUTb HAaCTPOMKM MOPTOB. YTO6bI OTKPbLITL 3TOT 3KPaH,
BblbepuTe B MeHto Configuration > Security > Port Security > Port > Edit.
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Global | Port
Port Security

Port List

State

tax MAC Entry Mumber | (1-286)

Action

PucyHok 169 DkpaH Configuration > Security > Port Security > Port > Edit

all

O Enable @ Disable

Discard Shutdown

[ Apply ] [ Cancel

Mons akpaHa onucaHbl B crieaytowen Tabnuue.

Tabnuua 136 DkpaH Configuration > Security > Port Security > Port > Edit

NONE

OMUCAHME

Port Security Edit

Edit

Haxmute Edit, 4To6bI M3MEHMTL NapameTpbl NopTa.

Port List

OTobparkaeT NopsiAKOBbLIN HOMEp nopTa.

State

BbibepuTe cocTtosiHne pexuma aosepus: Enable (BknioueH) nnu Disable (OTkntoueH).

Max. MAC Entry
Number

YKaxuTe MakcMManbHO A0NyCcTMMoe konm4yectBo MAC-afnpecoB, KOTOpoe MOXET 6biTb
3aHeceHo B NaMATb AN OTAE/bHbIX MOPTOB.

Action BbibepuTe aelicteme, koTopoe HeobxoanMo npeanpuHaTe: Discard (oTbpacbiBaTbh NakeTbl)
unn Shutdown (oTkOYNTL NOPT).

Apply Haxmute Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel HaxmMunte Cancel, 4To6bl OTMEHUTL U3MEHEHMS.

28.3 3kpaH Protected Port

28.3.1 JkpaH Protected Port

194

Ha 3ToM akpaHe MOXHO NMPOCMOTPETb HAaCTPOMKM MOpPTOB. YUTO6bI OTKPLITL 3TOT 3KPaH, BbibepuTe B
meHto Configuration > Security > Protected Port.
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PucyHok 170 DkpaH Configuration > Security > Protected Port

[PotesteaPort £

Protected Port

@ Edit
[} Port State
] 1 Disable
F] 2 Disahle
Ll 3 Disable
| 4 Disable
] 5 Disable
O G Disahle
O 7 Disahle
O a8 Disahle

Mons aKpaHa onucaHbl B crieaytowen Tabnuue.

Ta6bnuua 137 2SkpaH Configuration > Security > Protected Port
MOnE OMNMUCAHUE
Protected Port

Edit YcTaHOBUTE 3TOT NepektoyaTtenb, YTobbl HACTPOUTL NapaMeTpbl nopta. HaxxmmTe KHOMKY
Edit, uTo6b1 NI3MEeHNTb NapameTpbl NopTa.

Port OTob6parkaeT NoOpsAAKOBbIN HOMEp MopTa.

State OTobpaxaeT cocTtosHme pexnma gosepus: Enable (BknioueH)/Disable (OTkntoueH).

28.3.2 JkpaH Protected Port Edit

C NOMOLLbO 3TOr0 3KpaHa MOXHO M3MEHUTb HAaCTPOMKM MOPTOB. YTO6bI OTKPbLITL 3TOT 3KPaH,
BblbepuTe B MeHto Configuration > Security > Port Security > Port > Edit.

PucyHok 171 DkpaH Configuration > Security > Port Security > Port > Edit

Protected Port ]

Protected Port

Port List 1-8

State OEnable @ Disable

[ Apply ] [ Cancel ]

Mons 3KpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 138 >SkpaH Configuration > Security > Port Security > Port > Edit
NONE OMNMUCAHME
Protected Port

Port List B s3TOM none otobpaxaeTcs NopsaAKOBbIA HOMep nopTa (UM NOpPSAAKOBbIE HOMEpa NoOpTOB).
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Ta6nuua 138 DkpaH Configuration > Security > Port Security > Port > Edit (npoaonxeHnue)

MOnE ONMUCAHUE

State BbibepuTe cocTtosiHne 3awmweHHoro nopta: Enable (BkntoueHo) nnn Disable
(OTKkntOYEHO).

Apply Haxxmunte Apply, 4TO6bI NPUMEHUTL N3MEHEHMUS.

Cancel Haxmute Cancel, 4To6bl OTMEHUTH U3MEHEHMUS.

28.4 IkpaH 802.1X

28.4.1 3JkpaH Global

Ha 3ToM akpaHe MOXHO NPOCMOTPETb rnobasibHble HaCTPONKKN. YUTob6bl OTKPLITb 3TOT 3KPaH,
BblbepuTe B MeHto Configuration > Security > 802.1X > Global.

PucyHok 172 DkpaH Configuration > Security > 802.1X > Global

Global ;| Port
Global

802.1%

O Enable @ Disable

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 139 DkpaH Configuration > Security > 802.1X > Global

MOnE ONMUCAHUE

Global

802.1X YKaxuTe, foNXKeH nn 6bITb BKIOUEH pexunM 6esonacHocTn 802.1X.
Apply Haxmunte Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel Haxxmunte Cancel, 4To6bl OTMEHUTb U3MEHEHMUS.

28.4.2 JkpaH Port

Ha 3ToM akpaHe MOXXHO MPOCMOTPETb HAaCTPOMKM MOpPTOB. YUTO6bI OTKPLITL 3TOT 3KPpaH, BbibepuTe B
meHto Configuration > Security > 802.1X > Port.

196
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PucyHok 173 DkpaH Configuration > Security > 802.1X > Port

Port

@ Edit
O port  state  Reauthentication "CULIRLON OUR oot Reauests
O 1 auhentication Enable 3600 i a0 5
O 2 authentication Enable 3800 B0 ag 2
= 3 authentication Enahle 3800 &0 a0 .
- * authentication Enable 3600 Bl an 2
- 5 authentication Enable 3600 &0 a0 5
- B authentication Enable 3600 Bl an 2
- 7 authentication Enable 3600 &0 a0 >
- 5 authentication Enable 3600 fill an 2

Global | Port

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6nuua 140 DkpaH Configuration > Security > 802.1X > Port

MOnE OMNMUCAHUE

Port

Edit YcTaHoBMWTE 3TOT NepekaoyvaTenb, YTobbl HACTPOUTL NapaMeTpbl NopTa. HaxMuTe KHOMKY
Edit, yTo6bI M3MEHNTbL NapameTpbl NOpTa.

Port OTob6parkaeT NopsiAKOBbLIN HOMep nopTa.

State OTobparkaeT pexum gosepus nopta: enabled (BkntouveH) nnm disabled (oTkntoueH).

Reauthentication

YKka3biBaeT Ha TO, BKJIOYEH SN PEXUM MOBTOPHON ayTeHTUdUKauuun. ECnm oH 3TOT pexum
BKJIIOYEH, Mosib30BaTeso TpebyeTcs nepmoaMyeckn BBOAUTb 3aHOBO CBOW UMS
Nnosib30BaTesNsa U Naposib, YTo6bl OCTaBaTbCs MOAK/OUYEHHBIM K JAHHOMY MOPTY.

Reauthentication
Period

Moka3biBaeT nepuoj I'IOBTODHOVI ayTEHTMCbMKaLWIM ANA 3TOro pexuma: 3ToT nepuos
onpepenset, C KaKoW 4YacToTomn KNNEHTY TpeﬁyeTCﬂ BBOAUTb 3@HOBO CBOU UMA
nosb3oBaTend U naponb, 4TO6bI OCTaBaTbLCA MOAK/TIOYEHHbBIM K nopTy.

Quiet Period

Moka3blBaeT Nnepuoa, KOTOPbI A0SIXXEH MPOMTU A0 OTNPAaBKM 3anpoca Ha nepepady rnocse
nosly4eHuss oTkasa oT cepsepa.

Supplicant Time
out

Moka3bliBaeT Nepuoa, KOTopbli A0/KEH MPOMTK A0 OTMPaBKM 3anpoca B Cilyyae, eciu
K/IMEHT He OTBeYaerT.

Max EAP YKaxkute MakcuManbHOe YMCI0 NOMbITOK MOBTOPHOW OTMpaBKKu 3anpoca.
Requests

Apply Haxmute Apply, 4TO6bl NPUMEHUTL U3MEHEHUS.

Cancel Haxxmnte Cancel, 4To6bl OTMEHUTL U3MEHEHMUS.

28.4.3 JOkpaH Port Edit

C NoMOLLbI 3TOro 3KpaHa MOXHO M3MEHUTb HAaCTPOMKM NOpPTOB. YTO6bI OTKPbLITbL 3TOT 3KPaH,
Bbl6epuTe B MeHio Configuration > Security > 802.1X > Port > Edit.
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28.5 JOkpaH DoS

28.5.1 JkpaH Global

PucyHok 174 DkpaH Configuration > Security > 802.1X > Port > Edit

802.1x Port Edit

Port List

Port State

Reauthentication State

Reauthentication Period 2600 (30 - BA535)
Giet Period i} (0- B5535)
Supplicant Period a0 {1-EA538)
Maximum Regquest Retries 2 ; (1 -10)

Apply

Global | Port _

13-4

| Mo Authentication v

®Enable O Disable

Mons sKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 141 SkpaH Configuration > Security > 802.1X > Port > Edit

MOnE OMUCAHUE

802.1X Port Edit

Port List OTobparkaeT NopsAKOBLIN HOMEp nopTa.

Port State OTobpaxkaeT pexum gosepust nopTa: enabled (BkntoueH) nnu disabled (oTkntoueH).

Reauthentication
State

YkaxuTe, TpebyeTtca N nonb3oBaTesto NepMoamnyeck BBOAUTL 3aHOBO CBOE
noJsib30BaTe/IbCKOE MMS M Naposib, YTO6bl OCTaBaTbCS MOAK/HOYEHHBIM K NOPTY. Bbibepute
onumto Enable, 4Tobbl akTMBMpPOBaTb AaHHYIO PYHKLMIO.

Reauthentication
Period

YKaxuTe, Kak 4acTto KIneHTy TpebyeTcs BBOAUTbL 3@aHOBO CBOE MMS MOJib30oBaTeNns m
naposb, YTobbl OCTaBaTbCs NOAKIIOYEHHBIM K MOPTY.

Quiet Period

Moka3biBaeT Nepuoa, KOTOpbli AOMKEH NPOWTU A0 OTNPaBKKW 3anpoca Ha nepeaady nocne
nosyyeHus oTkasa oT cepsepa.

Supplicant Period

[Moka3blBaeT nepuos, KOTOprVI AOJIKEH I'IpOI‘/‘ITVI AO OTNpaBKW 3anpoca B Ciy4ae, ecniu
KIMEHT He OTBe4aeT.

Maximum YKaxute MakcuManbHOe YMCI0 NOMbITOK MOBTOPHOWM OTMpaBKu 3anpoca.
Request Retries

Apply Haxmute Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel Haxmnte Cancel, 4To6bl OTMEHUTb U3MEHEHMS.
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Ha 3ToM akpaHe MOXHO NpoCMOTpeTb rnobanbHble HAaCTPONKKN. YTOBbl OTKPbLITbL 3TOT 3KPaH,
Bbl6epuTe B MeHio Configuration > Security > DoS > Global.
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PucyHok 175 DkpaH Configuration > Security > DoS > Global
1 Global Port

Global

State ®Enable O Disable

Mons akpaHa onucaHbl B criegyrowen Tabnuue.

Ta6nuua 142 DkpaH Configuration > Security > DoS > Global

MOnE ONMUCAHUE

Global

State YKaxuTe, cneayeT nv BKAKYNTb pexnm 3awmTbl oT DoS-aTak.
Apply Haxmute Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel HaxmMunte Cancel, 4To6bl OTMEHUTL U3MEHEHMS.

28.5.2 JkpaH Port

Ha 3ToM aKpaHe MOXXHO MPOCMOTPETb HACTPOMKKM MOPTOB. YTOObI OTKPbLITL 3TOT 3KpaH, BbibepuTte B
MeHto Configuration > Security > DoS > Port.

PucyHok 176 SkpaH Configuration > Security > DoS > Port

Gobal Pom

Port

() Edit

Port State
Dizable
Disable
Disable
Disable
Dizable
Dizable
Dizable
Disable

EEHEHEElEEE]

Mons 3KpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 143 DkpaH Configuration > Security > DoS > Port

NOnE OMNMUCAHUE

Port

Edit YcTaHoBMTE 3TOT NepekstoYaTtesib, YTobbl HACTPOUTL NapaMeTpbl NopTa. HaxMmuTe KHOMKY
Edit, 4To6bI M3MEHNTbL NapameTpbl NOpTa.
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Ta6nuua 143 DkpaH Configuration > Security > DoS > Port

MOnE OMNMUCAHMUE

Port OTobparkaeT NopsiAKOBbLIN HOMEp nopTa.

State OTob6parkaeT cocTosiHne pexuma 3awmntbl oT DoS-atak: Enable (BknioyeH) nnu Disable
(BbikntoyeH).

28.5.3 JkpaH Port Edit

C noMoLLbto 3TOro 3KpaHa MOXHO U3MEHUTb HAaCTPOIKW MOPTOB.

YT06bI OTKPBLITL 3TOT 3KpaH, BbibepuTe B MeHi0o Configuration > Security > DoS > Port > Edit.

PucyHok 177 2DkpaH Configuration > Security > DoS > Port > Edit

Port

Port List

State

Global | Port

1,4-5

CEnable @ Disable

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 144 DkpaH Configuration > Security > DoS > Port > Edit

MOnE OMNMUCAHUE

Port

Port List OTob6pakaeT NopsiAKOBbLIN HOMEpP nopTa.

State BbibepuTte onumio Enable, 4tobbl akTMBMpOBaTh pexunM 3awmTbl nopTa oT DoS-aTtak.
Apply Haxxmnte Apply, 4TO6bI NPUMEHUTL N3MEHEHMUS.

Cancel Haxmnte Cancel, 4Tobbl OTMEHUTb U3MEHEHMS.
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29.1 O6G30p

B aTOM pasaene pacckasbiBaetca 06 skpaHax AAA, Bbi3biBaeMbix 13 MeHtio Configuration.

C nomoubto skpaHoB AAA MOXHO HaCTpOUTb NapaMeTpbl ayTeHTUuduKaunum, asTopmsaunm n yyeta
KOMMyTaTopa.

29.2 3kpaH Auth Method

AyTeHTUdMKaLUNEN Ha3biBaeTCs npouecc naeHTudukaumm nonb3oBatens v NpoBepKn ero npas
[OCTyna K KomMyTaTtopy. KoMMyTaTOp NO3BONSET NPOBOAUTL ayTEHTUMUKALUMIO Nosb3oBaTenem ¢
MCMONIb30BaHMEM YYETHbIX 3annucen, HaCTpPOEHHbIX Ha CaMOM KoMMyTaTope. KpoMe Toro, KOMMyTaTop
Mo3BOJISIET UCMONb30BaTbh BHELWHWUI cepBep ayTeHTUduMKaummn ans ayteHtndumkaumm 6onbuoro
KOJIM4YeCcTBa nosb3oBaTenen.

29.2.1 OkpaH Auth Method

Ha 3ToM akpaHe MOXHO MPOCMOTPETb NapaMeTpbl MeToAa ayTeHTUdMKaunmn. Ytobbl OTKPLITL 3TOT
3KkpaH, Bblbepute B MeHtio Configuration > AAA > Auth Method.

PucyHok 178 DkpaH Configuration > AAA > Auth Method

Aurth Method ;

Auth Method

© Add
Name Method List Modify
default Local of

Mons akpaHa onucaHbl B crieaytowen Tabnuue.

Ta6bnuua 145 SkpaH Configuration > AAA > Auth Method

MOnE ONMUCAHUE

Auth Method

Add Haxmnte Add, 4yTob6bl CO34aTb HOBBIV MeTOA ayTeHTUdUKauum.

Name OTobpakaeT Ha3BaHMe MeToAa ayTeHTUdUKaumMn. DTo none AoSHKHO cogepxaTtb oT 1 go 31
andaBuTHO-UNGppoBbIX cnmeona ASCII.

Method List OTobpaxaeT cnncok metoaos ayteHTudumkauum: Local, Radius nin TACACS+.

Modify Haxmute kHonky Modify, uTo6bl M3MEHNTL NapaMeTpbl KOHMUIypauum BbiIbpaHHOM CeTH
VLAN.
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29.2.2 3kpaH Auth Method Add/Modify

C NOMOLLbIO 3TOr0 3KpaHa MOXHO M3MEHUTb NapaMeTpbl MeToAa ayTeHTUuduKaumm. Ytobbl OTKpbITh
3TOT 3KpaH, BbibepuTe B MeHio Configuration > AAA > Auth Method > Add/Modify.

PucyHok 179 SkpaH Configuration > AAA > Auth Method > Add/Modify
I ——

Auth Method

Marne {1-31 ASCIl Alphanumeric Characters Used )
Method 1 @ Local O Radius O TAGACS+

Method 2 ®Emptr  Local O Radius O TACACS+

Method 3 ®Empty  Local O Radius O TACACS+

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6bnuua 146 2DkpaH Configuration > AAA > Auth Method > Add/Modify

NONE OMNMUCAHME

Auth Method

Name BBeauTe Ha3BaHWe MeToada ayTeHTUdMKauum. DTo None AoKHO cogepxaTtb oT 1 go 31
andasuTHO-UMbpOBbIX cnmBona ASCIIL.

Method 1 BbibepuTe nepBbiii N0 NoOpsiAKY METo4 ayTeHTMdUKaunm U3 cneaymowmx sapmaHTos: Local
(JlokanbHas), Radius n TACACS+.

Method 2 BbibepuTe BTOpOM NO NOPSiAKY MeToA ayTeHTUdMKaumMm U3 cneayowmx sapnaHtos: Empty
(HeT), Local (JlokanbHas), Radius n TACACS+.

Method 3 BbibepuTe TpeTuii No NoOpsAKy METoA ayTeHTUdMKaumm us cneayrowmnx sapmanHtos: Empty
(HeT), Local (JlokanbHas), Radius n TACACS+.

Apply Haxmute Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel HaxmMunte Cancel, 4To6bl OTMEHUTL U3MEHEHMUS.

29.3 RADIUS

29.3.1 AkpaH RADIUS

C noMoLLbio 3TOro 3KpaHa MOXHO HAaCTpOUTb NapaMeTpbl B3anmoaencreus ¢ cepeepom RADIUS.
YTo6bl OTKPLITL 3TOT 3KpaH, BbibepuTe B MeHio Configuration > AAA > RADIUS.
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PucyHok 180 3SkpaH Configuration > AAA > RADIUS

Server

© Add
Server

192.168.1.1

RADIUS |

Auth Port  Key Timeout Retries Priority Usage Type  Modify
1812 123456 3 3 High Al ER)

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6bnuua 147 SkpaH Configuration > AAA > RADIUS

MOnE ONMUCAHUE
Server
Add Haxmnte Add, 4Tobbl CO38aTb Npod ML HOBOFO cepBepa.
Server OTobparkaeT nMs cepsepa B Buae IP-agpeca nam JOMEHHOTO UMEHMU.
Auth Port OTobparkaeT nopT ayTeHTMdMKaunm B Buae 3HavyeHms u3 ananasoHa ot 0 go 65535.
Key OTob6paXkaeT KoY ayTeHTUdUKaUNK.
Time out OTobpaxkaeT KONMYecTBO TalM-ayToB A/ OTBETOB. 3Ha4YeHMe B 3TOM MoJie AOJHKHO
HaxoanTbCs B Anana3oHe oT 1 o 30 cekyHA.
Retries OTobpaxaeT KONNMYEeCTBO MOBTOPHbIX MOMbITOK. 3HAa4YeHWe B 3TOM nosie Bbibupaercs us
AnanasoHa ot 1 go 30.
Priority Moka3sbiBaeT npuoputeT cepeepa: High (Bbicokuit) nnn Low (Huskuit).
Usage Type YKasblBaeT Ha TMn Ucnosb3oBaHus cepsepa: Login (Bxoa B cuctemy), 802.1X nnu All
(0O6a).
Modify
Edit Haxmute Edit, 4To6bI M3MEHUTL AaHHbIV NpodUb.
Modify Haxmnte Delete, uTo6bl yaanuTb AaHHbIA Npodunb.

29.3.2 3kpaH RADIUS Add/Modify

C noMoLLbio 3TOro 3KpaHa MOXHO HAaCTpOUTb NapaMeTpbl B3anmoaencreus ¢ cepeepom RADIUS.
YT06bI OTKPBLITE 3TOT 3KpaH, BbibepuTe B MeHi0o Configuration > AAA > RADIUS > Add/Modify.
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29.4 TACACS+

PucyHok 181 DkpaH Configuration > AAA > RADIUS > Add/Modify

RADIUS |
RADIUS

Server
Authentication Port
Key String
Timeout for Reply
Retries

Server Priority

Usage

| {330 or Hosthame)
1812 (0-65535)

(0-63 ASCI Alphanumeric Characters Used )

3 (1-30sec)
3 (1-30
@ High O Low

O Login Os02.1% @A

[(Apply | [ cancel |

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6bnuua 148 SkpaH Configuration > AAA > RADIUS > Add/Modify

NOJNE OMNMUCAHUE
RADIUS
Server Beeante nmsa cepsepa B Buae IP-agpeca nam JOMEHHOr0 MMEHW.

Authentication
Port

BeBeaute nopt ayteHTMdUKaunm B BUAE 3Ha4YeHUs M3 gnanasoHa ot 0 go 65535.

Key String BBeauTe CTpOKy Kiova ayTeHTMduMKaunm: oH MoXeT Bk4yaTe B cebsa ot 0 go 63
andaBuUTHO-LUNPPOBLIX CUMBOJIOB.

Timeout for BBeanTe KONMYECTBO TaliM-ayToOB A/1S OTBETOB. 3HaYeHWe B 3TOM MOJe AO/IKHO HaxoAUTbCS

Reply B AnanasoHe ot 1 ao 30 cekyHA.

Retries BBeanTe KONNYECTBO NOBTOPHbLIX MOMbLITOK. 3Ha4YeHWe B 3TOM nose BbibnpaeTcs us

aAnanasoHa ot 1 go 30.

Server Priority

YkaxuTte npunoputeT cepsepa: High (Bbicokunit) nnn Low (Huskui).

Usage BbibepuTe TMN ncnonb3oBaHus cepsepa: Login (Bxoa B cuctemy), 802.1X unum All (O6a).
Apply Haxmnte Apply, 4TOObl NPUMEHUTL U3MEHEHMUS.
Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.

29.4.1 9kpaH TACACS+

204

C noMoLbio 3TOr0 3KpaHa MOXHO HaCTpOUTb NapameTpbl B3aumoaencTeunsa ¢ cepsepom TACACS+.
YT06bI OTKPbITL 3TOT 3KpaH, BbibepuTe B MeHio Configuration > AAA > TACACS+.
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PucyHok 182 3SkpaH Configuration > AAA > TACACS+

TACACS+
Server
&) Add
Server Port key Timeout Priority Modify
192.168.1.1 49 123456 5 High & m

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Tabnuua 149 DkpaH Configuration > AAA > TACACS+

MOnE ONMUCAHUE
Server
Add Haxmnte Add, 4yTobbl CO38aTb NpodMAb HOBOFO cepBepa.
Server OTobparkaeT nMs cepsepa B Buae IP-agpeca nam 4OMEHHOTO UMEHMU.
Port OTobparkaeT HOMep nopTa B BUAE 3HavyeHus u3 gnanasoHa ot 0 go 65535.
Key OTob6paxkaeT KoY ayTeHTUDUKaUNK.
Timeout OTobpaxkaeT KONMYecTBO TalM-ayToB A/ OTBETOB. 3Ha4YeHMe B 3TOM MoJie AOJHKHO
HaxoanTbCs B Anana3oHe oT 1 o 30 cekyHA.
Priority MokasbiBaeT npuoputeT cepeepa: High (Bbicokuit) nnn Low (Huskuit).
Modify
Edit Haxxmute Edit, 4T06b1 N3MEHUTb AaHHbIN NPOodUb.
Modify Haxxmunte Delete, 4Tobbl yaanuTb AaHHbIV npodunb.

29.4.2 JkpaH TACACS+ Add/Modify

C NoMoLbio 3TOr0 3KpaHa MOXHO HAaCTPOUTb NapameTpbl B3aumoaencTensa ¢ cepsepom TACACS+.
YTo6bI OTKPbLITL 3TOT 3KpaH, Bbibepute B MeHto Configuration > AAA > TACACS+ > Add/Modify.

PucyHok 183 3SkpaH Configuration > AAA > TACACS+ > Add/Modify

TACACS+ :
TACACS+
Servar | | B or Hostname)
Fort [43 | (0-5535)
Key String | | (0-83 ASCII Alphanumeric Characters Used)
Timeout for Reply :5—| (1-30 sec)
Server Priority ® High O Low
. [ Appw ] ’ CanCEI ] S ——
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 150 SkpaH Configuration > AAA > TACACS+ > Add/Modify

MOnE OMNMUCAHUE

TACACS+

Server BeeauTte uma cepeepa B Buae IP-agpeca nnv JOMEHHOro UMeEHM.

Port BBeanTte HOMep nopTa B BUAe 3Ha4YeHus u3 gnanasoHa ot 0 go 65535.

Key String BBeauTe CTpoOKy Kova ayTeHTMdMKaunm: oH MOXeT Bk4YaTe B cebsa ot 0 go 63
andaBuUTHO-LNPPOBLIX CUMBOJIOB.

Timeout for BBeanTe KONMYECTBO TaliM-ayTOB A/ OTBETOB. 3HaYeHWe B 3TOM MOJe AO/IKHO HaxoAUTbCS

Reply B AnanasoHe ot 1 ao 30 cekyHA.

Priority YkaxuTte npunoputeT cepsepa: High (Bbicokunin) nnn Low (Huskui).

Apply Haxmute Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel HaxmMunte Cancel, 4To6bl OTMEHUTL U3MEHEHMS.
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30.1 O630p

B aTOM pa3gene pacckasbiBaeTcsl 06 akpaHax Management, Bbi3biBaeMbIX U3 MEHIO
Configuration.

C nomoLubto 3kpaHoB Management MOXXHO M3MEHUTbL MapaMeTpbl yrpaBieHns KOMMyTaTopoM. U3

3TOr0 pasaena AOCTYNHbl cneaywme MeHto HUxHero yposHsi: Syslog, SNMP, Error Disable,
HTTP/HTTPS, Users, Remote Access Control.

30.2 3kpaH Syslog

30.2.1 OkpaH Global

Ha aToM akpaHe MOXHO NpoCcMOTpeTb rnobanbHble HaCTPONKN. YTOo6bl OTKPLITbL 3TOT 3KPaH,
BblbepuTe B MeHio Configuration > Management > Syslog.

PucyHok 184 SkpaH Configuration > Management > Syslog

[ Giobal | LCocal | Remote |

Global

State ® Enable O Disable

Mons akpaHa onucaHbl B crieaytowen Tabnuue.

Ta6bnuua 151 2SkpaH Configuration > Management > Syslog

MOnE ONMUCAHUE

Global

State YKaxuTe, AO/HKEH NN BbITb BKIOYEH PEXWUM XYPHANMPOBaHUS Ha rnobasbHOM ypOBHeE.
Apply Haxmnte Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.
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30.2.2 3kpaH Local

Ha 3ToM akpaHe MOXXHO NPOCMOTPETL SI0OKasibHble HAaCTPOMKMK. YTO6bI OTKPbLITL 3TOT 3KpaH, Bbibepute
B MeHio Configuration > Management > Syslog > Local.

PucyHok 185

JkpaH Configuration > Management > Syslog > Local

Global | Local
Local

&) Add
Target
Buffered

CRemote

Severity Action

emerg, aler, crit, errar, warning, notice, info o m.

Mong akpaHa

Ta6bnuua 152

onuvcaHbl B cneaytowen tabnuue.

OkpaH Configuration > Management > Syslog > Local

MOnE ONMUCAHUE
Local
Add Haxmnte Add, 4Tobbl CO34aTb HOBbIN NPOMUIbL NOKaNbHbIX HACTPOEK.
Target Moka3biBaeT LefieBoe IoKaNbHOEe XpaHunuuie A5t COO6LeHM XypHanos. Bo3aMoxHble
BapuaHTbl: Buffered (Bydep) v Flash (dnsw-namsaTts).
Severity Moka3sbiBaeT ypoBeHb CEPbE3HOCTU COOBLLEHWNI, KOTOPbIE ClieAyeT 3anucbiBaTb B XYpHasbl.
Action
Edit Haxmute Edit, 4TO6bl BHECTUM MU3MEHEHUS B TEKYLLYIO KOHMUIypauuto.
Delete Haxmute Delete, uTo6bl yaanuTb 3anuchk.

30.2.3 3kpaH Local Add/Modify

C NOMOLLbIO 3TOr0 3KpaHa MOXHO M3MEHUTb JIOKalbHble HACTPOMKK. YTO6bI OTKPbLITh 3TOT 3KpaH,
BblbepuTe B MeHto Configuration > Management > Syslog > Local > Add/Modify.

PucyHok 186

dkpaH Configuration > Management > Syslog > Local > Add/Modify

Global | Local
Local

Target

Severity

Remote

® puffiered O Flash

| ernerg v |

[ Apply ] [ Cancel ]
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6nuua 153 SkpaH Configuration > Management > Syslog > Local > Add/Modify

MOnE OMNMUCAHUE

Local Add

Target BbibepuTe uenesoe noKanbHOE XpaHUuLwe Ans coobLieHnn XypHanos. Bo3MoxHble
BapuaHTbl: Buffered (Bydep) u Flash (dnaw-namsaTts).

Severity BbibepuTe ypoBeHb CEpbE3HOCTU COOBLEHNI, KOTOpbIe CieAyeT 3anucbiBaTb B XypHasbl.

Apply Haxmnte Apply, 4TOObl NPUMEHUTL U3MEHEHMUS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.

30.2.4 JOkpaH Remote

Ha 3ToM akpaHe MOXHO NpOCMOTpeTh yAaneHHble HaCTPOMKK. YTo6bl OTKPbLITbL 3TOT 3KpaH, Bbibepute
B meHio Configuration > Management > Syslog > Remote.

PucyHok 187 DkpaH Configuration > Management > Syslog > Remote
Global | Local Remote |

Remote

@ Add

Server Info Severity Facility Action

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6nuua 154 DkpaH Configuration > Management > Syslog > Remote

NMOnEe OMNMUCAHUE
Local
Add Haxxmunte Add, 4TOo6bl CO34aTh HOBbIV NMPOMdUb YaaN€HHbIX HAaCTPOEeK.

Server Info

MokasbiBaeT MHbOPMaLMIO O cepBepe, BKIOUaLWyio B cebs IP-agpec u HoMep nopTa.

Severity MNMoka3biBaeT ypoBeHb CEpPbe3HOCTN CO0bLLEeHNIA, KOTOopble cneayeT 3anucbiBaTb B XXypHasbl.
Facility MNoka3biBaeT NpMBA3KY yAaneHHOro 06bekTa K onpeaesnieHHOMY 34aHUI0.
Action

Edit HaxmuTte Edit, 4TO6bI BHECTM M3MEHEHMS B TEKYLLY KOHDUrypauuto.

Delete Haxmunte Delete, yTobbl yaanuTtb 3anuchb.

30.2.5 3kpaH Remote Add/Modify

C NOMOLLbIO 3TOr0 3KpaHa MOXHO U3MEHWUTb YAasleHHble HAaCcTPOMKKN. YTO6bl OTKPbITb 3TOT 3KpaH,
BblbepuTe B MeHio Configuration > Management > Syslog > Remote > Add/Modify .
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PucyHok 188 DkpaH Configuration > Management > Syslog > Remote > Add/Modify

Remote

Serer Address
Server Fort
Severity

Facility

Global | Local | Remote

514
BITIarY ~
locald v

[ Apply ] [ Cancel ]

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Ta6nuua 155 SkpaH Configuration > Management > Syslog > Remote > Add/Modify

MNOJE

OMNCAHME

Remote

Server Address

Ykaxute IP-agpec cepsepa win ero JOMEHHOE UMS.

Server Port

YKaxxute Homep nopTa cepsepa.

Severity BbibepuTe ypoBeHb CEpbE3HOCTU COOBLEHUI, KOTOpbIe CrieayeT 3anucbiBaTb B XYypHasbl.
Facility BbibepuTe 34aHne, K KOTOPOMY NpuBsi3aH 06bEKT, U3 BbiNajatoLwwero Crnucka.

Apply Haxmnte Apply, 4TOObl NPUMEHUTL U3MEHEHMS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.

30.3 AkpaH SNMP

MpocToi npoTokon ceteBoro ynpasneHnss (SNMP) — 3To NpoTOKON NpUKNAAHOrO YPOBHS, KOTOPbIN
MUCMONb3YETCS ANs YNpaB/iEHNS M MOHUTOPUHIA YCTPOMUCTB Ha ocHoBe TCP/IP. MNMpoTtokon SNMP
ncnonb3lyeTcs ons obMeHa ynpasnsiowen nHdopmaumen Mexay CUCTEMOM CETEBOro yrnpasneHus
(NMS) n ceTteBbiM aniemeHTOM (NE). CTaHUMa ynpaBfieHNs MOXeT yNnpaBasaTb U OCYLLECTB/SATb
MOHWUTOPUHI KOMMYyTaTopa Mo CETU C NoMoLbio NnpoTtokona SNMP Bepcun 1 (SNMPv1), SNMP Bepcumn
2c nnn SNMP Bepcum 3. MNMpumep ynpasneHums ¢ nomouwbto npotokona SNMP nokasaH Ha cnegytowem
pucyHke. MNpotokon SNMP 6yaeTt paboTaTb TO/IbKO B TOM C/lydae, ecnim HacTpoeH npoTtokon TCP/IP.

30.3.1 3kpaH Global
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PucyHok 189 DkpaH Configuration > Management > SNMP

Global | Community | Group | User | Trap | Trap Destination _

Global

State ®Enable O Disable

Mons akpaHa onucaHbl B crieaytowen Tabnuue.

Tabnuua 156 DkpaH Configuration > Management > SNMP

MOnE OMNMUCAHUE

Global

State YKaxuTe, AONXKHbI 1 6bITb BKAOYEHbI rnobanbHble HacTponkn SNMP.
Apply Haxxmunte Apply, 4TO6bI NPUMEHUTL N3MEHEHMUS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMS.

30.3.2 AkpaH Community

Ha sToM akpaHe MOXHO NMOCMOTPEeTb HAaCTPOMKM rpynmn AocTyna. YTobbl OTKPbITL 3TOT 3KPaH,
BblbepuTe B MeHio Configuration > Management > SNMP > Community.

PucyHok 190 SkpaH Configuration > Management > SNMP > Community

Global | Community | Group | User | Trap | Trap Destination [RRRR

SNMP Community

@ Add

Community Name Access Right Modify

public Read-Wirite )

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Tabnuua 157 DkpaH Configuration > Management > SNMP > Community
NOnE OMNMUCAHME
SNMP community

Add Haxmnte Add, 4Tobbl CO34aTb HOBbIN Npoduab rpynnbl goctyna SNMP.
Community OTobpaxaeT CTPOoKY, NAEHTUPUUUPYIOLLYIO UMSA FPYNMbl AOCTYNa, K KOTOPO AOMKEH
Name OTHOCUTBCA AaHHbIN Npodunb. [nnHa CTPOKM A0MXKHA cocTaBnsaTb oT 1 o 20 cMMBONOB,
pa3peLLaeTcs MCNosb30BaTh TObKO cmMBobl ASCII ¢ 33 no 126.
Access Right Moka3sbiBaeT pexum JocTyna ans AgaHHoro npoduns. BoamoxHble BapuaHTbl: Read-Only
(Tonbko uteHne) n Read-Write (YTteHue n 3anuce).
Modify
Edit Haxmunte Edit, 4TO6bI BHECTU M3MEHEHUS B TEKYLLYI KOHMDUIypauuto.
Delete Haxmute Delete, uTo6bl YaanuTb 3anuchk.
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30.3.3 3kpaH Community Add/Modify

C NOMOLLbIO 3TOr0 3KpaHa MOXHO U3MEHUTb HAaCTPOMKK rpynn AoCTyna. YTobbl OTKPbLITb 3TOT 3KpaH,
BblbepuTe B MmeHto Configuration > Management > SNMP > Community > Add/Modify .

PucyHok 191 SkpaH Configuration > Management > SNMP > Community > Add/Modify

SNMP Community
Community Mame

Access Right ® Read-Only O Read-Wirite

Global | Community | Group | User | Trap | Trap Destination _

Mons akpaHa onucaHbl B crieayrowlen Tabnuue.

Ta6bnuua 158 DkpaH Configuration > Management > SNMP > Community > Add/Modify

NONE OMNMUCAHME

SNMP Community

Community
Name

BeBeanTte cTpoKy, MAEHTUDOMLMPYIOLWYIO UMS TPYMnbl AOCTYNa, K KOTOPON LONXeH
OTHOCUTBCA AaHHbIN Npodunb. AnnHa CTPOKM A0MXKHA cocTaBnsaTb oT 1 o 20 cMMBONOB,

pa3peLLaeTcs MCNosb30BaTh TObKO cmMBobl ASCII ¢ 33 no 126.

Access Right

(Tonbko uteHne) n Read-Write (YteHue n 3anuce).

Apply

Haxmute Apply, UuTO6bI MPUMEHUTL M3MEHEHUS.

Cancel

Haxmute Cancel, 4To6bl OTMEHUTbL N3MEHEHUS.

30.3.4 JkpaH Group

Ha 3ToM a3KpaHe MOXHO MPOCMOTPETbL HACTPOMKK rPpynn Nosib3oBaTtesniei. YTobbl OTKPbITb 3TOT 3KPaH,

BblbepuTe B MeHio Configuration > Management > SNMP > Group .

PucyHok 192 SkpaH Configuration > Management > SNMP > Group

SNMPv3 Group

@ Add

Group Name

GroupMame

[Global Community | Group | User | Trap | Trap Destination _

Security Model Action

v3 noauth ro El

Security Level Access Right

Mons aKpaHa onucaHbl B crieayioLlen Tabnuue.

Tabnuua 159 DkpaH Configuration > Management > SNMP > Group

MOnE ONMUCAHUE
SNMPv3 Group
Add Haxmnte Add, 4Tob6bl CO34aTb HOBbLIN Npodunb rpynnsl SNMPv3.
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Ta6nuua 159 SDkpaH Configuration > Management > SNMP > Group (npogonxeHune)

NONE

OMNMUCAHME

Group Name

OTob6paXkaeT CTPOKY, NAEHTUDULMPYIOLLYIO UMS FPYNMbl, K KOTOPOM AO/IKEH OTHOCUTLCS
AaHHbIN Npodunb. [nnMHa CTPOKM AO/KHA cocTaBnsaTb oT 1 Ao 30 cMMBOOB, pa3peluaeTcs
MCMonb3oBaTb TOAbKO cmMmBosibl ASCII ¢ 33 no 126.

Security Model

MNMoka3sbiBaeT Moaenb 6€30NacHOCTU, K KOTOPOM OTHOCUTCSA AaHHbIA Npoduib. Bo3MOXHbIe
BapuaHTbl Moaenen 6e30nacHoOCTU:

any: MpuHumaetca nwbas moaenb 6esonacHocTh (v1|v2c|usm).
v1: 3ape3sepBupoBaHa ana SNMPv1.

v2c: 3ape3epsuposaHa aAnsa SNMPv2c.

usm: Moaenb 6e30nacHOCTK, NpuBA3aHHas K nonb3osartento (USM).

Security Level

MNMoka3sbiBaeT Moaenb 6€30NacHOCTM, K KOTOPOIM OTHOCUTCSA AaHHbIWM Npoduib. Bo3MoXHble
BapuaHTbl Mozenen 6e3onacHoOCTH:

e NoAuth, NoPriv: HeT ayteHTUdUrKaunmn, HeT KOHPUASHLMANBHOCTU.
e Auth, NoPriv: EcTb ayTeHTUdUKaUNS, HET KOHDUAECHUNANBHOCTH.
e Auth, Priv: Ectb ayTeHTUdMKaLMA, €CTb KOHDUAEHUNANBHOCTb.

Access Right

lMoka3sbiBaeT pexum AoCcTyna Ans AaHHoro npodwuns. Bo3moxHble BapnaHThl: Read-Only
(Tonbko yteHne) n Read-Write (YTteHune n 3anuce).

Action
Edit Haxmute Edit, 4TO6bl BHECTUM MU3MEHEHUS B TEKYLLY KOHMUIypauuto.
Delete Haxmute Delete, yTo6bl YaanuTb 3anuchk.

30.3.5 3kpaH Group Add/Modify

C NOMOLLbIO 3TOro 3KpaHa MOXHO M3MEHUTb HACTPOWMKKM Fpynn nonb3oBaTtenei. YTobbl OTKPbITb 3TOT
3KkpaH, Bbibepute B MeHto Configuration > Management > SNMP > Group > Add/Modify .

PucyHok 193 DSkpaH Configuration > Management > SNMP > Group > Add/Modify

SNMPv3 Group

Group Mame

Security Level

Atcess hMode

=
IGIoI]-aI Community | Group | User | Trap | Trap Destination _

noauth w

(® Read-only O Read-Write

Mons akpaHa onucaHbl B crieayrowlen Tabnuue.

Ta6bnuua 160 SkpaH Configuration > Management > SNMP > Group > Add/Modify

NONE

OMNMUCAHUE

SNMPv3 Group Edit

Group Name

BeeanTe CTPOKY, MAEHTUMULMNPYIOLLYIO UMS FPYMMbl, K KOTOPOM AO/IKEH OTHOCUTBLCA AAHHbIN
npodunb. nnHa CTPOKKM AOMKHA cocTaBnATe oT 1 Ao 30 cuMBOJIOB, pa3pellaeTcs
MCNoNb30BaTb TONbKO cuMBoabl ASCII ¢ 33 no 126.
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Ta6nuua 160 SkpaH Configuration > Management > SNMP > Group > Add/Modify (npogonxeHune)

NONE

OMNMUCAHME

Security Level

BbibepuTe 6€30MacHOCTN, K KOTOPOW OTHOCUTCS AaHHbIM NPoduib. BO3MOXHbIE BapuaHThbI
moaenen 6e30nacHOCTU:

e NoAuth, NoPriv: HeT ayTeHTUdMKaunmn, HeT KOHPMAESHLMANBHOCTU.
e Auth, NoPriv: EcTb ayTeHTUdMKaUUs, HET KOHDUAEHUNANBHOCTH.
e Auth, Priv: Ectb ayTeHTUdMKALMA, €CTb KOHDUAEHUNANBHOCTb.

Access Right

BbibepuTe pexum goctyna Ans gaHHoro npodwuns. Bo3moxHble BapuaHThl: Read-Only
(Tonbko yteHne) n Read-Write (YTeHue n 3anuce).

Apply

Haxmnte Apply, 4TOObl NPUMEHUTL U3MEHEHMUS.

Cancel

Haxmute Cancel, yTo6bl OTMEHUTb U3MEHEHUS.

30.3.6 JkpaH User

Ha aToM akpaHe MOXHO NpPOCMOTPEeTb HAaCTPOMKM Nofib3oBaTenei. YTobbl OTKPbITL 3TOT 3KPaH,
BblbepuTe B MmeHto Configuration > Management > SNMP > User .

PucyHok 194 DkpaH Configuration > Management > SNMP > User

SHMP User

() Add

User Hame Group Privilege Mode Authentication Protocol Encryption Protocol Access Right Action
username GroupMame noauth none none ro 'Ml

Mons sKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 161 DkpaH Configuration > Management > SNMP > User

MOnE ONMUCAHUE

SNMP User

Add Haxmute Add, 4yTob6bl CO34aTh HOBbIN Npodunb nonb3osatens SNMP.

User Name OTobpaxkaeT CTPOKY, MAEHTUDULMPYIOLWYIO MMS NOSIb30BaTENs, K KOTOPOMY A0/IKEH
OTHOCUTBCA AaHHbIN Npodunb. [nnHa CTPOKM A0MXKHA cocTaBnsaTb oT 1 go 30 cMMBONOB,
pa3peLLaeTcs MCNosib30BaTh TObKO cnmMBobl ASCII ¢ 33 no 126.

Group OTobpaxkaeT CTPOKY, MASHTUMULMPYIOLLYIO MMSA FPYMMbl, K KOTOPOWN AO/MKEH OTHOCUTBLCH

AaHHbIN Npodunb. [nnMHa CTPOKM AOMKHA cocTaBnsaTb oT 1 Ao 30 cMMBOOB, pa3peluaeTcs
MCNoNb30BaTb TONbKO cuMBOabl ASCII ¢ 33 no 126.

Privilege Mode

lMoka3biBaeT pPeXuM npaB A0CTyna, K KOTOPOMY OTHOCUTCA AaHHbIN I'IpOCbVI}'Ib.

Authentication
Protocol

MokasbiBaeT NpOTOKON ayTEHTUDMKALNN, K KOTOPOMY OTHOCUTCSI AAHHbIN NpoduIib.
B03MOXHble BapyaHTbl Bbibopa NpoTokoNna ayTeHTuduKauum:

e None: MNpoToKkon ayTeHTUHMKALMM HE UCNONb3YeTCS.

e MDS5: OnuunoHanbHbIN dnar, ykasbiBalowWwmii Ha TO, YTO AaHHbIN NONb30BaTeb UCMONb3yeT NPOTOKON
ayTeHTudumkaumm MD5.

e SHA: OnuuoHanbHbI (nar, ykasblBalowWwmii Ha TO, YTO Aa@HHbI NOAb30BaTeNb UCMOJb3YET MPOTOKO
ayTeHTUduKaunn SHA.

Ecnun npodunb yxxe cywecTsyeT, TO ypoBeHb 6€30MacHOCTM AN HEro NOMEHSATb Hesb3s. 3T0
3HauUT, YTO HeobXxo0AMMO Bbib6paTb KOPPEKTHbIM YpoBeHb 6@30MacHOCTU Npu Co3A4aHumn
npoguns.

Encryption
Protocol

Moka3sbiBaeT NPOTOKOS WNGPPOBAHUS, K KOTOPOMY OTHOCUTCS A@HHbINA Npodub.
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Tabnuua 161

OkpaH Configuration > Management > SNMP > User (npogomkeHue)

NONE

OMNMUCAHME

Access Right

MokasblBaeT peXxxuM AoCTyna Ans AaHHoro npocduns. Bo3amoxxHbie BapuaHTbl: Read-Only

(Tonbko uteHne) n Read-Write (YTeHue n 3anuce).

Action

Delete

‘ Haxmute Delete, utobbl yaanutb 3anuchk.

30.3.7 3kpaH User Add/Modify

C NoMOLLbIO 3TOr0 3KpaHa MOXHO U3MEHUTb HAaCTPOMKKM Nosb3oBaTesnel. YTobbl OTKPbITb 3TOT 3KpaH,
BblbepuTe B MeHto Configuration > Management > SNMP > User > Add/Modify .

PucyHok 195 3kpaH Configuration > Management > SNMP > User > Add/Modify
TGIoImI Community | Group User Trap | Trap Destination _

SNMP User

UserMame

Group Mame v

Auth Potocol MD5 SHA

Auth Password

Priv Passward

Mons sKpaHa onucaHbl B criegytowen Tabnuue.

Ta6bnuua 162 SkpaH Configuration > Management > SNMP > User > Add/Modify

NOJNE OMNMUCAHUE
SNMP User
User Name BBeauTe CTpoKy, NAEHTUMUUMPYIOLLYIO MMS NOJSIb30BaTeNsl, K KOTOPOMY A0/IKEH OTHOCUTBLCS

AaHHbIN Npodunb. [nnMHa CTPOKM AOMKHA cocTaBnsaTb oT 1 Ao 30 cMMBOOB, pa3peluaeTcs
MCMonb3oBaTb TONbKO cmMmBosibl ASCII ¢ 33 no 126.

Group Name BBeauTe CTPOKY, MASHTUMULMPYHOLLYIO UMS FPYMMbl, K KOTOPOW AO/HKEH OTHOCUTLCS AAHHbIN
npodunb. AnMHa CTPOKK AOMKHA cocTaBnaTb oT 1 Ao 30 cMMBONOB, pa3pellaeTca

MCMonb3oBaTb TOAbKO cmMmBosibl ASCII ¢ 33 no 126.

Auth Protocol BbibepnTe NpoTOKON ayTeHTUdMKaLUMN, K KOTOPOMY OTHOCUTCS AaHHbIA Npoduib.

Bo3MOXHble BapuaHTbl Bbibopa nNpoTokona ayTeHTudukauuu:

e MDS5: OnumoHanbHbIN dnar, ykasbiBaloWwmnii Ha TO, YTO AaHHbIN NONb30BaTeb UCMONb3yeT NPOTOKON
ayTeHTudukaumm MD5.

e SHA: OnuuoHanbHbI (nar, ykasbiBalowWwmii Ha TO, YTO Aa@HHbIV NONb30BaTeNb UCMNOJb3YeT MPOTOKO
ayTeHTUduKaunmn SHA.

Ecnu npodunb yxe cywecTByeT, TO ypoBeHb 6€30MacHOCTM A8 HEro NOMEHSATb Hesb3s. OT0
3HauUT, YTO HeobXxo0AMMO BbIb6paTb KOPPEKTHbIM YpoBeHb 6@30MacHOCTU Npu Co3A4aHumn
npoguns.
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Ta6nuua 162 DkpaH Configuration > Management > SNMP > User > Add/Modify (npogonxeHune)

NONE

OMNMUCAHME

Auth Password

BeBeauTte naponb Ans ayTeHTUduKaumn. ina npotokona ayteHtudukaunm MD5 gonyctumas
AJIMHA CTPOKM cocTasnseT oT 8 Ao 32 cumBoOsOB. [inis npoTokona ayteHTudukauum SHA
AonycTuMmas aAnvHa CTpoku coctasnseT oT 8 Ao 32 cumBosioB. CTpoKa napons MoxeT
coaepxatb Tosibko cumBonbl ASCII B ananasoHe oT 33 no 126.

Priv password

BeeauTte naponb aAns obecneyeHns KoHGUAEHUMANbHOCTU. [NNHA CTPOKM A0SKHA
COCTaBNATb OT 8 40 64 CMMBOJIOB, pa3peLllaeTcs MCNob30BaTb TONbKO cnMBosbl ASCII ¢ 33
no 126.

Apply

Haxmute Apply, UuTO6bI MPUMEHUTL M3MEHEHUS.

Cancel

Haxmute Cancel, 4To6bl OTMEHUTbL N3MEHEHUS.

30.3.8 JkpaH Trap

C noMoLLbo 3TOr0 3KpaHa MOXHO HaCTpOUTb MapaMeTpbl NoBYyLIEK. YTO6bl OTKPbITb 3TOT 3KPaH,
BblbepuTe B MmeHto Configuration > Management > SNMP > Trap.

PucyHok 196 >DkpaH Configuration > Management > SNMP > Trap

Global | Community

SMNMP Trap

SHMP Authfailure Trap

SMMP LinkupDown Trap State
SMMP Warmn-Start Trap State

SHMP Cold-Start Trap State

Group | User | Trap | Trap Destination _

State ®Enable O Disable
®Enable O Disable
®Enable O Disakle

®Enable O Disable

[ mpply | [ cancel |

Mons akpaHa onucaHbl B crieaylowlen Tabnuue.

Ta6bnuua 163 DkpaH Configuration > Management > SNMP > Trap

MNOJIE OMNMUCAHUE

SNMP Trap

SNMP Authfailure YKaxuTe, paspelaetcs 1n gaHHoMy npodunto SNMP reHepupoBaTh NOBYLIKN OWNGOK
Trap State ayTeHTUdMKaLMN. BO3MOXHbI Crneayowme pexvmbl:

e Enabled: PaspewunTb reHepaumio noByLleK oWKN60K ayTeHTUdMKaumm SNMP.
¢ Disabled: 3anpetutb reHepaumio noByLUeK owWK60K ayTeHTUdUKaumm SNMP.

SNMP LinkupDown
Trap State

YKaxuTe, paspewaetcs 1n gaHHomy npoduato SNMP reHepupoBaTb NOBYLIKU Npu
YCTaHOBJ/IEHUU U NMOTEpPE CoOeANHEHNS. BO3MOXHbI CrieAyolmne pexuMsl:

e Enabled: Paspewutb faHHoMy npodwunto SNMP reHepupoBaTh IOBYLUKW NPW YCTaHOBNEHUU U noTepe
CcoeAnHeHus.

¢ Disabled: 3anpetutb aaHHomy npodunio SNMP reHepnpoBaTb NOBYLIKM MPU YCTAaHOBIEHUMN U NOTEpe
coeVHeHus.

SNMP Warm-Start

Mepe3arpyska nmbo Ha NporpaMMHOM yYpoBHe, TM60 Ha annapaTHOM ypoOBHe

Trap State (nocpeaAcTBOM Ha)kaTusl COOTBETCTBYIOLLEN KHOMKK).
SNMP Cold-Start Mepe3arpyska nNpu OTKIKYEHUU MUTAHUS.
Trap State
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Ta6nuua 163 DkpaH Configuration > Management > SNMP > Trap (npogosxeHne)

NMOnE ONMUCAHUE
Apply Haxmunte Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.
Cancel Haxxmunte Cancel, 4To6bl OTMEHUTL U3MEHEHMUS.

30.3.9 3kpaH Trap Destination

Ha 3TOM 3KkpaHe MOXHO NMPOCMOTPETb NapaMeTpbl aapecaTos fI0BYyLWeK. YTobbl OTKPbITb 3TOT 3KpaH,
BblbepuTe B MmeHio Configuration > Management > SNMP > Trap Destination .

PucyHok 197 SkpaH Configuration > Management > SNMP > Trap Destination

EGIobaI Community | Group | User | Trap | Trap Destination _

SNMP Trap Host

() Add
Server Address Version Community/User Name UDP Port Action

192.168.1.1 Wi public 162 i

Mons akpaHa onucaHbl B criegylowen Tabnuue.

Ta6nuua 164 DkpaH Configuration > Management > SNMP > Trap Destination

NMOnEe OMNMUCAHUE
SNMP Trap Host
Add Haxxmunte Add. 4yT0obbl CO3aaTh HOBLIV Npoduab xocTa nosywek SNMP.

Server Address | OTobpaxkaeT CTPOKY, MAEHTUPUUMPYIOLLYIO apec cepBepa, K KOTOPOMY A0JIXKEH OTHOCUTLCS
AaHHbIN Npodub.

Version YKasblBaeT Ha Bepcuio, noaaepxunsaemyto nosywkamm SNMP. Bo3MoXHble BapuaHThl
BEpPCUIA:
e SNMP v1: YcTraHaBnuBaeTca Bepcus 1, nogaepxusaemas nosywkamm SNMP.

e SNMP v2c: YcraHaBnuBaeTcsa Bepcus 2¢, nogaepxusaemas nosywkamm SNMP.
e SNMP v3: YcTraHaBnmBaeTca Bepcus 3, noaaep>xmsaemas nosykamm SNMP.

Community/ OTobparkaeT HazBaHWe rpynnbl 4OCTyna / MMSA NoSib30BaTeNsl, K KOTOPOMY OTHOCUTCS
User Name AaHHbIN Npodunb.
UDP Port OTobpaxaeT agpecaTa noyuwek ans nopta UDP.
Action
Delete ‘ Haxmunte Delete, 4To6bl YAaNuTbL 3anuchk.

30.3.10 9kpaH Trap Destination Add/Modify

C rMoMoLLbIO 3TOro 3KpaHa MOXHO NMOMEHATb NapaMeTpbl a4pecaToB NoByLWeK. YTo6bl OTKPbITb 3TOT
3KpaH, Bbibepute B MeHio Configuration > Management > SNMP > Trap Destination > Add/
Modify .
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PucyHok 198 DSkpaH Configuration > Management > SNMP > Trap Destination > Add/Modify

Server Address

Version

Uszer Name

UDF Fort

Community Marme

Global | Community | Group | User | Trap { Trap Destination _

SNMP Trap Destination

@yt Ovze Ow3

public w

162

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6nuua 165 DkpaH Configuration > Management > SNMP > Trap Destination > Add/Modify

NONE

OMNMUCAHME

SNMP Trap Destination

Server Address

BeeanTte cTpoky, naeHTUdULMPYIOLWYO aapec cepBepa, K KOTOPOMY LO/IKEH OTHOCHMTLCS
AaHHbIN Npodunb.

Version BbibepuTte Bepcuto, nogaepxusaemyto nosywkamm SNMP. Bo3MoXHble BapnaHTbl BEPCUiA:
e SNMP v1: YcraHaBnuBaeTca Bepcus 1, noaaepxmsaemas nosywkamm SNMP.
e SNMP v2c: YcTaHaBvMBaeTCs Bepcus 2¢, noaaepxueaemas nosywkamm SNMP.
e SNMP v3: YcTraHaBnuBaeTcsa Bepcus 3, nogaepxusaemas nosywkamm SNMP.

Community OTob6parkaeT Ha3zBaHWe rpynnbl 4OCTYNa, K KOTOPOW OTHOCUTCS A@HHbIA Npodub.

Name

User Name OTobparkaeT MM nosib3oBaTeNs, K KOTOPOMY OTHOCUTCS AaHHbI Npodub.

UDP Port Ykaxute nopt UDP ana gaHHoro npoduns.

Apply Haxxmunte Apply, 4TO6bI NPUMEHUTL N3MEHEHMUS.

Cancel Haxmute Cancel, 4To6bl OTMEHUTH U3MEHEHMUS.

30.4 3kpaH Error Disable

30.4.1 OkpaH Error Disabled
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C NOMOLLbIO 3TOr0 3KpaHa MOXHO MOMEHATb HAaCTPOMKUN OTK/IOHEHUS OWNOOK. YTO6bI OTKPbITh 3TOT
3KpaH, BbibepuTte B MeHio Configuration > Management > Error Disable.
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PucyHok 199 DkpaH Configuration > Management > Error Disable

Error Disable
Recovery Interval ;EDD (0-86400 sec)
Broadeast Flood O Enable @ Disanble
Unknown Multicast Flood O Enable ® Disahle
Unicast Flood O Enable ® Disable
Fart Security O Enanhle @ Disable
[ Apply ] [ Cancel ]

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Tabnuua 166 DkpaH Configuration > Management > Error Disable
NONE OMNMUCAHME
Error Disabled Settings

Recovery YKaxuTe nHTepsas BOCCTAHOBJIEHUS.
Interval

Broadcast Flood | YkaxuTe, cnegyet nv pa3peLwmnTb WnpokoBewaTenbHblii wtopM: Enable (PaspewunTts) nan
Disable (3anpeTtutsb).

Unknown YkaxuTte, cnefyeTt M pa3pewnTb MHOr0aApeCHbI WTOPM OT HEM3BECTHOIO MCTOYHUKA:

Multicast Flood Enable (PazpewuTs) nnn Disable (3anpetuTb).

Unicast Flood YKaxuTe, cneayeT v paspewmnTb ogHoaapecHbii wtopM: Enable (PaspewnTs) unu Disable
(3anpeTtuTb).

Port Security YkaxuTe, cneayeTt nn BKAOUUTL DYHKUMo 6e3onacHoctn nopta: Enable (Bkawounte) nnm
Disable (OTknountsb).

POE Inline YKaxuTe, cneayeTt nn BKAOYUTb DYHKUWIO TMHENHOIO NuTaHus rno suton nape: Enable

Power (Bkntounts) nnn Disable (OTknounTh).

Apply Haxxmunte Apply, 4TO6bI NPUMEHUTL N3MEHEHMUS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTH U3MEHEHMUS.

30.5 3kpaHbl HTTP/HTTPS

30.5.1 OkpaH HTTP

C NoMOLbO 3TOr0 3KpaHa MOXHO M3MEHUTb HAacTPoWKK npotokona HTTP. YTobbl OTKPbITb 3TOT
3KkpaH, Bblbepute B MeHto Configuration > Management > HTTP/HTTPS .
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PucyHok 200 DkpaH Configuration > Management > HTTP/HTTPS

HTTP ;| HTTPS

HTTP

State @ Enable O Disable
Authentication Method [ default ~|
Session Timeout :1D—| (0-26400 miny

Mons akpaHa onucaHbl B criegyrowlen Tabnuue.

Ta6nuua 167 DkpaH Configuration > Management > HTTP/HTTPS

NOJIE OMNCAHME

HTTP

State BbibepuTte pexum pabotbl HTTP.
BO3MOXHbI CneayloLline BapuaHTbl:

e Enabled: Bkntountb pexxum HTTP.
o Disabled: Bbikntountb pexum HTTP.

Authentication BbibepuTe MeToa ayTeHTUdMKALMN U3 BbiNajatowero cnmcka.
Method

avanasoHe ot 0 go 86400 MUHYT.

Session Timeout | YkaxuTe 3HauyeHune TariM-ayTa AN CeCCMW. 3HaYeHne TanM-ayTa AO/IXKHO HaxXoAUTbCs B

Apply Haxmunte Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel HaxmMunte Cancel, 4To6bl OTMEHUTL U3MEHEHMS.

30.5.2 JkpaH HTTPS

C NOMOLWbIO 3TOr0 3KpaHa MOXHO HacTpouTb napameTpbl HTTPS. YTo6bl OTKpbITb 3TOT 3KpaH,

BbibepuTe B MeHio Configuration > Management > HTTP/HTTPS > HTTPS.

PucyHok 201 3SkpaH Configuration > Management > HTTP/HTTPS > HTTPS

HTTPS

State Enahle

Authentication Method [ default v
Session Timeout o | (0-86400 min)

220
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Mons aKpaHa onucaHbl B crieayoLen Tabnuue.

Tabnuua 168 >SkpaH Configuration > Management > HTTP/HTTPS > HTTPS

MOnE OMNMUCAHUE
HTTPS
State BbibepuTte pexum pabotel HTTPS.

BO3MOXHbI ClieayoLimMe pexuMmsbl:

e Enabled: Bknountb pexum HTTPS.

Authentication BbibepuTe meTo4 ayTeHTUdMKALMN U3 BbINaAaoLWero cnucka.
Method

Session Timeout | YkaxuTe 3HayeHune TariM-ayTa AN CeCCMW. 3HadYeHne TanM-ayTa AONXKHO HaX0AUTbCA B
AnanasoHe ot 0 go 86400 MUHYT.

Apply Haxmunte Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel Haxxmunte Cancel, 4Tobbl OTMEHUTL U3MEHEHMS.

30.6 9kpaHbl Users

30.6.1 JOkpaH Users

C NoMoLblo 3TOro 3KpaHa MOXHO HAaCTPOMTb NapaMeTpbl Nosib3oBaTesieit. YTobbl OTKPbITh 3TOT
aKkpaH, Bblbepute B MeHto Configuration > Management > Users .

PucyHok 202 DkpaH Configuration > Management > Users

Users

Users

@ Add
User Password Privilege Level Maodify

admin ptR Admin o

Mons sKpaHa onucaHbl B crieaytoLen Tabnuue.

Ta6nuua 169 SkpaH Configuration > Management > Users

MOnE ONMUCAHUE

Users

Add Haxmunte Add, 4yTo6bl CO34aTb HOBLIN NpodUb NONb30BaTENS.

User CTpoka, naeHTuduUmMpytowas nMs nosnb3oBaTens, K KOTOPOMY A0JIKEH OTHOCUTbLCS AaHHbIN

npodunb. nMHa CTPOKKM AO/MKHA HAXOAUTLCA B AMana3oHe oT 1 Ao 32 cuMBooB. MMs
nonb3oBaTens AO/HKHO NpeacTaBnsATb cobol coyeTaHne 6yks, undp n cumBona

noayepkmMBaHus.

Encryption OTobpaxaeT cocTtosiHme wndposaHne. BoamoxHble BapuaHThl: Clear Text
(HezawwundposaHHbIn TekcT), Encrypted (3awundposaHHbin naposb) 1 No Password (be3
napons).

Password OTobparkaeT naposib Nonb3oBaTens. AnnHa CTPOKM A0/HKHA HaxoaMTbCs B AnanasoHe oT 0
A0 32 CMMBOOB.

Privilege Level OTobparxaeT ypoBeHb Npas AOCTyna nosib3osaTtens: admin (aaMMHUCTpPATOp) M user
(nonb3oBaTenb).
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Ta6nuua 169 DkpaH Configuration > Management > Users (NnpoaomkeHune)

MOnE ONMUCAHUE
Modify
Edit ‘ Haxmunte Edit, 4TO6bI BHECTN M3MEHEHUS B TEKYLLYI KOHMDUIypauuio.

30.6.2 OkpaH Users Add/Modify

Users

Uszer

Encryption

Passward

Passward Confirm

Privilege Level

C MoMoLLbIO 3TOro 3KpaHa MOXHO HAaCTPOMUTb NapaMeTpbl nosb3oBartenen. Ytobbl OTKPbITh 3TOT
3KkpaH, BbibepuTe B MmeHi0 Configuration > Management > Users > Add/Modify.

PucyHok 203 DkpaH Configuration > Management > Users > Add/Modify

Users

(1 -32 ASCI Alphanumeric Characters Used)
Clear Text b

(0 -32 ASCI Alphanumeric Characters Used)

(0 -32 ASCI Alphanumeric Characters Used )

® admin O User

Mons aKpaHa onucaHbl B crieaytowen Tabnuue.

Tabnuua 170 SkpaH Configuration > Management > Users > Add/Modify

NONnE

OMUCAHME

Add New Local User

User BBeauTe CTpOKY, MAEHTUDULMPYIOLLYIO MMS NOb30BaTeNS, K KOTOPOMY A0/IXXEH OTHOCUTbLCS
AaHHbIN Npodunb. [nnMHa CTPOKM AO/KHA HAaX0AUTbCA B Anana3oHe oT 1 4o 32 cuMBONOB.
NMs nonb3osaTens AO/KHO NpeacTaBasaTb cobor couetaHme 6yks, uMdp n cumBona
noayYepKnBaHus.

Encryption BbibepuTte TMN wWndpoBaHusa. BoamoxHble BapuaHThl: Clear Text (HesawudpoBaHHbIN
TekcT), Encrypted (3awundpoBaHHbiit naponb) n No Password (Be3 napons).

Password BBeauTe naponb AN AAHHOro nosb3oBaTtens. [nnHa CTPOKK AOS/HKHA HAaXOAUTLCS B
AnanasoHe oT 0 4o 32 CMMBOJIOB.

Password BBeauTe naposb elle pas Assa NoATBEPXKAEHUS.

Confirm

Privilege Level

BbibepuTe ypoBeHb npaB AOCTyna nosb3oBaTens: admin (aaAMMHMUCTpaTOp) U user
(nonb3oBarensb).

Apply

Haxmute Apply, UuT06bI MPUMEHUTL M3MEHEHUS.

Cancel

Haxmute Cancel, 4To6bl OTMEHUTb N3MEHEHUS.
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30.7 JkpaHbl Remote Access Control

30.7.1 JkpaH Global

Ha aToM akpaHe MOXHO NMpOCMOTPETbL rNobanbHble HAaCTPOMKKN. YTO6bI OTKPbITh 3TOT 3KpaH,
Bbl6epuTe B MeHio Configuration > Management > Remote Access Control .

PucyHok 204 DkpaH Configuration > Management > Remote Access Control

[Remots access Conror I
Global
Sate ) Enable @ Disable
[ Apply ] [ Cancel ]

Profile
) Add

MNo. Action Source IP Wildcard Mask Port Service Modify

1 Permit All — 1 ALL E)

Mong akpaHa

onuvcaHbl B cneaytowen tabnuue.

Ta6nuua 171 DkpaH Configuration > Management > Remote Access Control

MOnE ONMUCAHUE

Global

State YKaxute, LO/MKEH NN 6blTb paspeLleH pexuM yaaneHHOro 4octyna Ha rnobanbHoM ypoBHe.

Apply Haxmunte Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel Haxxmunte Cancel, 4To6bl OTMEHUTb U3MEHEHMS.

Profile

Add Haxmnte Add, 4To6bl CO34aTb HOBbIN NpOodUb.

No. OTob6parkaeT ypoBeHb NpuopuTeTa A8 AaHHOMO Npodunsa. 3HayeHne B 3TOM none
BblbMpaeTcs u3 ananasoHa ot 1 go 16.

Action OTob6paxaeT BbibpaHHOe AeicTBMe. Bo3MoxHble BapmnaHTbl: Permit (Pa3zpewntb) n Deny
(3anpetuTb).

Source IP OTob6paxaeT IP-agpec UCTOYHMKA.

Wildcard Mask MokasbiBaeT wWabnoH 3amewarwmx cCMMBoNoB ansa IP-agpeca ncrouHunka.

Port [Toka3biBaeT HOMep nopTa.

Service OTobpaxaeT ycnyry, nocpeacTBOM KOTOPOM OCYLLEeCTBASETCS yAaleHHbIA A0CTym.
Bo3moxHbie BapuaHTbl: ALL (Bce), HTTP, HTTPS 1 SNMP.

Modify
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Ta6nuua 171 DkpaH Configuration > Management > Remote Access Control (npogosmxeHne)

NMOnE ONMUCAHUE
Edit HaxmuTte Edit, 4TO6bI BHECTM U3MEHEHMS B TEKYLLYIO KOHMUIypauuto.
Delete Haxmunte Delete, 4To6bl YAaNuTbL 3anuchk.

30.7.2 OkpaH Profile Add/Modify

224

C NOMOLWbIO 3TOr0 3KpaHa MOXHO U3MEHUTb HAaCTPOMKM Npoduns. YTobbl OTKPbITbL 3TOT 3KpaH,
BblbepuTe B MeHio Configuration > Management > Remote Access Control > Profile > Add/

Modify .

PucyHok 205 SkpaH Configuration > Management > Remote Access Control > Profile > Add/Modify

Ma.

Actian

Fort

Source

Service

Management Access List

Remote Access Control

1 (1-18)

® permit O Dany

Available Acting
1 A

2

3 >

4

A

: <

7

g -

@ aLL

O IPvdpwildcard 0.0.0.0 H0.0.0.0 {

AB.CDRB.CD)

ALL v

Mons sKpaHa onucaHbl B crieayoLen Tabnuue.

Ta6bnuua 172 3k

paH Configuration > Management > Remote Access Control > Profile > Add/Modify

MNOJE

OMNCAHME

Management Access List Add

No. YKaxuTe ypoBeHb npuopuTeTa Ans AaHHOro npoduns. 3HadeHne B 3TOM none Bbibupaercs
u3 AnanasoHa ot 1 go 16.

Action YKaxuTe BbINONHAeMoe aencTeme. Bo3amMoxHblie BapuaHThl: Permit (Paspewnts) nnm Deny
(3anpeTtuTb).

Port BbibepuTe HyXHbIi BapnaHT B ctonbue Available n HaxmuTe Ha nukTorpamme Add (>),

yTo6bI NEepemMecTnTb ero B ctonbeu Acting.

BbibepuTe HyXHbIl BapuaHT B cTonbue Acting n HaxmuTe Ha nukTorpamme Remove (<),
yTOobbI NEepeMecTuTb ero B ctonbey Available.
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Ta6nuua 172 DkpaH Configuration > Management > Remote Access Control > Profile > Add/Modify

NMOnE ONMUCAHUE

Source BbibepuTe IP-agpec ncrouHunka. BoamoxHble BapnaHTbl: ALL (Bce) n IPv4/Wildcard.

IPv4/Wildcard BbibepuTe 1 BBeaANTe agpec ncrtouHunka B popmate IPv4/Wildcard (c ncnonb3oBaHuem
wabnoHa 3aMeLlaoLWmx CMMBOJIOB).

Service BbibepuTe ycnyry, nocpeaAcTBOM KOTOPOW OCYLLECTBASETCS yAaneHHbIn 40CTyn. Bo3MOXHbIe
BapuaHTtbl: ALL (Bce), HTTP, HTTPS 1 SNMP.

Apply Haxmute Apply, 4TO6bl NPUMEHUTL U3MEHEHMS.

Cancel Haxmunte Cancel, 4To6bl OTMEHUTL U3MEHEHMS.
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31.1 OGHoOBNEeHWe BCTPOEHHOro NpPorpaMmmMHOro
obecneyeHus

31.1.1 O630p

O6HOBNEHNA BCTPOEHHOMO MPOrpaMMHOro obecneyeHuns BKIOYALOT B cebs McnpaBieHns ownbok u
YA3BMMOCTEN B cucTeMe 6e30nacHOCTU. BcTpoeHHoe nporpaMMHoe obecneyeHne KoMMyTaTopa
peKkoMeHAYyeTCs NoAAEpPXKMBaTb B akTyaslbHOM COCTOsSIHMM. [TporpaMMHoe obecneyeHne KOMMyTaTopa
MOXXHO O6HOBUTb BPYYHYIO MOCPEACTBOM 3arpy3ku dakna ¢ komnbtoTepa unun yepes Web-
KOHdUrypaTop.

MpuMmeyvaHue: YbeamTtech, 4YTO 3arpyXxaemoe BCTPOEHHOE nNporpaMMHoe obecrneveHue
noAXoAUT ANs COOTBETCTBYOLWEN MOAENN, TaK KakK nporpaMMHoe obecneyeHue ans
ApYron MoAenn MOXET NoBpeanTb YCTPONCTBO.

Haxopasck Ha akpaHe Maintenance, Bbibepute Upload, kak noka3aHo Ha akpaHe Huxe. C
MOMOLLbIO 3TOr0 3KpaHa MOXHO OBHOBUTbL BCTPOEHHOE NporpaMMHoe obecrneyeHne KOMMyTaTopa.

PucyHok 206 >SkpaH Maintenance > Firmware > Upload

Upload | Management

Upload
Method @ TFTP © HTTP
Server [P (IPv4 or IPvE Address)
File Mame
Image 7 Active @ Backup

Browse file

Cancel
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Mons akpaHa Upload npuseaeHbl B Tabnnue HMXxe.

Tabnuua 173 >DkpaH Maintenance > Firmware > Upload

NONE OMUCAHME

Method Bbi6epute metoa HTTP, uTobbl BbIrpy3uMTb BCTPOEHHOE NporpaMMHoe obecneyeHne yepes

web-koHdurypatop. YTob6bl 3arpy3uTb BCTPOEHHOE NporpaMMHoe obecrneyveHue c cepeepa
TFTP, BbibepuTte meToa TFTP.

Server IP Ykaxunte IP-agpec cepsepa TFTP gns ckauymBaHWs BCTPOEHHOro0 NpOrpaMMHOro
obecneuenus.

File Name YkaxuTte ums daiina BCTpPOEHHOro nporpaMMHoro obecnedenus Ha cepsepe TFTP.

Image [nsa BbIrpy3ku aina BCTPOEHHOro NporpaMMHoOro obecnevyeHuns B KayecTse pe3epBHOMN

Konuu BbibepuTe BapuaHT Backup. [ns Bbirpy3ku daiia BCTPOEHHONO NPOrpaMMHOro
obecrneyeHunss B Ka4ecTBe akTMBHOro obpasa BbibepuTe BapuaHT Active.

Browse File MepenauTte B KaTanor Ha KOMNblOTEpe, cogepkalunii ainn BCTPOEHHOr0 NPOrpaMMHOro

obecneyeHuns, KOTOPbIN HY>XXHO BbIFPY3UTb Kak aKTUBHbI 06pas.

O6HoBWTE BCTPOEHHOE MpOorpaMMHoe obecneveHne U3 dalina Ha cepeepe

Y1066l 06HOBUTL BCTPOEHHOE NporpaMmmHoe obecneveHue c cepeepa TFTP, npoaenanTe cneayoulee.

1.
2.
3

B none Method BLi6bepuTte onuunio TFTP.

B none Server IP Beeaute IP-agpec cepsepa TFTP.

B none File Name BBeaute nmsa daina BCTPOEHHOrO NporpaMMHOro obecneyeHuns, XxpaHsiue-
rocs Ha cepsepe TFTP.

B none Image Bbi6epute onunto Backup, 4ytobbl BbIrpy3uTb (aii BCTPOEHHOIO NMPOrpaMMHOro
obecrneyeHuns Kak pe3epBHYI0 KOMUIO.

nnn

Bbibepute onuuto Active, 4tobbl Bbirpy3uTb daiin BCTPOEHHOro NporpaMMHOro obecneyeHms
KaK aKTMBHbIN 06pas.

Haxxmute Apply, uTo6bl 06HOBUTL BbIGpaHHbIN 06pas.

nnn

Haxxmute Cancel, 4To6bl OTMEHUTb M3MEHEHMUS.

Mocne 3aBepLleHUst Npouecca 06HOB/IEHNS BCTPOEHHOIO NMporpamMMHoOro obecrnevyeHnss oTKponTe
3KkpaH System Info, uTo6bl NPOBEPUTL TEKYLLUNIA HOMEP BEPCUM BCTPOEHHOIO NMPOrpamMMHOro
obecrneyeHus.

31.1.2 OGHOBNEHUe BCTPOEHHOro NporpamMmMHoOro obecneyeHus us cpamna
Ha KoMnbloTepe

MpumeyaHue: MNMpu 06HOBNEHMU BPYUHYIO Nepea 3arpy3kon MO Ha yCTpoOMUCTBO

YAOCTOBEpPbTECh, YTO 6bINO 3arpy>XeHo, COXpPAaHEHO U pasapxXMBUPOBAHO Ha
KOMMNbloTEpPE BCTPOEHHOE nporpammHoe obecneveHne Hy>XHOM BEPCUMU U ANs
HY>XHOI MOAenu yCTpOMCTBa. 3arpy>XeHHbl gann A0KeH nMeTb paclumpeHue .bin.

Y1066l 06HOBUTL BCTPOEHHOE MpOrpaMMHoe obecneveHne U3 daina, XpaHsLWerocs Ha KoMnbloTepe,
npoaenaiTe cneaytouiee.

B none Method BLi6epute HTTP.

B none Image Bbibepute onuuto Active, uTo6bl BbIrpy3nTb ann BCTPOEHHOIrO NMPOrpaMMHOro
obecneyeHns Ha aKTUBHbIN 0bpas pasaena.

nnn

Bbibepute onumio Backup, uTobbl Bbirpy3uUTh aiin BCTPOEHHOro NporpaMMHOro obecneyeHus
Ha pe3epBHbI 06pa3 pa3gena.
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3. Ortkpoiite akpaH Choose File c nomouybto KHOMKM Browse 1 Bbi6epuTe haisi BCTPOEHHOro npo-
rpaMMHoro obecnevyenumst B popmate bin, xpaHSaLWMINCa Ha KOMNbOTEpE.

4. HaxmuTte kHonky Apply, uTobbl BbIrpy3uTb BbibpaHHbI dalin.
nnn
Haxmnte Cancel, 4yTo6bl OTMEHUTb U3MEHEHMUS.

Mocne 3aBeplLUeHNs NpoLiecca 06HOBIEHUS BCTPOEHHOIO NPOrpaMMHOro obecrneyeHns oTKponTe
skpaH System Info, 4yTo6bl NpOBEPUTL TEKYLMI HOMEP BEPCUM BCTPOEHHOINO NPOrpaMMHOro
obecneyeHus.

31.2 YnpaBneHue BCTPOEHHbIM MPOrpaMmMHbIM
obecrnevyeHnem

31.2.1 O630p

JkpaH Firmware Management npeaoctaBnseT MFHOBEHHbIM AOCTYN K YNpaB/ieHUO0 BEPCUAMMU
BCTPOEHHOro nporpaMmHoro obecrnevyeHus, yCTaHOBNEHHbIMW HA KOMMyTaTope. AKTUBHas m
pe3epBHasi BEpCUM BCTPOEHHOro NporpaMMHoro obecneveHns coxpaHsaTcs B Buae o6pa3os B
pasgenax dnaw-namaTn. PesepBHbli 06pa3s Mcnonb3yeTcs B TOM Cliyyae, eC/in C aKTUBHbIM
pa3aesnioM BO3HMKaOT npobnembl B npouecce 3arpysKku.

Haxogsicb Ha akpaHe Maintenance, Bbi6epute Firmware Management, 4To6bl OTKpPbITb
NOKa3aHHbIN HWMXe 3KpaH. C MOMOLLbIO 3TOr0 3KpaHa MOXHO NMPOCMOTPeTb NHGOpMaumio 06 obpasax
M aKTUBMPOBaTb HYXHbIN 0bpas.

PucyHok 207 SkpaH Maintenance > Firmware > Management

Image Select

Active Image @ 10044HI0b4.bix (Backup) ©) V100AAHIOb4 bix (Active)

Apply Cancel

Images Information

V100AAHIOb4.bix
Flash Partition
Image Size

Created Time

V100AAHIOb4.bix
Flash Partition

Image Size

Created Time

Backup
0
5404428 Bytes
2013-06-11 12:24:09 UTC

Active
1
5404428 Bytes
2013-06-11 12:24:09 UTC

228

PykoBogcTtBo nonb3oatens ans cepun GS1900




naBa 31 OkpaHbl Maintenance

MNons askpaHa Images Information npueeseHobl B Tabnuue.

Tabnuua 174 >SkpaH Maintenance > Firmware > Management
NOnE OMUCAHME

Flash Partition OTob6paxkaeT HoOMep pa3aena.

Image Name MNMokasbiBaeT nMs, NpncBoeHHoe obpa3y pasgena, ecnm TakoBoe ecCTb.

Kpome Toro, 3To none nokasbiBaeT Tun obpasa: Active (AKTuBHbBIN) nnn Backup
(Pe3epBHbIit).

Image Size Moka3biBaeT pa3mep obpasa pasaena B banTax.

Created Time OTob6paXxaeT aaTy 1 BpeMs co3aaHus obpasa B yacoBoM nosice UTC (Coordinated Universal
Time, Bceobuiee CKOOpAMHUPOBAHHOE BpeMsl).

31.2.2 AKTnBauusa pesepBHOro obpasa
TekyLwnii akTUBHbIA pasgen otobpaxaeTcs B nose Image Select.

Mpy BO3HUKHOBEHUW NPOBEM C aKTUBHbLIM Pa3aefioM B Xo4e 3arpy3ku BbibepuTte pesepBHbIii 06pas.
[na 3Toro npoaenavite cneaywllee.

1. B none Active Image Bbibepute onuuio Partition0 (Backup).
2. Haxmute Apply, uTo6bI aKTMBMpPOBaTb pe3epBHbIA 06pas.

nnn

HaxmuTte Cancel, 4To6bl OTMEHUTbL U3MEHEHMUS.

31.3 Pe3epBHOe KonupoBaHue hanna KoHpurypaumm

31.3.1 O630p

Pa3nnyHble «MrHOBEHHbIE CHUMKWN>» KOHCbVIpraU,VIVI YCTDOVICTBa MO>XXHO COXpPaHWUTb Ha cepBepe uin
Ha KOMMNbOTEPE, a NO3Xe — BOCCTAHOBUTL, €Cln I'IOTDE6yeTCF|.

Haxopasck Ha akpaHe Maintenance, Bbibepute Backup, kak rnokasaHo Ha akpaHe Huxe. C
MOMOLLbIO 3TOr0 3KpaHa MOXHO CO34aTb Pe3epBHYH KOMWUIO TeKYLLEN KOHMUrypaumm KommyTaTopa m
3anucaTtb ainbl Ha CepBep MM Ha NIOKaNbHbIA KOMMbIOTEP.
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PucyHok 208 DkpaH Maintenance > Configuration > Backup

Backup
Method
Server [P

Content

Backup | Restore | Wanagement | Factory Default |

@ TFTP L HTTP
(IPv4 or IPvE Address)

@ Running configuration

_! Startup configuration
Backup configuration
Flash log

! Buffer log

Cancel

Mons akpaHa Backup npuBeaeHbl B Tabnuue HMXe.

Tabnuua 175 SkpaH Maintenance > Configuration > Backup

MOnE ONMUCAHUE

Method Bbibepute metoa HTTP, 4uTo6bl CO34aTb pe3epBHY0 KOMUIO KOHMUrypaummn ¢ nomoLlblo web-
KoHdurypaTopa. YTobbl BbIFPY3UTb MITHOBEHHbIN CHUMOK Ha cepsep TFTP, Bbibepute mMeToa,
TFTP.

Server IP YT106bI BHIFPY3UTb pe3epBHYIO Konuto Ha cepeep TFTP, BBeante IP-agpec cepsepa TFTP.

Content BbibepuTe TMN darina ana pe3epBHOro KONMpoBaHMs. MOXHO CO34aTb pe3epBHY KOMUIO

KOHMUIypaunoHHbIX ¢dannos (onuuu running, startup n backup) n daiinos xxypHanos
(onumu flash u buffer).

CyuiecTByeT TpU TMNa KOHPUrypaumoHHbIX dhannos:
Startup - 370 KOHMbUrypauus, ncnonblyemas nNpu 3arpyske KoMmyTaTopa.
Running - 310 KOHMUrypauus, ncrnonb3lyeMas B npoiecce ero pabothbi.

Backup - 370 KOH(Urypaumnsa, coxpaHeHHas Ha KoMMyTaTope. Ecnu npu BHeceHuUn
WU3MEHEHUI B TEKYLLYIO KOH(PUIypaLmio BO3HUKAM NPO6aeMbl, MOXHO BEPHYTbLCS K
pe3epBHOM KOH(Urypaumm, He npuberasi K BOCCTaHOBNEHMIO HOBOrO dalina.

31.3.2 Pe3epBHOe KonupoBaHue KOHpUrypaumoHHbIx ¢pannoB nnu gannos
XXypHanoB Ha cepBep

230

YT06bl BbIMONHUTL pe3epBHOE KOMMPOBAHNE KOH(PUIYpPaLMOHHbIX GainioB unn darnos XypHasioB Ha
cepsep TFTP, npoaenaiite cnegytoulee.

A WN

cepsep TFTP.
nnn

B none Method BLi6bepuTte onuunto TFTP.

B none Server IP BeBeaute IP-agpec cepsepa TFTP.

B none Content Boibepute nobon tmn darina.

Haxmute kHonky Apply, 4To6bl COXPaHUTb MITHOBEHHbIN CHUMOK TeKyLlen KoHpUrypaumm Ha

Ha>kmuTe Cancel, yTo6bl OTMEHUTL U3MEHEHMS.
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31.3.3 Pe3epBHOe KkonupoBaHue KOHUrypaumoHHbix ¢pannoB nnu cdannos
)KYPHanoB Ha KOMNbIOTEpP

YT106bI BLINO/THUTL pe3epBHOE KONMPOBaHMe KOHMOUIypaunoHHbIX dannos nnm ¢annos XypHasnos Ha
KOMMbIOTEP, NpoAenainTe cneayoLlee.

1. B none Method Bbibepute HTTP.

2. B none Content BbibepuTte noboint Tun danna.

3. Haxmunte kHonky Apply n neperiante k akpaHy Save File. CoxpaHuTe C ero nomMolblo KOHMU-
rypaumoHHbi dann (B dopmate cfg) unm damn xypHana (B dpopmaTte log) Ha KoMNbOTEP.
nnn
Haxmnte Cancel, 4yTo6bl OTMEHUTb U3MEHEHMUS.

31.4 BoccTaHoBneHue hanna KoHdurypaumm

31.4.1 OG30p

KoHdburypalmio yCTpoicTBa, paHee COXpaHeHHYH Ha CepBepe MM Ha KOMMbITEPE, MOXHO
BOCCTaHOBUTb.

Haxoasicb Ha akpaHe Maintenance, Bbi6epuTe Restore, kak nokasaHo Ha 3kpaHe Huxe. C
MOMOLLbIO AAHHOIO 3KpaHa MOXHO BOCCTAHOBUTb paHee COXpaHEeHHY KOHdUrypauuto ¢ cepsepa
MUAn KoMnbloTepa.

PucyHok 209 >DkpaH Maintenance > Configuration > Restore

Backup | Restore | Management | Factory Default | —

Configuration Restore

Method @ TFTP © HTTP
Server [P (IPv4 or IPvE Address)
File Mame

Browse file

Cancel

Mons akpaHa Configuration Restore npueeaeHsl B cneaywowen tabnuue.

Ta6nuua 176 DkpaH Maintenance > Configuration > Restore
NMONE OMNMUCAHUE

Method Bbi6epuTte metog HTTP, 4T06bl BOCCTAHOBUTL KOH(UIYpPaLMOHHbIA (alin u3 pesepBHOM
KOMuM C nomoLbio web-koHdUrypatopa. Ytobbl 3arpy3ntb MrHOBEHHbI CHUMOK C cepBepa
TFTP, Bbibepute metoa TFTP.

Server IP Ykaxwute IP-agpec cepsepa TFTP ana ckaumBaHua MrHOBEHHOMO CHMMKA.
File Name YKaxuTte ums KoHdurypauumoHHoro daiina Ha cepsepe TFTP.
Browse File MepenanTte B KaTanor Ha KOMMNbOTEpPe, coaepKalnii KOHOUrypaunoHHbI dann, KoTopbin

HY>XHO BbIFPYy3uTb Kak akTUBHbIN 06pas.
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31.4.2 BoccTaHoBneHue KoHdurypauum ns danna Ha cepBepe

YT0o6bl BOCCTAaHOBUTL KOH(MUrypaunto 13 danna, XpaHsLWerocs Ha cepsepe, npoaenamnTte

cnegywouee.
1. B none Method Bi6epute onunto TFTP.

2. B none Server IP BeeauTte IP-agpec cepsepa TFTP.

3. B none File Name BBeante nmsa KoHdUrypaunoHHoro ganna, xpaHsiwerocs Ha cepsepe TFTP.
4. HaxmuTte kHonky Apply, uTobbl BOCCTaHOBUTbL Bbi6paHHbIN ann Kak paboTatoLlyo KoHduUrypa-

umto.
nnun
Haxmnte Cancel, 4yTo6bl OTMEHUTb U3MEHEHMUS.

31.4.3 BoccraHoBneHue KoHcpurypaumm n3s pamna Ha KOMnbroTEpe

YTo6bl BOCCTAHOBUTbL KOHMUIYpaLuio U3 (aina, XpaHsaLeroca Ha KoMnbloTepe, npodenamnrte

cnepytoulee.

1. B none Method Bbi6epute HTTP.

2. OtkpownTe 3kpaH Choose File c nomowpbo KHoNkM Browse 1 Bbibepnte KOHOUIrypauUnMOHHbIN
dann B popmate cfg, XxpaHALWMNIACA Ha KOMMbIOTEpE.

3. Haxokete kHonky Apply, 4To6bl BOCCTAaHOBUTbL Bbi6paHHbIN dann kak paboTatoLwyo KoHdUrypa-

Lmio.
nn
Ha>xmuTe Cancel, yTo6bl OTMEHUTL U3MEHEHMS.

31.5 YnpaBneHue KOH(puUrypaumoHHbiMmun channamm

31.5.1 O630p

232

OkpaH Configuration Management npeaoCTaBNSET MIHOBEHHbIN AOCTYN K yNpaBaeHuto
KOH(UrypaumMoHHbIMK pannamm KommyTaTtopa. KoHduUrypaumio 3arpy3kum n pe3sepBHy KOMuio
KOHMUrypaumm MOXHO 3aMEHUTb TEKYLMMU KOHDUTypaunoHHbIMK dannamMm paboyero pexmnma,
3arpysKku unu pes3epBHON KOMMen KOHPUrypaumm.

Haxogsicb Ha akpaHe Maintenance, Bbibepute Management, kak nokasaHo Ha 3kpaHe Huxe. C
MOMOLLbIO 3TOr0 3KpaHa MOXHO 3aMeHUTb KOHPUIypauMOHHbIN Gain 3arpy3km 1 pe3epBHYO0 KOMNuio
KOHUrypaumoHHoro darna.
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PucyHok 210 DkpaH Maintenance > Configuration > Management

Backup | Restore | Management | Factory Defauit |

File Management

Source File @ Running configuration
8] Startup configuration
8] Backup configuration

Destination File @ Startup configuration
8] Backup configuration

YT06bl 3aMEHUTb KOHPUIYpPaUMOHHBIA dain 3arpy3ku Uan pesepBHYH KOMUK KOHMUrypaumMoHHOro

darina, npoaenanTe cneayoulee.

1. B none Source File Bbibepute 3TanoHHbIn dann.
2. B none Destination File Bbibepute dalin, KOTOPbIA HYXXHO 3aMEHUTD.
3

HaxxmuTte kHonky Apply, 4Tob6bl 3aMeHUTb aiin, ykasaHHbI B none Destination File, Ha daiin,

yKasaHHbIN B none Source File.
nnu
HaxmMunte Cancel, 4To6bl OTMEHUTb M3MEHEHMUS.

31.6 BosBpat K 3aBOACKMM HacTpOUKaM Mo yMONMYaHUIO

31.6.1 O630p

KoHpurypaumo KOMMyTaTopa MOXHO BEPHYTb K 3aBOACKMM HACcTpoiikaM Mo yMOYaHuo.

Haxoasicb Ha akpaHe Maintenance, Bbibepute Factory Default, kak nokasaHo Ha skpaHe Huxe. C
MOMOLLbIO 3TOr0 3KpaHa KOMMYTaTOP MOXHO BEPHYTb K 3aBOACKMM HacTpPoOMKaM Mo yMOJIYaHMUIo.

Ta6nuua 177 DkpaH Maintenance > Configuration > Factory Default

Restore to Factory Default

This would reset the configuration to factory default and will reboot the system.

Backup | Restore | Management Factory Default —

31.6.2 BosBpaT KOMMyTaTopa K 3aBOACKUM HaCTpoMKamM Nno yMosi4yaHuio

YTo6bl BEPHYTb KOMMYTATOp K 3aBOACKUM HacTpOKaM Mo yMon4YaHuio, NpoAenanTe cneaytollee.

1. Haxmute Restore.
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2. Haxmunte OK, 4T0o6bI BEpPHYTb BCE KOHMUIYypaUNOHHbIe daliibl KOMMyTaTopa K 3aBOACKUM
HacTpoWKaM no yMosaiyaHuio. [JoxxamuTecb, NOKa KOMMyTaToOp 3arpy3uTcs. DTOT NpoLecc 3aHMMaeT
[0 ABYX MUHYT.
nnn
Haxmnte Cancel, 4yTo6bl OTMEHUTbL U3MEHEHMUS.

MpumMeyaHue: [ns NoBTOpHOro Bxoaa B Web-KoHdUrypaTop KOMMyTaTopa, BO3MOXHO,

npunaetca nsmeHnTb IP-agpec KomMmnbloTepa, UTobbl OH HAXOAWICS B TOM Xe NOACETH,
yTo 1 IP-agpec koMMyTaTopa no yMmonyaHuto (192.168.1.1).

31.7 CeteBas AnarHocTUKa

|/|CI'IOJ'Ib3y1‘/lITe Ana BbINOMHEHUA ANArHOCTUKKN CETEBbIE YTUNUTDI.

31.7.1 OkpaH Port Test

YTo6bl OTKPLITb 3TOT 3KpaH, BbibepuTe B HaBUraunoHHol naHenn Maintenance > Diagnostics >
Port Test. C noMoLLbo 3TOro aKpaHa MOXHO BbIMOJIHUTL NPOBEPKY BHYTPEHHEN 06paTHOM NeTan Ha
nopty Ethernet.

PucyHok 211 3kpaH Maintenance > Diagnostics > Port Test

Cable Diag

Cable Diag
Port 1 [~]
Note:Senvice will stop a while if do it!

Test Results

Port Result

YTobbl MPOBECTU NPOBEPKY MopTa, NpoAenanTe cneayLlee.

1. B meHio Port Test Boibepute HoMep nopTa B Bbinagatowem cnucke Port.
2. Haxmunte kHonky Test, uTo6bl Ha4YaTb NpPOBEpPKY MNopTa.

PesynbTatbl npoBepku noseaTcsa B pasgene Test Results.

31.7.2 TpoBepka ¢ nomMmoLlbIo 3anpocoB ping ana IPv4

YT06bI OTKPBLITL 3TOT 3KpaH, BbibepuTe B HaBuraumoHHon naHenn Maintenance > Diagnostics >
PING > IPv4. C noOMOLWbIO 3TOrO 3KpaHa MOXXHO NpOBEPUTb AOCTYNHOCTb cepBepa IPv4 nytem
OTNpaBKM 3anpocoB ping.
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PucyHok 212 DkpaH Maintenance > Diagnostics > PING > IPv4
FreaTes

Ping Test
IP Address (xxxxor hostname)
Count 4 (1-5)
Interval 1 (1-5sec)
Size 56 (8- 5120 byte)

Results

Cancel

Mons akpaHa Ping Test npuBeaeHbl B cregytowen Tabnuue.

Tabnuua 178 2DkpaH Maintenance > Diagnostics > PING > IPv4

MNOJIE OMNMUCAHUE

IP Address YKaxuTe agpec LeneBsoro xocr-cepsepa.

Count YKaxuTe KOMMYeCcTBO NakeToB ping, KOTOpble HeEO6X0AMMO OTNPaBuUTb. 3HAYEHUe A5 3TOro
nons AO/HKHO BbibMpaTbCca M3 agManasoHa oT 1 4o 5, no yMon4yaHuio BbiIbnpaeTcs 3Ha4yeHue
4.

Interval YKaxXuTe uHTepBasa BPEMEHWN B CEKYHAAX MexXAay naketamu ping. 3HayeHue ANs 3TOro nons
BblbupaeTcsa B AManasoHe oT 1 o 5 cekyHA; no ymonyaHuio Bbibupaetcsa 1 cekyHaa.

Size YKaxuTe pasMep oTAeNbHOro naketa B 6anTax. 3HavyeHne B 3TOM nosie BblibupaeTcs B
AvanasoHe oT 8 o 5120 6aiT; no ymMon4aHuio BbibnpaeTcs 3Ha4yeHue 56 6anT.

YTo6bl BbIMOMHUTL NPOBEPKY C MCMOJIb30BAHMEM 3aMNpoCoB ping, NpoAesnaiTe creaytollee.

B none IP Address seeante agpec IPv4.

B none Count BBeanTe UNC/I0 NakKeToB ping.

B none Interval BBeanTe nHTEpBan BpeMeHN B CeKyHAax.

B none Size BBeauTe pasmep naketa B 6anTtax

Haxxmute Apply, 4To6bl BbINONHUTE NPOBEPKY C UCMONIb30BaHWEM NaKeToB ping.
Nz

Haxmute Cancel, 4To6bl OTMEHUTL M3MEHEHMUS.

uhwWNH

PesynbTaTbl NpoBepKM MosABATCA B pasaene Results.

31.7.3 MNpoBepka c nomollbio 3anpocoB ping ans IPv6

YT06bI OTKPBLITL 3TOT 3KpaH, BbibepuTe B HaBUraumoHHon naHenn Maintenance > Diagnostics >
PING > IPv6 . C noMOLLblO 3TOr0 3KpaHa MOXHO MPOBEPUTb AOCTYMNMHOCTb cepBepa IPv6 nytem
OTMNpaBKKM 3arnpocos ping.
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PucyHok 213 DkpaH Maintenance > Diagnostics > PING > IPv6

TPv6 Ping Test

IPv6 Address

Count

Interval

Size

Resulls

56

IPv4 | IPv6

(00K or hostname)
(1-5)
(1-5sec)

(8-5120 byte)

Cancel

MNons skpaHa IPv6 Ping Test npueeaeHbl B cneayouen Tabnuue.

Tabnuua 179 2kpaH Maintenance > Diagnostics > PING > IPv6

NONE

OMNMUCAHME

IPv6 Address

YKaxuTe agpec LeneBoro Xocr-cepeepa.

Count YKaxuTe KOMMYeCTBO NakeToB ping, KOTOpble HeEO6X0AMMO OTNPaBuUTb. 3HAYEHUe A4S 3TOro
nons AOJ/HKHO BbibMpaTbCca n3 gManasoHa oT 1 Ao 5, no ymMonyaHuio BbibupaeTcs 3HavyeHue
4.

Interval YKaxute MHTepBan BPEMEHU B CEKYHAAX MexAay rnakeTamu ping. 3HadeHue ass 3Toro nons
BblbupaeTcsa B aManasoHe oT 1 Ao 5 cekyHA; no ymonyaHuio Bbibupaetcsa 1 cekyHaa.

Size YKaxuTe pasMep oTAeNbHOro naketa B 6alTax. 3HavyeHWe B 3TOM nosie BbibnpaeTcs B

AvanasoHe oT 8 o 5120 6aiT; no ymon4daHuio BoibnpaeTcs 3HavyeHue 56 6anT.

YTo6bl BbIMOMHUTL NPOBEPKY C MCMOJIb30BAHMEM 3aMNpoCcoB ping, NpoAenaiTe creaytollee.

UuhWNH

nin

B none IP Address BBeauTe agpec IPv6.

B none Count BBeanTe 4nCio NakeTos ping.

B none Interval BBeanTe nHTEpBan BpeMeHN B CeKyHAaXx.

B none Size BBeauTe pasmep naketa B 6anTtax

Haxxmute Apply, 4To6bl BbINONHUTE NPOBEPKY C UCMONIb30BaHWEM NaKeToB ping.

Haxmute Cancel, 4To6bl OTMEHUTbL U3MEHEHMUS.

PesynbTaTbl NpoBepKM NosABATCS B pasaene Results.

31.7.4 TpaccupoBKa MapLupyTOB

YT06bI OTKPbLITL 3TOT 3KpaH, BbibepuTe B HaBUraumMoHHon naHesnn Maintenance > Diagnostics >
Trace . C NOMOLLbIO 3TOro 3KpaHa MOXHO BbIBECTU MapLUPYT, KOTOPbIA NpoXoAsaT IP-nakeTbl Ha NyTn
K CEeTEBOMY XOCTY.
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PucyHok 214 >kpaH Maintenance > Diagnostics > Trace
Trace Route
IP Address

Hops 30 (2-255)

Result

Cancel

Mons skpaHa Trace Route onucaHbl B cneaytowen tabnuue.

Tabnuua 180 3kpaH Maintenance > Diagnhostics > Trace

MNOJIE OMNMUCAHUE
IP Addres YKaxuTe agpec LeneBsoro xocr-cepsepa.
Hops YKaxuTe MakcMManbHOe KOMYeCTBO NEpPMOAOB BPEMEHM XM3HU NakeTa (time-to-live) nnu

nepexoAoB, UCMOIb3YEMbIX TECTOBbIMU UCXOAALWMMN NakeTaMn. 3Ha4yeHne Ans 3TOro nons
OOJKHO BbIGMpaTbCs U3 AnanasoHa oT 2 A0 255, no yMon4yaHuo KOMYecTBO Nepexoaos
BblbMpaeTcs paBHbIM 30.

YT06bI BEIMONHUTL TPACCUPOBKY MapLupyTa, npoaenamnTe cnegytoulee.
1. B none IP Address BBeauTte agpec IPv6.
2. B none Hops yKaxuTe 4YnCro nepexonos.
3. Haxmute Apply, 4TO6bI BHINONHUTL MPOBEPKY.
nnn
Haxxmute Cancel, 4To6bl OTMEHUTb M3MEHEHMUS.

PesynbTatbl NpoBepku noseatcsa B pasgene Result.

31.8 lepesarpy3ka

31.8.1 O630p

KoMMyTaTop MOXHO nepesarpy3uTb ¢ nomowbio Web-koHdurypatopa.

YTobbl OTKPbITb 3TOT 3KpaH, BbibepuTe B HaBUraunoHHol naHenn Maintenance > Reboot. C
NMOMOLLIbIO 3TOr0 3KpaHa MOXHO Mepesarpy3nTb KOMMyTaTop 6e3 hU3MYEeCcKoro OTKIYEHMS
nUTaHuS.
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PucyHok 215 DkpaH Maintenance > Reboot

Reboot System -

Reboot System

Reboot the Device

31.8.2 lNepe3arpy3ka KommyTaTopa

YTobbl NepesarpysnTb KOMMyTaTOp, NpoaenaiTe cieaytoLiee.

1. HaxmuTte Reboot.

2. Haxmnte OK 1 foXantecb, Noka KOMMyTaTOp nepe3arpy3uTtcs. DTOT Npouecc 3aHMMaeT A0 ABYX
MUHYT W HE BJINAET Ha KOHMUrypaumo KommyTaTopa.
nnn
Haxmute Cancel, 4To6bl OTMEHUTHL M3MEHEHMUS.

238 PykoBogcTtBo nonb3oatens ans cepun GS1900




32

YcTpaHeHue Henonapok

B naHHOl rnaBe onmMcaHbl HEKOTOPbIE COCObbI paspeLleHnst NMpobieM, C KOTOPbIMU MOXHO
CTOJIKHYTbCSI NPV 3KCMyaTalmm yCTpoliicTBa. Bo3MoxHble NpobneMbl pasaeneHsl Mo cneayowmnm
KaTeropusaMm:

e [pob6neMbl C MUTAHUEM, MOAKTIOUEHMSA K YCTPONCTBY U MHANKATOPbI
e [po6neMbl C 4OCTYNOM K KOMMYTaTopy M BXOLOM B CUCTEMY

e HacTpolikun KoMMyTaTopa

32.1 lMpobnembl C NUTaHMEM, NOAKIMHOYEHUS K YCTPOUCTBY
U UHOUKaATOPbI

He Bk/oyaeTcsa KoMMmyTaTtop. HM 0AWH U3 MHOMKATOPOB HE ropwuT.

1 Y6eautechb, 4To KOMMYTATop BKJTIOYEH (/J,J'Iﬂ mMoAenen ¢ NuTaHneMm OT MCTOYHUKA NOCT. TOKa, WK 4YTO
KOMMYTATOp NoAK/KOYEH K MCTOYHUKY MOCT.TOKa An4d Moenen C NnMTaHnem ot I'IepeM./I'IOCT. TOKa).

2 Yb6eauTechb, Yto C KOMMYTATOpPOM UCMONb3YOTCA aAanTep NUTaHUA UK WHYP NUTaHNUA N3 KOMMNNEKTa
NMOCTaBKW.

3 YbeauTecb, YTO ajanTep NMUTAHUS UK LUHYP MOAKJIOYEHbI K KOMMYTATOpPy U K COOTBETCTBYIOLLEMY
WUCTOYHWKY MUTaHUsA. Y6eanuTechb, YTO UCTOYHUK NUTaHWUS BK/IHOYEH M paboTaer.

4 BbIKIOUYMTE KOMMYTATOpP M CHOBA BKKOUUTE ero (Ans Mmoaenen ¢ nuTaHMeM OT UCTOYHMKA MNOCT.
TOKa, WM NOAKIHOYNTE KOMMYTATOp K MCTOYHUKY NOCT.TOKA AN MOAeNen ¢ NnuTaHmeM oT nepem./
MnocT. ToKa).

5 OTkIuYMTE U CHOBa NMOAKIOYMTE aganTep uin kabenb NUTaHUs KOMMyTaTopa (415 Moaenew ¢
NUTaHWEM OT UCTOYHMKA NEPEM.TOKA UKW €CNU K MOAENSIM C NMUTaHWEM OT NepeM./rnocT. Toka

NoAKNHYEH UCTOUYHUK MUTAHUA NepeEM. TOKa).

6 Ecnu npobnema coxpaHseTcs, 06paTuTech K NOCTaBLIUKY.
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Moput nHankatop ALM.

BbIKHOUMTE KOMMYTaTOPp M CHOBAa BKJTIOUUTE €ro (/.'J,J'Iﬂ Mogenen C NMTaHMeM OT UCTOYHMKA MOCT. ToKa
nnn ecnm K mogensam C nMTaHnem ot I'IEDEM./I'IOCT. TOKa noakn4yYeH NCTOYHUK I'IOCT.TOKa).

OTKIIOYNTE U CHOBa NOAKNOYUTE ajanTep Unm kabenb nuTaHus KOMMYyTAaTtopa (,CU'IH Mogenen c
NMUTaHneEM OT MCTOYHUKA NepPEM.TOKA Uan ecam K Mmoaensam C nMTaHneM oT I'IGDEM./I'IOCT. TOKa
NOAKNKYEH UCTOYHUK MUTAHUA NepeM. TOKa).

Ecnu npobnema coxpaHsieTcs, o6paTtntechb K NOCTaBLUMKY.

[MokasaHWsa O4HOro U3 MHAMKATOPOB OT/IMYAKOTCH OT 0o6blyHOro.

MNpoBepbTe, KAKMMU UMEHHO A0/IXKHbI 6bITb NOKa3aHUA MHAUMKATOPaA B HOPManbHOM pexume. CM.
pa3a. 3.3 Ha cTp. 30.

MpoBepbTe NoakUYEHUS K ycTpoicTBy. CM. rn. 2 Ha cTp. 20.

OcMoTpuTe Kabenn Ha NpeaMeT noBpexaeHuii. ObpaTnTech K NOCTaBLUNKY AN 3aMeHbl BCEX
noBpexXaeHHbIX Kabenen.

BbIK/lOUMTE KOMMYTaTOp M CHOBAa BKJTOUUTE ero (/.'J,J'Iﬂ Mogenen C NnMTaHMeM OT UCTOYHMKA MOCT. ToKa
nnn ecnm K mogensdam C nMTaHnem ot I'IEDEM./I'IOCT. TOKa noakKn4yYeH NCTOYHUK I'IOCT.TOKa).

OTKNYNTE N CHOBA MOAKIYMTE aganTtep win kabenb nuTaHns KommyTtatopa (Ans moaenen ¢
NMATAHWEM OT UCTOYHMKA MepeM.ToKa UM eCnn K MoAensiM C NMMTaHMEM OT NepeM./nocT. ToKa

NoAKMNHYEH UCTOYHUK MUTAHNA Nepem. TOKa).

Ecnu npobnema coxpaHsieTcs, o6paTtntecb K NOCTaBLUMKY.

32.2 Tlpobnembl C 4OCTYNOM K KOMMyTaToOpy U BXOAOM B
cucremy

3abbIT IP-agpec komMmyTaTOpa.

240

IP-appec ang BHYTPUMNOMOCHOrO yrnpasneHns no ymondaHumio 192.168.1.1.
MoakntouMTeCh K KOMMYTaTOpPYy Yepe3 KOHCOJIbHbIN MOPT.

Ncnonb3yite ana noaknoyeHns K KommyTtatopy nopt MGMT, 4515 KOTOPOro no yMoa4aHuto
ycTtaHossieH IP-agpec 192.168.0.1.
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4 Ecnn 3TO He MOMOraeT, MOXHO CHpPOCUTb YCTPOMCTBO K 3aBOACKUM HACTpoOMKaM no ymosdaHuto. CMm.
pa3a. 31.6 Ha cTp. 233.

3abbITO MMA Nosb3oBaTensa u/man naposb.

1 V/Ma nonb3oBaTtens no ymonyaHuio — admin, a COOTBETCTBYIOLWNIA eMy Naposib MO YMONUAHUIO —
1234.

2 Ecnm 37O He NMOMOraeT, MOXHO CHpOCUTb YCTPOMCTBO K 3aBOACKUM HACTpoOMKaM no ymosdaHuto. CMm.
pasa. 31.6 Ha cTp. 233.

HeBO3MOXXHO NOAY4YUTb AOCTYN K 3KpaHy Login Web-koHdwurypatopa.

1 Yb6eauTtecb, 4TO MCNONb3YyeTCS NpaBubHbIN IP-aapec.
e IP-agpec Ans BHYTPMNOJSIOCHOIO yrnpasneHns no ymonyaHuio 192.168.1.1.
e Ecnu IP-agpec 6bi51 UI3MEHEH, UCNONb3YyKWTe HOBbIM IP-agpec.
e Ecnu IP-agpec 6bi/1 U3MEHEH, HO HEBO3MOXHO Y3HaTb, Ha Kakol MMeHHO, obpaTuTech K
pekoMeHaauuam pasgena 3abbiT IP-agpec komMMmyTaTopa.

2 [lpoBepbTe NOAKMNOYEHUS K YCTPONCTBY U yb6eamTech, YTO NoKasaHWs MHAWKATOPOB COOTBETCTBYHOT
HopMasnbHbIM. CM. pa3g. Ha cTp. 20.

3 Yb6eautecnb, 4YTO B bpay3epe He BKJOYeHa 610KMPOBKa BCMJIbIBAKOLWMX OKOH W BKAKOYEHbI JavaScripts
n Java.

4 Yb6eauTecb, YTO KOMMbIOTEP HAaXOAMUTCS B TOW e NMoACETU, YTO U KOMMyTaTop. (Ecim ToYHO
M3BECTHO, YTO MOAK/IIOYEHMNE KOMMbIOTEPA K KOMMYTaTOPY OCYLLECTBASETCS Yepes MapLupyTmM3aTop,
MponycTmuTe AaHHbIM wWwar).

5 BbInonHuTe c6poC yCTPONCTBa K 3aBOACKMM HAaCcTpoMKaM No yMOAYAHUIO U NONbITaNTeCh NOMYy4YnUTb
[OCTYyNn K KOMMyTaTopy € ucrnonb3oBaHuneM IP-agpeca no ymonyaHuto. CM. pasa. 31.6 Ha cTp. 233.

6 Ecnu npobnema coxpaHseTcs, obpatutech K NOCTaBLMKY MK NONbITalTECb BOCNO/1b30BaTbCA O4HOM
M3 AOMNOIHUTESNbHbIX peKOMeHAauMi.

[ononHuTenbHble peKoMeHAauumn
e [onpobyitTe NoNyunTb AOCTYMN K KOMMYTaATOpy C MCMNOSIb30BaHNEM APYro cnyx6bl, HanpuMep,

yepes Telnet. B cnyuyae ycnewHoro A4ocTyna K KOMMYTaTopy NpoBepbTe HAaCTPONKM yAaNIEHHOMO
ynpaeneHus, YTobbl BbIACHUTb, MOUYEMY KOMMYTATOP HE OTBEYAET Ha NOAKIOYEHUs Yepes HTTP.
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DkpaH Login nosiBnseTcsi, HO BbIMOMHUTL BXO4 Ha KOMMYTaTop He yaaeTcs.

Y6eauTtecb, YTO MMS NOSIb30BaTEsNS M Napofib BBOAATCS NpaBuiibHO. MIMSA nonb3oBaTtens no
yMonyaHuio — admin, a COOTBETCTBYHOLWWIA €My Napo/b No yMonyaHuto — 1234, [laHHble 3Ha4YeHus
YyBCTBUTE/IbHbI K perncrpy, nostomy ybeautecb, uto [Caps Lock] He Bkato4eH.

Bo3MOXHO, MpeBbILLIEHO AOMYCTUMOE KOMIMYECTBO 0AHOBPEMeEHHbIX Telnet-ceccuit. 3aBepwunTe
ocTanbHble Telnet-ceccum nam nonpobyiiTe NOAKAOUUTLCA elle pas.

Y6eautecb, 4To goctyn yeped HTTP unun telnet paspeweH. Ecnm 6bin ckoHpurypmposaH IP-agpec
3alMLeHHoro knueHTa, To IP-agpec koMnbloTepa AO/KEH coBnagaTtb ¢ HUM. Bonee nogpobHyto
MHMOPMaLMIO MOXHO HaWTKU B rfaee O KOHTpOse AoCTyna.

OTcoeanHUTE M BHOBb NPUCOEANHUTE LLHYP NMUTAHUSI K KOMMYTaToOpy.

Ecnn 370 He noMoraeT, MOXHO CHpOCUTb YCTPOMCTBO K 3aBOACKUM HACTpoMKaM No yMosidaHuto. CMm.
pa3a. 31.6 Ha cTp. 233.

BcnnbiBatowme okHa, JavaScript n paspelweHus Java

[na ncnonb3oBaHus Web-KoHMUrypaTopa Hy)XHO pa3peLlinTsb:

e BcnnbiBatowme okHa 6pay3epa Ha yCTpoICTBe.
e JavaScript (N0 yMOM4YaHUIO BKIKOYEH).

e PaspeweHuns Java (N0 yMOYaHUIO BKIKOYEHDI).

1 He BMXY HeKOoTopblie n3 MeHt HumxHero yposHs Advanced Application B HMXxHel yactm
HaBMraUMOHHOW NaHenu.

PekoMeHaooBaHHOE pa3pelleHne skpaHa — 1024 Ha 768 nukcenei. OTperynnpymnTe paspelieHune
3KpaHa Ha KOMNbIOTEpPE, YTO MO3BOJIUT YBUAETb OCTasibHble MeHI0 HUXHero yposHsa Advanced
Application B HMXHeN YacTn HaBUraLMOHHOWN NaHenu.

EcTb nogo3peHmne, YTO K KOMMYTaTOpPy KTO-TO Mojly4yaeT HECAHKLMOHMPOBAHHbLIA AOCTYMN Mo
npoTtokosnam telnet, HTTP n SSH.
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MNepenaguTe K akpaHy Maintenance > Diagnostics, uto6bl npoBepuTb akTbl
HEeCaHKLUMOHMPOBAHHOIO AOCTYyNa K KOMMyTaTopy. YT06bl MCKNOUYNTL BO3MOXHOCTb
HeCaHKLUMOHMPOBAHHOIO AOCTYyNa, HAaCTponTe NnapameTpbl 6€30MacHOro KINMeHTCKOro AocTyna B
meHio Configuration > Management > Remote Access Control ansa npotokosnos telnet, HTTP n
SSH (see pa3a. 30.7 Ha cTp. 223). KoMnbloTepbl, HE NpUHaasexalime K ymcny 6esonacHbIxX
K/IMEHTOB, HE CMOTYT MOAY4YUTb AOCTYN K KOMMYTaTopy.
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32.3 Hactpouku kommyTaTopa

Mocne nepesarpy3skyM KOMMyTaTopa nponanu HacTpoOMKM KOHbUrypaumu.

06953aTenbHO cCoXpaHaNTe KOHMUrypauuto B NOCTOSAHHOM
namaTv KOMMyTaTopa KaxXAbl pa3, Koraa BHOCUTE Kakue-
nnbo namMeHeHus. Haxxmmte Save B npaBoM BepxHeM yrny Web-koHdurypaTtopa, 4tobbl COXpaHUTb
KOHMUIrypaumio Ha NOCTOSIHHOM ocHoBe. bonee nogpobHy0 MHGMOPMaLMIO O TOM, KaK COXpPaHWUTb
KOHMUrypauuno, MOXHO HanTh B pasa. 4.3.1 Ha cTp. 33.

Welcome: user | Logout Save FAbout PHelp
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